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Manek Dubash
Thank you very much, Alex.  Thanks to the panel.  Sorry we had to cut that one short, but that's the nature of things.  As Alex said, if you do want to pick up on some of those points, please do grab one of the panellists or Alex.  There's going to be lots of people around, lots of opportunities for networking throughout the day.
So we talked quite a lot about data centres earlier on, and particularly about security, and also about the cloud.  And I think some of those issues are going to be brought together now by Camille Mendler from Yankee Group and her panel, who are going to be talking about just how good your cloud cover is.  Camille Mendler.

Camille Mendler

Okay.  And if anyone had any questions for Alex, this is a good time to give him a hard time on the panel since he's on the hot seat now.

Good morning, everyone.  My name's Camille Mendler.  I'm an analyst with Yankee Group.  And I'm delighted to be with you today.  In today's conversation we're going to cover all sorts of things.  And I'm delighted to have such a distinguished panel to discuss, I think, not just the security implications of the cloud, but also the investment implications for enterprises and also really, I think, a revolution in what's happening in ICT.

So let me just quickly introduce the panel before I go into some of the slide presentation.  Now way at the back you see Alex, who you know already, from Canalys.  I'm delighted to introduce John Pirc from TippingPoint.  And just some quick blurb on TippingPoint for those who haven't been indoctrinated yet.

John Pirc

Yes.  So TippingPoint was actually acquired by 3COM some time ago, which was actually acquired by Hewlett Packard.  So basically what TippingPoint provides is network security.  We have an intrusion prevention system and a research organisation.

Camille Mendler

Okay.  And next to him is Eric Haissaguerre from Orange Business Services.  Please don't call him French, because - 

Eric Haissaguerre

Coming from the Basque country, which is between France and Spain.

Camille Mendler

Subtle but fundamental difference.  But if you tell us a little bit about what you do for Orange Business Services.

Eric Haissaguerre

So I look at actually the IT services business in Asia Pacific, and that encompasses basically cloud computing.  But beyond cloud computing it is also data centre transformation.  It is also application management.  And that's also security around it.  So very much the convergence to real-time application.  And what we discussed a bit or what was touched before into the virtualisation panel or discussion, about where are we in the crossroads, so you see Orange, we are organised too.

Camille Mendler

So another important player in the ecosystem.  And last and certainly not least, Angus Robertson from Spirent.

Angus Robertson

At Spirent we provide test equipment for testing security solutions within the network and also the products themselves.  So the ultimate goal is to mature the security solutions, such as firewalls or your IBS or IPS, not only prevent the bad traffic or the attacks, but also allow the good traffic through at the levels that are required and ensure that quality experience.  So we actually emulate denial service attacks and also more than 3,000 actual network attacks.

Camille Mendler
Okay.  Let's get onto the next slide. So I want to, before we get into the panel debate, I want to state to you that history can actually tell us a lot of things about why cloud computing is important.  In fact, I would like to say to you that cloud computing, of which, I confess, I am a true believer in cloud computing, that it is nothing less and no different that what happens in the 19th century, the industrial revolution of the 19th century, which was triggered by a number of inventions.  And one of the most important inventions was the coal-fired steam engine.  

Before the coal-fired steam engine, we consumed coal but in completely different ways.  And there was this rather dour-looking Victorian gentleman called William Stanley Jevons, in the 19th century, studied the coal industry.  He studied how the consumption of coal changed and grew exponentially after the coal-fired steam engine was invented.  And what his legacy to history and to us is something in economics and in business that's known as the Jevons Paradox.  I don't know how many people are listening to the translation.  I apologise to the translators for some of this.  I hope you're doing a good job on this.

But the Jevons Paradox states that an invention that improves the efficiency of the usage and consumption of a particular product also increases the volume of consumption.  And in the 19th century, that invention increased the volume of consumption of coal.  And what I would like to say that cloud computing, the cloud computing model will do for us all, is increase the consumption of IT in new and perhaps better ways because it is such a compelling and efficient and logical way of consuming IT.

Now, there are many, many issues around it which we're going to debate today in the panel.  But such is the expected volume of consumption of cloud computing resources that already today there are several companies that think we need to trade cloud computing resources much like pork bellies, much like orange juice.  And you can see examples of this already today.  Some companies believe that the cloud is the new commodity.  And, as you can see from examples such as Amazon out there, the type of commodity in the cloud is going to be the virtual machine instance.  And people like Amazon are already providing what are known as spot markets, where you can bid to buy virtual resources.  That's very, very different from the way we bought IT before.

But I think before you go and call you stockbroker or your banker and make some purchases in virtual assets, virtual machine instances, what you ought to do, if you're an enterprise certainly, is remain calm.  A good statement for life actually, but also applicable to how you buy ICT.

ICT, a cloud is only one part of ICT.  Now it is going to be, in my view, the new operational model.  But the type, the way you buy ICT is not going to change.  You still have to be concerned about what went before, the things that concerned you before about things like governance, risk, and not least compliance issues.  And the problem is that as the cloud, people talk about the cloud on a generic basis as a commodity, they're not really thinking about what are actually very vast differences in types of cloud and how cloud services specifically are being provisioned, provided to enterprises, various consumers.  Vast differences out there.

Today is not the day that we're going to make definitional discussions, though I will probably thrown a nasty one over to Orange Business Services soon about certain definitions.  But here is a view of investments in cloud computing services.  A variety of different types.  Through this type of survey, and this is a survey largely of multinational enterprises, you can see that investment is happening in cloud computing services, a variety of cloud computing services.  But in fact when it comes to large enterprises, only one in five is investing into what's known as public cloud services.  And public cloud services are things like what Amazon does and a number of other players.  There are some very considerable differences between public and private cloud services.  And this is where I'm going to ask Eric to just  maybe talk a little bit about characteristics.
Eric Haissaguerre

To make a comment not too friendly to the translator, I think the analogy is a bit Goldilocks at this point, cloud computing, Goldilocks, where actually one size does not fit all.  It's too hot.  It's too cold.  So it depends what you want.  And in the end you find actually the right temperature.  Cloud computing to companies can mean many things.  So obviously on the spectrum we are going to find Amazon type of solution which, in a way is very flexible, I would say, from the outside, but actually they're inflexible as to what you are purchasing or what is being delivered because I believe my colleague of more on the security side and testing side to comment a bit later.  But then you have the other flexibility you get actually, what is being provisioned has been specified before.  And they have only one test.

And then at the opposite of the spectrum is solution that we are, for instance, deploying for multinational in Asia Pacific right now, that this is for SAS collaboration or infrastructure as a service, but more in the concept of private cloud and/or semi-private cloud, virtualised private cloud, in which actually you are going to find all the attributes of an existing customised solution.

Camille Mendler

Alright.  But you need to answer the question.  What is the difference between a public and a private cloud?  It's dedication of certain types of resources?

Eric Haissaguerre

Yes.  Resources and we -

Camille Mendler

You're not sharing the resources, right?

Eric Haissaguerre

We need not to forget about the word cloud, because a very basic definition of cloud computing is you access those resources through a cloud.  So first, what cloud, whether this is a public cloud, like internet, or a private or virtual cloud, okay?  So number one, difference of accesses.  And within actually the data centre, within the hosting centre actually, again, dedicated, semi-dedicated or mutualised type of resources from server to storage to security to line and so on.

Camille Mendler

Okay.  Now, John, I'm sure you've got an opinion on this.  Do you just want to give us your quick view on the differences out there?  I mean maybe not the whole definition, but I know you've got some thoughts about this.  Is it very different, or are we talking about much the same that's gone before?

John Pirc

I think we're talking about much the same thing.  When you mentioned giving a definition, I think all of us in the room can probably come up with a different definition.  But when you're looking at the difference between private and public cloud, a lot of it has to do with the shared resources or dedicated resources that are allowed for the specific infrastructure you're going for.

So when we think about private cloud, those would be dedicated resources, dedicated, could be dedicated hardware specifically for that specific organisation.  When we look at the public cloud, we're looking at things that are much more shared, so taking advantage of the infrastructure.  So at a high level, that's how I would categorise it.
Camille Mendler

Okay.  And Alex, I think you've got a few other subtleties you'd like to add to that.

Alex Smith

Yes.  Sure.  So I think this whole definition of cloud computing, like both my colleagues over here said, everyone has a slightly different view.  And one view I stumbled across lately was from Larry Ellison, CEO of Oracle.  And he was asking the same question, what is a cloud?  And he got a little animated about it and said a cloud is a computer attached to a network.  And to me that's really what I fundamentally believe the definition of the cloud is.  

And then you can boil down to some subtle differences as we look to private and public clouds.  And I would make that somewhat akin to a noun and a proper noun, with public or private clouds, rather being really how you deploy your computing architecture internally within your organisation, and public cloud being the internet, getting your computing, your services, your IT delivered from what really is the biggest computer network architecture out there.

Camille Mendler

And if I put in my view on this, and the difference, fundamental, and I think a very correct way of describing it is in terms of public versus private cloud, it comes down to this.  How much risk are you willing to take on by using these services?  What is the need for security that you have to use these services, because that's where the subtlety becomes very important.  And also how the cost might be somewhat different as well.  

And I think that perhaps the problem that has occurred in the market is that because they are huge marketing machines, companies like Amazon, who I think are extremely innovative, companies like Google have dominated the headlines and really got us interested in cloud computing, but they are fundamentally offering something quite different and only, if you will, control and are interested in certain parts of what needs to be delivered to provide a secure environment.

And in fact if you think about what is necessary to provide a reliable cloud computing service, in fact there are many moving parts.  And I'm sure that I'm missing quite a few of them, but I'm just trying to illustrate in this graphic what those moving parts are.  And really if you're going to offer a reliable cloud, it's not just going to be worrying about the data centre.  It's not just going to be worrying about the applications performance or the WAN optimisation.  It's not just going to be worrying about the way that you've constructed your data centre and then the connectivity between whatever device you're using.  It's all of these things.  

All of these things need to be managed and governed, actually, to actually deliver a very reliable cloud service.  And I don't think there's many people out there that really are investing in testing this environment and really making it mission-critical.  And I don't know, Angus, if you want to talk a little bit about that.

Angus Robertson

I think there's certainly increasing focus on this area because as enterprises consider whether they're looking at a private cloud or a public cloud, there's also the issue of ownership or control.  And if an enterprise is leveraging a public cloud type service then there's the concern of how is my data managed, how is it accessed and do I have that sense of comfort when it comes to the security and how can I understand that the data and the services are secure.  

So testing is one clear way of being able to illustrate that.  And we do see the cloud operators and also the service providers using test equipment to illustrate those kind of benefits and that level of security.
Camille Mendler

But in terms of road testing cloud services to be mission-critical, that's something that needs to be done, as I said, with a control and management of all of these moving parts.  And for many services available today that have been commercialised and sold today, that's not there yet.  That's not there yet.  So there are subtle differences.  And that's what's driving certain enterprises to look at private implementations of clouds, virtual private implementations.  And that is something that tells us a little bit about the lack of maturity of the market, though that's changing very quickly.

Eric Haissaguerre

What we see practically, notably internationally in Asia Pacific at this point is really that's a journey.  Cloud computing is a journey.  So we will see the same company, depending on the divisions or even the central IT, using for certain applications or systems actually going to a public type, and from others, never ever.

Camille Mendler

Yes.  I think that they're going to inter-react, interoperate - well they don't interoperate now, but the investment is going to go into private and public cloud.  So maybe you'd like to talk about what type of applications are being more secure in the private cloud environment versus what's in the public environment.

Eric Haissaguerre
At this point, for private cloud, for instance, what we are implementing, so we see database, database type of application.  And we also see collaboration, even messaging and collaboration.  But the type of messaging that was shown just before, the panel before, is the UCC, where everything needs to talk together and then linked to retention and compliance issues.  You cannot just put - some companies are bound to report on email, on banking.  And that goes, at this point, is seen as nature to go into private cloud implementation.

Camille Mendler

And Alex, do you have anything to add because it moves on from the discussion that you had a little while ago.

Alex Smith

Yes.  And I think you touched on a right point or a right topic, being one around mission-critical.  And if each organisation goes round and looks at the different IT that they have and really establishes what is mission-critical and what isn't, typically those mission-critical type things are not going to be exported to the public domain.  There's just too much uncertainty about it in certain markets and certain verticals.  There's high regulations that would permit it from doing so.  In a way the regulatory community, that's a whole other subject together, but they're far behind the technology industry in understanding what the implications are of putting sensitive data in the cloud.

So one aspect that we've seen being used a lot in a cloud is the processing of data, so database services, like you mentioned.  But typically that would be publicly available information so they don't have those regulatory restraints, privacy issues that may exist.  And really what you're able to take advantage of is the external computing power that the cloud can provide.  And so that goes back to that whole pay as you use type model which can be a lot more cost-effective, especially in this type of environment where you're really looking to reduce your overall overheads.

Camille Mendler

Now John, from a TippingPoint perspective, and you've been in the security business for how many years has it been for TippingPoint?

John Pirc

TippingPoint, they've been in the business for over eight years, eight to 10 years.
Camille Mendler

And I know you do like weather reports on security and things like that.  If you look at this list that I have here on this slide, the top five reasons, which are also the top five concerns for large enterprises in terms of private versus public clouds, number one is security.  Number two privacy, then manageability.  From your perspective, in terms of the customers you're speaking to, is there a geographical difference between those that are more concerned about security versus data privacy, which is making sure they don't leak out shared customer data.  What's the difference here?

John Pirc

That's a good question.  When you're talking about just shared security being ubiquitous across pretty much all the verticals is a concern to a lot of our clients, but when you get into different organisations or different verticals like financials or retail, data privacy becomes to be a very big issue, specifically in the US, with PCI, DSS for the payment card industry.

Camille Mendler

Yes.  Do you want to explain what PCI DSS is?  Not everyone necessarily knows.

John Pirc

Yes.  So PCI DSS is payment card industry data security standard.  And this is a standardisation that when you're taking in credit card transactions you're supposed to adhere to.  So there's basically 12 different requirements to PCI DSS.  They're sometimes called "the dirty 12".  But basically these are the type of controls that you have to have within your network from a security perspective that allows you to protect the transactions from a credit card perspective.  And what's interesting is what we've seen not just in the US but globally is a lot of these clients that do business that are multinational in the US, have to comply by this. 

So when it comes to data privacy, I think that's a very huge thing, when we start talking about the regulatory compliance issues.  And additionally, when we get into the financials, had a great conversation with a financial in Luxembourg, is we talked about data.  So data at rest cannot reside outside the country.  So those are other obstacles that we have to deal with.  But first and foremost, I think security is something that people are starting to think a lot more of and going beyond just access control and segmentation of the outward firewall.

Camille Mendler

I mean I've spoken to cloud service providers who are now talking about containerising certain types of data so it doesn't move outside of a particular country and making that a service.  And very specifically we see a lot of activity in that space in Europe, actually, where data protection issues are very, very heavily monitored and enterprises can actually face not only fines, but all sorts of legal action regarding data protection.

Now, by the way, if there are any questions in the audience or any comments, for that matter, do feel free to put up your hands, particularly if you're from Infoblox, for instance, sitting in the back.  I know you had a few thoughts because you were whispering to me before.  So just consider your question.  We'll get to it in a minute.

So let me just move on.  I'll go through this.  Just a few other points.  So we talked about the regulatory environment to some degree.  We talked about risk.  We've talked about governance.  And you can see, just from the reality of many public cloud services available today, that service providers have got a lot of work to do in terms of what they're willing to offer contractually.  And I've put here as number two on the list, of a survey that we did of cloud contracts, less than half offer some type of data protection guarantee.  This is related to the EU.  But it's pretty much, in many cases, the Wild West when it comes to public cloud environments.
Of course, now I'd like Orange to describe why its service level agreements are superior, potentially, from public cloud environments.  But let me just ask you a couple of questions.  Do you offer a service level agreement?  Okay, well that's good.  Do you provide any guarantees around data protection?

Eric Haissaguerre

It depends what you mean.  But yes, we have to comply for our European customers.  Notably we do.

Camille Mendler

Do you give people notice to change the contract terms?

Eric Haissaguerre

Actually we have flexible customised contract terms.

Camille Mendler

No, but if you decided to make a change in the contract.

Eric Haissaguerre

Obviously, yes.

Camille Mendler

Obviously?  Well, out of the 40-odd cloud service providers, only just over 40% of them actually give notice, otherwise they just make changes to the contract and it's up to you, the customer, to notice that change.  So you do that, yes?

Eric Haissaguerre

We do, yes.

Camille Mendler

Okay.  I'm not going to go through the whole list.  But what if you're going to take the service out, take it down.  There's going to be some maintenance and there might be an outage in the service.  Do you give notice on that?

Eric Haissaguerre

Contractually, and before even we start transitioning with the customer because what we have to think of, for instance -

Camille Mendler

But you do give notice?  Okay.  Do you see the difference?  If you look at the list here, not everyone's doing that. So these are the types of things you need to look at.  So we've talked about governance.  We've talked about risk.  The last thing I'd like to talk to you about is, just quickly, compliance.  

Compliance we've talked about from a security perspective.  I'd like to suggest that compliance for an enterprise is not just about security increasingly.  And in fact, and again I'm based in Europe where we don't fight wars against each other any more, but the politicians have got to stay employed and they find basically new ways to tax us, that's how they keep busy.  And one of the way they're finding to tax this is on things like environmental footprint.  

I'm making a big joke out of something that's very serious, in fact.  But if we go back to what I talked to you about right at the beginning, if cloud computing is the most logical way to consume IT, and that has some very specific implications for how you deliver that IT and the type of power that's needed, for instance, to actually deliver that IT.  And if the growth of consumption of cloud computing grows as swiftly as we might have seen in other parts of the economy and in industry in the past, just like the consumption of coal, then I think if we're trying to move to a more climate-friendly type of economy, as I think is happening around the world, this is starting to be something that many governments are concerned about.  We've various discussions about that.  

But actually you might actually be taxed because the IT that you're using, be it private or public cloud, because actually your total footprint, environmental footprint is something of concern even when using a third party supplier, you might be taxed because you've been using the wrong type of power generation to consumer those IT assets.  So you've got to think about that as part of the compliance picture.  

And maybe, maybe, and this is something I'd love to get an opinion from the panel, maybe the virtual machine instance will be a commodity, but just like other types of commodity, like coffee, that's graded by quality, maybe the virtual machine instance will be graded according to carbon footprint, green power, not so green virtual machine instance, and the price will change according to that. And if you want to reduce your tax bill for reducing fossil fuels, you might want to actually select a supplier and a data centre type that's greener than another.  That might be part of the risk, broader governance risk and compliance issue for your as an enterprise.  Does anyone want to comment on that?  Alex?
Alex Smith

Yes.  So in the UK we've seen some subtle interesting steps towards appealing to the green model.  And I think they're gradually trying to introduce a carbon tax on enterprises in the UK.

Camille Mendler

Well, it already exists.  The climate change levy already exists for major electricity consumption in data centres, for example.

Alex Smith

Right.  And they'll be looking over a period of time to reduce the amount of carbon that they - their carbon footprint.  And so we've actually seen some channel partners that we were engaged closely with, looking at some interesting models where, as they're taking on a lot of their customers' data centre capabilities, looking and as they're focusing on data centre, they can really drive more green technologies themselves into that data centre.  And they're actually looking at ways that they could possibly take away some of the carbon footprint that these companies have, so really taking some of that tax burden off their customers is really another way where they can help them save additional costs.

Camille Mendler

So whether you're using a private or a public cloud, that service provider might have to tell you how green they are.  I don't know if anyone else wants to comment on that.  Angus?

Angus Robertson

Sure.  So certainly government mandates and also cost savings are driving cloud computing or green initiatives.  For example, a very large operator in Japan has a mandate to reduce the power consumption on their network by 65% by 2020.  And a big part of that power consumption reduction is to reduce the number of servers they have on that network from 2,600 to 500 through virtualisation.  So you can see that there's quite a lot of activity here.

And then also we see, for example, in the case of BT and other large data centres, that data centre consolidation is another big part of this green puzzle.  And solutions like fresh air cooling, for example, you see a lot of new data centres popping up in Oregon which has a cool climate for companies like Google and Facebook.

Camille Mendler

Yes. So final word from all the panellists, is it safe?  Is the cloud safe?

John Pirc

I would say yes.  If you look at cloud computing, like Salesforce.com I think were talking about this at breakfast, I think there's definitely a lot from a research perspective we have to look at, but I think fundamentally the cloud is safe to use.

Camille Mendler

But at a price and with a particular infrastructure.  Is that right? 

John Pirc

Yes.

Camille Mendler

Okay.  Alex?

Alex Smith

Yes, I suppose it depends again what aspect you look at it from.  And I think if we bring it back to the data protection instance, a lot of cloud providers from what I've seen take the, what I call, the shopping mall approach to it so they say you can park your data here but we're not responsible for any theft or damage of it.  So that would be one analogy I would use to a lot of clients.  And in those instances, no it's probably not safe.

Camille Mendler

Okay.  Angus?

Angus Robertson

Public cloud, less so.  Private clouds, more so.  I think we saw the example of Google recently, one very big cloud company being hacked and losing their intellectual property.  So if somebody of Google's credentials and their security expertise can be hacked and lose intellectual property, I think there's still some work to be done.

Camille Mendler

Eric?   Is it safe?

Eric Haissaguerre

Same as Angus.  Yes, safe, and the qualifying comment is that because we put in place actually catalogue of service, SLAs and, as you said, Camille, it goes with the price, so differentiate with price.  Security goes with a price.

Camille Mendler

Pay peanuts, get monkeys.  Okay.  There you go.  Thank you very much to everyone.  And the panellists are all around if you want to ask them any tough questions offline.  And I think we're out of time, we'll have to do it later.  Thank you very much.
[End]
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