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Andrew Braunberg 

I was saying I know we’re running a little late.  We know security is hard, so I’m 

going to recommend we skip our panel, we recreate Dr Busch’s crazy drunk dancer 

and we just need a volunteer to come up here and get us going.  No, no takers.  Okay.  

Just kidding.  

My name is Andrew Braunberg.  I’m a Managing Director at NSS Labs which means 

basically I run the analyst team over there.  We’ve got a great panel here which we’re 

going to introduce.  Why doesn’t everybody just go ahead and introduce themselves 

and we’ll make sure everybody has got a good mic going.    

 

Luca Ciucciomini  

Luca Ciucciomini from Darktrace Italy.  
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Greg Fitzgerald 

I’m Greg Fitzgerald, Chief Marketing Officer for Cylance, a cybersecurity company 

in the United States.  

Roark Pollock 

I’m Roark Pollock, Vice President of Marketing for Ixia based out of the United 

States.  

Paul Ferron  

Paul Ferron.  I’m the Director for Digital Identity Strategy in Europe, EMEA for CI 

Technologies.  

Paul Davies 

I’m Paul Davies.  I lead Solutions Engineering in Europe for Verizon’s cloud and 

security solutions lines of business.  

Andrew Braunberg 

Great.  Great to have you all here.  So, the plan is to keep my comments really short 

here.  I just want to run through a couple of slides.  I’m going to cut to the fact that I 

didn’t realise I needed a deck here this morning so I just pulled a few things together.  

Actually, I had been reading a really nice wrap up of the current state of cloud 

security that the Cloud Security Alliance have put out.  I recommend anybody who is 

interested in a little more follow-up on kind of where things are today just Google that, 

their report 2016.  It just came out.  It’s a really nice overview and just pulled a couple 

of quick findings so that can kind of get the conversation started here.   

My plan is to quickly just start firing questions over there.  I think I’ll make sure I 

give one to everybody that’s certainly right in their sweet spot of what they do in the 

day job and of course open it up to anyone else who wants to jump in.  Then, there is 

usually when we do these things a lot of questions from the audience, so we can jump 

right in.  Nobody be shy.  We’ll just see how things go.   

So I think the general assessment, and I’m curious for feedback as we go here as well, 

certainly cloud adoption is phenomenal, but we still see the security and compliance 

as the kind of main inhibitors that are still holding some folks back.  I think part of 

that is that in so many of these industries, so many of these verticals, at the end of the 

day it’s still the end user who is responsible for meeting with their auditors, meeting 

with their compliance officers.  Regardless of which of these guys are managing your 

services, it’s still you that have to be fully accountable to your Board and to your 

auditors.  

So the CSA did what I thought was an interesting survey and I’m curious maybe by a 

show of hands here on this one.  They’re seeing about 65% of their respondents 

feeling that cloud services are currently as secure, or more secure, than their on-prem 

solution.  How many people agree with that in the audience?  Do you feel the cloud 

services you’re using are more secure than what you’ve got on-prem?  There is Burt 
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[Nice] back there.  I see you.  No.  How many people do we have using cloud services 

in the room might be a better first question?  Okay, so a good number, but there seems 

to be a little concern here guys.  Keep that in mind as we move along.   

Part of the problem, this is something I really want to get into with this group is that 

what I see and I’m a more traditional security guy.  I mean our lab tests for the most 

part really traditional on-prem appliances.  You know, network and on-prem endpoint 

tools.  But I think there has really been this unfortunate disconnect between the focus 

on what you’re doing kind of behind your firewall and the security of your supply 

chain.  I think it has been true historically, but it’s getting more complicated with the 

advent of cloud services.  So that’s, I think, still a big problem.   

And that gets me to this last point that even if you’ve got an organisation that has got 

a very sophisticated security practice in place and they’re working with a provider, 

Verizon of course would be a good example, you know, a very good reputation on 

providing security services in the cloud or cloud services that are secure to make a 

distinction, there can still be a disconnect between the overall security posture across 

that chain.  

So that’s kind of it.  I’ve put some additional questions in the deck that I think is 

going to be shared with everybody to take with them, but I don’t think I need to 

necessarily run through those now because again I want to kind of keep this short.  

So I’m going to just start throwing a few questions and I do want to start with Paul, 

Verizon Paul.  So, Paul, how do you there at Verizon divide up security 

responsibilities and how do you make sure your clients really understand that 

connection of what you can do for them and what they’re still going to be responsible 

for and make sure no one drops the ball with regard to whose handling what?  

Paul Davies 

Sure.  Okay.  We’re dealing with large enterprise customers typically.  There is 

always a lot of level setting to be done, making sure you’re not talking at cross-

purposes.  Today people have been using the term “the cloud” quite a lot.  But you 

really need to kind of break it down and think about my cloud and where you say “my 

cloud” that you’ve got private cloud, probably multiple infrastructure service provider, 

you’re leveraging software as a service from lots of other companies.  If you’ve got a 

development team you’re probably using cloud services.  So you really need to be 

thinking about the level setting there, making sure you’re not talking at cross-purposes 

with clients.  

Certainly, I guess the key thing is that distinction between when I think about our 

cloud services and what we are providing to our customers is really in that 

infrastructure as a service space.  Our conversations generally are about trying to help 

clients understand what are the right workloads that fit well on our infrastructure.  We 

also, of course, are providing connectivity to other hyper-scale cloud providers.  What 

fits well there?  What fits well on our cloud?   

I think when customers are adopting SAS services they’re really kind of RFP’ing in a 

lot of security when they’re taking infrastructure as a service from us or from others.  
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We do some cool things for them, but actually, they still retain a lot of responsibility 

for securing applications and data themselves.  That is clearly their responsibility, so 

we have to make sure we do that.  

Andrew Braunberg 

Anybody else want to jump in maybe and step a little higher on the stack?   

Paul Ferron 

So the thing with cloud services as well with any IT service is in the end it is the 

access that is the power of it right.  So what is often overlooked is that while you may 

have a very secure infrastructure by a cloud provider and you have all the due 

diligence and all the things in place, you still need to regulate the access to that 

information in a strong and secure way and that’s often overlooked, especially with 

these new cloud services and SAS services that are out there.  

The number of privileged managers, or privileged identities, that are out there is really 

significantly growing and with that the attack surface is growing significantly.  So 

managing that process of who has access to what is very important as well.  

Roark Pollock 

Just one quick comment and we talked about this at breakfast a little bit is companies 

today, as they move to virtualise their environment and they move to the cloud, even 

if it is a private cloud environment, many of them have very little idea of what’s 

actually happening within that cloud environment.  They know what happens once it 

gets into their actual physical layer of their network, both in the cloud or within that 

virtualised environment, they had very little visibility.  

The CSA stat about 60%-somewhat of the companies feel like they have more 

security in the cloud, I think it’s an issue of they know how bad their security and 

their visibility is in their own environments and they think if I move to the cloud 

perhaps somebody else is taking care of that responsibility and they’re kind of moving 

that responsibility, or that liability to somebody else as they move into a cloud 

environment.   

Andrew Braunberg 

Roark, do you want to drill in that a little bit because I was going to ask you about that 

anyway?  I think when we were talking at breakfast it was certainly we were thinking 

about the inability to see a lot of the traditional east-west traffic between servers in a 

datacentre that just let people in and there are a lot of different security solutions I 

think now that are extraordinary trying to address that.  But maybe you could provide 

a little more colour on what you see there?  

Roark Pollock  

Well, today one of the things that Ixia does is it’s about working with companies to 

help them get much more efficient with their monitoring, their performance 
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monitoring, and their security tools.  How do they get much more use out of that 

capacity they’re investing in?  The difficulty is, is when you talk about the physical 

environment, companies have a lot of physical performance monitoring tools and a lot 

of security monitoring capabilities that are very hardcoded into that physical 

environment.   

As you move into a cloud or a virtualised environment it becomes very difficult for 

them to see what’s happening between workloads within that virtual environment or 

that cloud environment.  So until the traffic actually leaves that virtualised network 

and hits their physical infrastructure they have no way of seeing what’s actually 

happening and doing anything from a security standpoint in most of those 

environments.   

The industry is starting to catch up and getting to the point where, from a monitoring 

standpoint and from a security standpoint, our tools are much more dynamic and can 

be more dynamic like the workloads themselves.  But in general, today they’re all 

very hardcoded into the physical infrastructure.  

Andrew Braunberg 

Okay.  Would anybody add anything to that conversation?   

Luca Ciucciomini 

From my side I can add that we developed a virtualised appliance that can be 

deployed into the cloud in order to cover the needs of our customers that have their 

datacentre in the cloud and we are able to analyse behaviourally, statistically, 

probabilistic, statistic probabilistic way all the network traffic both east-west and 

north-south.  So internal of the network and from outside and to the outside in order to 

get a total visibility on what’s happening into a network, even if it’s an insider or it’s a 

group of hackers from the outside.  

Andrew Braunberg 

Certainly the infrastructure providers, VMWare with NSS.  There are some new tools 

out there I think that are helping with visibility control making this a little bit simpler 

for people.   

Greg, from a cloud perspective I look at you guys and of course a really interesting 

endpoint player.  But from a cloud perspective, you guys are more of a customer of 

cloud services.  Give me a little more clarity there because I’m thinking to ask you 

how you benefit from cloud deployment as a backend and how you harden that?  

Certainly you guys would be a hard target for somebody to be looking to penetrate as 

a security provider.  

Greg Fitzgerald  

Cloud services, it’s been interesting because it’s really a distribution of where your 

datacentre resides, right.  You can choose it on premise at the corporate headquarters 

of offices, or obviously by the third parties.  To us, Cylance is an endpoint security 
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provider where we’re basically an antivirus.  Our premise is that one, security 

regardless at your company or in a cloud is really dependent on the access points you 

go to - your phone, your laptop, your desktop.   

If you’re behind a firewall inside your company accessing your cloud, you’re pretty 

safe by the network security.  But if you’re at this hotel, you’re in the airport, you’re 

visiting your cousin, you’re on the road, which most of us are doing 90% of the time, 

then that cloud security is less powerful because if someone gets on your device then 

they’re just going to ride the secure network back to that cloud and basically access 

whatever they’re trying to get to back at the cloud.  The same thing as if they were 

going to do it at your corporate.  

So our perspective is take that attack surface of the phones and devices and laptops 

and iPads and other edge servers that aren’t well protected, lock them down, or 

basically protect them from malware and malicious access so they don’t get control of 

your credentials as stated and then right into the cloud.  So that’s one perspective, is 

protect the devices. 

The second one is we help provide protection of the cloud providers.  So, interestingly 

enough there a customer just as a large company would be and they too have to 

protect their datacentres so using all of our vendor products.  Instead of selling to 

many, many companies, we’re basically selling to one, right.  One massive service 

provider that has all this access.  But if we can fortify them, then that helps provide 

the security that whether you’re on premise at the corporate headquarters or using a 

cloud service, frankly to us it’s all the same.  

Andrew Braunberg 

Got you.  Got you.  I think that will segue nice to Paul, CA Paul, on this idea of 

identity which I know you guys play strongly.  Greg got me thinking about it because 

you’ve got people coming into these services from so many kind of non-traditional 

endpoints and again I’m biased certainly that I’m somebody you doesn’t think about 

identity nearly as much as I probably should being more just a traditional threat guy 

which.  

Paul Ferron  

You’re not unique in that.  

Andrew Braunberg 

Yes.  There is a lot of them on my panel.  But can you explain to us.  We hear a lot 

about the central position of identity going forward.  Maybe just a little colour there 

on why it’s a tough problem to solve and why it’s an important problem to solve? 

Paul Ferron  

Yes, so we were talking about this this morning as well, right.  In the end what the 

attackers are after is the identity information right because that gives them the access.  

Access is everything.  Access is power, so identity is the key to that power.   
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So what we see with cloud solutions, especially with the capabilities we have now 

from a Federation point of view is that a lot of customers think of these cloud 

solutions that they can solve the problem by just federating to these solutions with a 

single sign on solution.  But the challenge with that is that it’s fundamentally flawed 

because Federation in its primal state, or how it is intended to be is that actually no 

identity would move to other places.  You would receive a token.  You would receive 

a ticket and that ticket would validate your entrance into the movie theatre.  But what 

we actually do in reality because people start to understand that identity information is 

very valuable, we start to gather information of identity.  So all these cloud providers 

actually force you to have identities pushed into that organisation.   

What they essentially do with a Federation solution is you start copying your identity 

information everywhere.  So rather than having just an active directory or some other 

repository where your identities were now located, you now have to worry about your 

corporate identities in Microsoft, in Google, in Amazon, in all these cloud providers 

that you’re doing.  So you domestically are increasing the attack surface.  

Because of the single sign solution, if I can capture that identity in, I don’t know Sales 

Force, it’s the user name and password right.  It’s the AD user name and password.  

So now I have pretty much everything.   

So it’s really a big problem and it’s not a thing that Federation can solve.  It is still 

and always will remain an identity management problem.  

Now, there is a lot of good solutions for that, but you have to approach it from the 

right way and that is something that I see is quite often overlooked.  That we think 

about let’s just federate and then it’s all solved, but you have to manage the identities.  

Andrew Braunberg 

Yes.  Yes, agree.  Anybody else that’s got an identity opinion up there that wants to 

jump in on that one?  No, okay.  

Anybody in the audience want to jump in?  

From the floor  

I think one of the things that we’re seeing globally is it’s not if you’re going to be 

hacked, it’s when you’re going to be hacked and often you’re going to be hacked.  So 

it’s not only prevention, but it’s detection and then mitigation of that.  So one of the 

things I was reading in the Wall Street Journal is that your phone will become your 

new password.  I don’t know if you guys have seen that.  But like any of you guys, it 

always comes down to the end devices as to what’s the easiest place to enter a 

network so we all are subversion right ,we hate passwords and things like that and 

we’ve got them down everywhere and our Google remembers them.  Do you think 

that by having a retinal scan or whatever you have on your phone and becoming your 

new password does that change things?   
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This also kind of clashes with the previous panel on innovation as to quick machinery 

thing, kind of gold plate it, but how do we iterate really quickly and how do we ask 

for forgiveness later and move quickly.  So, do you see those two things clashing?  

Andrew Braunberg 

Let me jump in to maybe add a little clarity there.  Maybe there is two questions there.  

One is just two-factor authentication and another is maybe out of band and on 

separate, maybe like a traditional token.  So if anyone wants to jump on either of 

those.   

Greg Fitzgerald  

I do want to complement the efforts of innovative companies that are doing this.  So I 

concur with Chris and team that innovation is done iteratedly, is done fast, real fast.  I 

think the younger generation of entrepreneurs are learning that.  I applaud the efforts 

is the best way I can say it because without the effort we’re going to be stuck with 

traditional means that are going to continually get bypassed.  That’s a little premise to 

what I’m going to show you in my presentation which is why cyberattacks are so 

successful.  So it goes to your second question about dual authentication.   

The hackers and the attackers have more money, more power, more time, and more 

skill than all of the good guys put together.  Because of that, we’re not going to be 

able to stop everything, but we can certainly raise the bar.  So what’s happened over 

the past 20 years in terms of cyberattacks is that it started with the kiddie stuff 

everybody knows.  Now it has gone to heavily sophisticated nation states of China, 

North Korea, Iran, in particular Russia.   

With those, they have tons of resources and my point is that if we can raise the bar, 

then what happens, we start to actually segment the attackers to where we know who 

is doing what and we can focus on their styles of tactics of attack.  We can start to 

mitigate all the stuff that’s just roaming around the network.   

So two-factor authentication is fantastic.  It will not solve the full problem, but it’s 

definitely a key step for what Paul just said too.  Most of the cyberattacks are trying to 

get to a user name and password because if they can get to a user name and password, 

then they can move around relatively undetected regardless of whether you’re using 

behavioural and analytics or other network behaviour.  We’re all trying to do the same 

thing.  But if they move at my same pace and speed I cannot see it.  So the idea is 

prevent them from getting that as best possible.  So that was my two comments.  You 

probably want to expand on it.  

Roark Pollock  

I think the authentication scenarios is very interesting and it’s all about context.  The 

more we understand the context of that user, and it’s not just his phone, it’s his 

location, day of time, many other things, do we know his Facebook account and is he 

logged into that Facebook account as well.  There is so many things that you can 

check nowadays and if you have that context and that information you can actually 
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build a pretty solid picture of whether that user is actually that user or not.  And based 

on that, you can then decide whether the risk of what he is trying to accomplish is 

actually relevant and you want to allow that or not.  So it’s much more about getting 

the granularity into the systems that we already have.  

We have good systems, but the systems are too black and white.  It’s either you’re on 

the network or you’re outside of the network and that just doesn’t work anymore.  We 

need to bring it to more shades of grey.  There’s 50 I’m told.   

Luca Ciucciomini  

Adding my bit, from our point of view, yes, the authentication is an issue.  But maybe 

you are not and I care about you are an insider.  So the important thing is what you are 

doing, or what a server, a laptop, or a mobile device in the company network is doing 

from his historical behaviour.  If he is really far away, he is behaving very differently 

from what he or it did in the past, our solution raise alerts because it’s very strange for 

the time of the day when he logs on, or the geographical location, or the data he is 

accessing.  Maybe a guy is going to resign and before he is trying to download as 

much information from that company’s repositories.  So this is very strange from his 

past working behaviour so you need to spot this guy, even if he is logged in correctly 

and is himself not unhappy with his credentials.  

Roark Pollock  

Just kind of one final word on this topic.  I think two-factor authentication and using 

your phone and different methods for logging in, ensuring you’ve got the right people 

accessing data is great.  Luca hit on something though which is once people are in the 

network you kind of worry about both external threats or internal threats.  I saw a stat 

recently that said, “The biggest problem IT has today is just trying to identify that 

they have a problem and be able to quickly respond to it and that 85% of that time is 

just trying to identify that there is in fact an issue”.  They’re very good at isolating and 

responding to it once they know that there is a problem, but trying to find that 

problem and identify that issue is where the real challenge is and cutting down that 

amount of time is one of the big challenges today.  

Andrew Braunberg 

Yes, I agree with that completely.  I mean when we talk to our enterprise customers, 

incident response is a huge topic.  Internal segmentation is this idea that we’re really 

getting away from that idea, that kind of hard crunchy parameter and as we’ve been 

talking about parameters, where do you even define it with so many entry points into 

your networks now.  So this idea of trying to figure out ways to do better 

segmentation internally and to put security controls in there, I think not just using 

simple (inaudible) answers or other more traditional techniques, but maybe inserting a 

next generation firewall much deeper into the core of your network and providing 

segmentation.  Anyway, it’s a topic that comes up weekly for us with our enterprise 

customers.  

Anybody else out there got a question?  
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Hans Steeman, Editor, Telecommagazine 

To what extent is cloud-based storage or service more or less sensitive for lawful 

interception than on-premise storage? 

Andrew Braunberg 

I’m not sure I caught that.  Was it a forensics’ question? 

Hans Steeman, Editor, Telecommagazine 

Well, the question is if you have something in the cloud over to the service provider to 

handle the data, if the government, like the case in the US right now with the 

encryption on an iPhone enforces some kind of lawful interception, the service 

provider as obligations.  If it is own premises you can put your whole data storage in a 

container and dump it anywhere and nobody has access to it.  

Greg Fitzgerald  

Maybe I will start.  I think that’s a good question about access.  In Europe in specific I 

think there is a major problem that exists.  Because of the Safe Harbour laws 

specifically like Germany, it’s made vendors and all service providers unbelievable 

scared.  Why?  Because the protection laws are not for the company, they’re for the 

person.  Not even the employee.  It’s the individual citizen of the country.  The 

challenge with cloud in general is if that cloud is not resident in country, the cloud 

provider is now in violation of privacy laws.  So it has nothing to do with security at 

this point.  It has everything to do with privacy which is subject to enormous fines, 

jail, termination, you name it.  So I think it’s interesting as a challenge.  It’s more of a 

rhetorical discussion about where do we go as an industry if the government is behind 

the times of how to keep up with modern convenience.  Really, that’s it.   

Technology is nothing more than convenience and progress.  But the governments 

continue to hold us all back and because of legal issues it’s very cumbersome.  It 

poses a serious challenge in the cloud security services about where data resides.  

Andrew Braunberg 

So, of course we’ve got a lot of action on Safe Harbour here the last couple of months, 

so thank you Mr Snowden.  

Roark Pollock 

I was going to make one quick comment if you don’t mind.  Is that you made a 

comment about when you’re using a cloud provider, that if you’re storing data on that 

environment, that the cloud provider now becomes responsible.  I disagree with that 

because I think as an enterprise organisation that data that you’re storing is ultimately 

you’re responsibility regardless of where you put it and it’s your responsibility to 

ensure that whoever you are using, whether it’s an internal cloud environment or an 

external cloud environment, it’s ultimately your responsibility to make sure that 

environment has the controls and the security that’s necessary to secure that data.   
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Paul Davies  

So I agree.  I agree, but there is the new GDP laws in Europe, so organisations have 

got really two years to get ready.  But there is something a little bit new there and that 

is that not just the data.  You’re describing the data controller effectively and they put 

in place contractual controls with their service providers including cloud CSPs etc.  

But there is obligations now on the data processor and they can be subject to those 

fines.  So I think people are just slowly starting to understand the implications of all of 

this.  But effectively I think you’re going to see some of the service providers now 

thinking much more seriously about because if I’m a little tiny company and I’ve been 

breached, who is it that if the data processor is also liable and money is to be made 

and the fines are up to 4% of global revenue, more likely to go off to 4% of huge 

revenue from a CSP than perhaps the data controller.  So it will be interesting to see 

what happens over the next two years.  

Andrew Braunberg 

It probably is a bigger concern.  Apologies for my US centricness mostly.  So the Safe 

Harbour 2.0 if we can call it now is less of an issue than some of these?  

Paul Davies 

To GDP, yes.   

Andrew Braunberg 

Yes, okay.  All right.  Got it.  Paul, did you want to jump in as well?  

Paul Ferron  

Now I was just wanting to add that you need to make sure as the owner of the data, 

you need to make sure that whoever processes it for you has the right controls in place, 

but also has the right capabilities to give you the data if you need to have it and that’s 

something that I see as often overlooked when selecting cloud providers.  It’s all fine 

but we don’t really look at that process.  What if I want my data back, what happens 

then?  Do we test that?  That’s something that’s often overlooked.  

Andrew Braunberg 

Right.  Okay.  I think we’re about out of time.  Any last thoughts that anybody really 

wants to throw out there before we break?  No, I think we’re good.  I would just agree 

with one of those last points, really responsibility falls with the consumer and there is 

absolutely no way round that topic, so thank you.  

 

[End] 


