
 

San Jose, California, 29 September 2017 

NETEVENTS 

NETEVENTS GLOBAL PRESS & ANALYST SUMMIT 

FINAL 

Conference Debate VI: Securing The Internet Of Things: 
What’s Working, What’s Not, How  Can We Fix This Mess 

Before Someone Gets Hurt 
 

Chair:  

Robert Haim 

 

Panellists:  

Mark McGovern Group Leader, Threat Analytics, CA Technologies 

Sanjeev Datla Chief Technology Officer, Lantronix 

Hank Skorny Senior Vice-President, Neustar 

John Pollard Vice-President, Zebra Sports 

Roark Pollock Senior Vice-President, Ziften 

John Michelsen Chief Product Officer, Zimperium 

Robert Haim 

Hello, everyone.  We have a really good panel here to discuss a very important issue 

for IoT and I was thinking about the heading for this panel.  It should be really 

“Insecurity in IoT”, not Security in IoT, because if we don’t have a problem now, we’re 

going to have a lot of problems later.  As you know, we have a lot of current problems 

with security that impacts people profoundly.  Now think about when we have billions 

of things and they’re not secure and they need attention in security.  The main problem 

that we are facing is that security in general is a negative goal.  You’re trying to achieve 

something despite whatever adversaries might do and you don’t know what the 

capabilities of the adversaries are.  So that makes it a really difficult problem to solve.   

I’ve put some of the endpoints vulnerabilities here in this slide and I think and I’m 

probably capturing the obvious here.  It’s essential to look at the endpoint securities 
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and, as you can see, the statistics that fortify the HP security unit came up show that 70 

per cent of consumer IoT devices are easily hacked.  That’s really scary and as the other 

30% are hackable but not just as easy.  A lot of these IoT endpoint devices don’t have 

enough memory to include sophisticated security software in them, so what are we 

going to do?  I was reading a paper on Cisco’s site and the stats shown in this slides 

were really interesting.  I just basically cut and pasted this offered by Ponemon Institute.   

The intriguing stat is the second icon from the left.  Fifty-five per cent of companies 

don’t even know where the threat is coming, and where the problem is in their network.  

So you can see it’s a pretty important issue here.  Some of the areas we’re going to 

cover today include momentum in security ideas to help in this area. Blockchain is one 

where the idea came from Bitcoins, as you know, security for Bitcoins.  It’s a ledger-

based system where any time an endpoint is inserted into the network it has to be 

verified by a couple of other endpoints and it gets into a chain.  Another idea with 

momentum is “zones of trust” where you know which zone or zones are really important 

and you need to protect. You take that and you plan and prioritise your resources to 

make sure that the zone is fully protected.   

The other interesting idea is designed-in chip level security based on physically 

unclonable function, which basically gives a biometric to a chip.  So you’re going down 

to the chip level to create the encryption keys where, if anyone tries to mess with a chip, 

you can’t really reverse engineer it or do anything with it.  So, having said that, I don’t 

want to take much of our time here.  We have a brilliant panel here for you and we are 

going to discuss these issues.  We have a diverse range of background and I’m going to 

ask each panel to introduce themselves and the work they do and then we’ll start talking 

about questions and answers with the panel.   

Mark McGovern 

My name is Mark McGovern.  I’m with CA Technologies.  I lead the threat analytics 

group inside of our security business.  We’re all about enabling the ability to analyse 

activities, automate detection, and the response of that in protecting sensitive data, 

sensitive applications, and the product; really the by-product, of what IoT is generating.  

So that’s the viewpoint that we look at it from.   

Sanjeev Datla 

My name is Sanjeev Datla.  I’m chief technology officer of Lantronix.  We build 

networking - technology networking products that help connect the devices, specifically 

the industrial and commercial products, to the network.  Things like infusion pumps, 

heart-lung machines, dialysis machines.  So we’ve connected millions of these devices 

to the network, so we are between the machine and the network from both the security.  

Customers come to us when networking and/or security is not their core competence.   

Hank Skorny 

Hi, I’m Hank Skorny.  I’m the senior vice-president of IoT and device identity for 

Neustar.  Neustar is a $1.3 billion revenue company that probably not necessarily a 

huge number of people have heard about, because we’re down in the guts of the systems 
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out there.  But we manage identity for people, places, and things.  We manage all of the 

identities of all of the telephones actually in the world.  We route all of the phone calls 

throughout North America, billing records, SMSs, and we verify the identity of the 

originator and the terminating party to ensure that it’s a safe phone call.   

We also route 15 per cent of the world’s DNS internet traffic and we use a lot of that 

information to further verify identity for things like banking and risk and fraud.  One of 

the things that we now recognise is something that you mentioned, is that the identity 

of devices is incredibly hard to secure.  That’s what I’m focused on, being able to verify 

that identity right down to the chip fingerprint level, and make that available to cloud 

applications in ways that they can utilise to ensure that they’re safe.   

John Pollard 

John Pollard.  I’m vice-president of Zebra Sports, part of Zebra Technologies.  Zebra 

Technologies is a publicly traded company on the NASDAQ.  We’re about $3.65 billion 

in yearly revenue.  The major verticals that we work in are retail, manufacturing, 

healthcare, and also transportation and logistics.  We touch a lot of sensitive information 

for our clients.  Over 95 per cent of the Fortune 500 companies use some aspect of our 

products and services at Zebra.   

Currently where I focus is in the sports area and our relationship with the NFL, where 

we have RFID chips placed, not only in the players’ pads, where we can evaluate speed, 

proximity, distance travelled within a single player over an aggregate of games, we also 

have a chip inside of the ball.  There are health implications and player longevity 

implications inside of that data and so, relying on the heritage in our other industries 

and our primary verticals is really critical.  Information and data security is definitely 

something that we address every single day when we’re working with our NFL clients 

in particular.   

Roark Pollock 

My name is Roark Pollock.  I’m a senior vice-president in Ziften.  Ziften provides 

solutions to help organisations, enterprises and governments with cyber hygiene and 

security on endpoint devices, PCs, servers, virtual machines, these types of devices.  

We’re coming at IoT from an angle of how you secure those endpoint devices, whether 

it’s the sensors or the gateways that are part of that ecosystem.   

John Michelsen 

I’m John Michelsen from Zimperium.  We focused initially in a type of Internet of 

Things called the mobile device.  We’ve been spending the last few years also 

supporting IoT type architecture.  As it turns out, the diagram of an iPad and a Tesla’s 

automation system look a lot alike from about five feet away.  So - and they are attacked 

essentially in the same way, through the device itself, through compromise, through 

network attacks, or through malicious content being delivered to the devices.  So our 

technology’s applicable.  We’ve got Android Things, supported [in beta], it comes out 

next quarter.  We support Raspberry Pi.  QNX is coming out soon.  So we’re a part of 

- essentially customers use us right now in a mobile world to download an app or to put 

an STK in their app.  In the future we’ll be partnered within the ecosystem as a part of 
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the build of IoT devices, so it’s quite a shift for the company, but the technology is very 

applicable, so we are spending a lot of time on it. 

Robert Haim 

Thank you.  So we have about 20 minutes to solve all the problems and discuss all the 

security issues in IoT, but, as I said, we have a really good, diverse panel here.  If you 

recall, I started by saying the problem is a negative goal.  We don’t know who the heck 

is going to damage the property next and how they’re going to do it and what kind of 

skill-set they may have.  So one of the issues I wanted to have the panel discuss is, when 

you’re developing your products, how do you test it?  How and who do you bring to 

bring to test your products to say, okay, I think at least I’m 80 per cent sure, or X per 

cent sure, that this is going to be okay?  So, please, Mark. 

Mark McGovern 

So on the fortunate side, CA has a pretty large, established base of folks who have scale 

and the ability for us to either acquire data from or generate use cases against them and 

validate with.  So whether it’s an existing system that’s doing real time authorisation of 

100 million users for a financial institution, large cable companies, large systems like 

that.  The way that we think about it is from a security perspective it’s not about who 

you claim to be or the credentials you have, it’s what you do.  So, even as a person, 

right, when you meet someone on the street, they may say they do X or they do Y, but 

reality is, what do you observe them doing over time?  That’s the level of trust that you 

afford to those folks.   

A lot of the way that we look at validating the analytics we do or the detection 

capabilities we do is to study and to analyse the actual behaviour of the systems and 

then to flag the things that are out of line and inconsistent with the past behaviours of 

those entities.  So, whether that’s an IP address, an endpoint, a login, or a claimed 

identity, what are the things that are standing out, both against their own performance, 

or rather behaviour, and then the behaviour of the population?  Then using that as a way 

to reinforce the learning that our systems are doing and the machine learning that we 

embed in, but also providing value to our customers.  So, customers are the way we 

validate everything ultimately and it’s showing them what we found in their data or on 

their systems. 

Robert Haim 

John Michelsen, I know you guys have AI-based machine learning, so how do you  

approach this problem? 

John Michelsen 

Well, it starts with two things mostly.  The first is you’ve got to do threat modelling.  

You’ve got to essentially take a device - and we don’t produce end devices.  We have 

software that runs on them.  Right?  So you take any device.  It could be the door - the 

now electric door opener, or it could be the SmartThings stuff we were talking about.  

You’ve essentially got to identify at a device level, network level, or application content 

level, what are the ways that this device could be exploited, and then you’ve got to go 
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out to market.  The second aspect is, there’s plenty of people already doing this.  There 

are plenty of disclosures already.  Last year’s Black Hat, someone proved that 13 of the 

15 automated door knobs could be opened within just a few hours of work.  You showed 

70 per cent of IoT consumer IT devices are hackable.  That number’s probably low.   

I think the people who actually do real work on these have a pretty easy time with most 

of them.  So you essentially do threat modelling.  You then identify ways that you’re 

going to prevent - detect that and go about building a solution around it.  Really, 

awareness is the most important part.  Not to commandeer this, but IoT is such a mess.  

IoT is like saying software or hardware.  Right?  So we’ve not going to be able to say 

we secured IoT.  No one’s ever going to be able to - well, no one’s rationally ever going 

to be able to say that.  So we’re going to have to get to the device or the solution level.  

We then get a threat model.  We’re then going to build a solution against that and we’re 

going to go to market. 

Roark Pollock 

I think one of the other things you have to do is, aside from your own internal best 

resources on testing is you have to look outside.  You have to look at your partners and 

be open to them testing your product on the chip fingerprinting side, intels, enhanced 

[unclear], enhanced identity.  They require you to go through a whole certification 

process.  Put yourself through those partner certifications.  Hire auditors.  There’s 

auditing firms for security today.  Don’t trust yourself.  Get these guys to double-check 

your engineers, double-check your code.  Then finally look to some of the community 

and open source projects to again ensure that there is a community of people that are 

double-checking, re-checking, pushing on that code.  So anybody who assumes that 

they can do it all themselves in this day and age is - that’s a tough thing.  I think we all 

employ various aspects of this.  I think it’s critical. 

Robert Haim 

So we have to worry about two things: first of all, we have to worry about the security 

of the device itself, and then we also have to think about what we need to do if we get 

hacked.  Right?  John from Zebra, if you don’t mind talking about privacy intrusion and 

inappropriate use of data as - for these NFL guys.  

John Pollard 

It’s an interesting situation for us at Zebra.  I mean, one of the criteria that the NFL 

went through in evaluating various technologies was certainly security.  In the heritage 

of Zebra you have 40-plus years of working in those major verticals of retail, 

transportation, logistics, manufacturing, and healthcare, and we work at the edges.  We 

collect a lot of information.  We also have to transfer that information into software and 

services so that our clients in the primary verticals can evaluate that information.  So 

we’re actually touching a sense, analyse and act model.  The NFL certainly embodies 

that as well.  Because we’re capturing information that has never been captured before 

for a professional sport, we’re talking about acceleration, deceleration, change of 

direction, proximity over an aggregate amount of time.   
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You’re literally able to infer health and risk information about players and their 

longevity.  You’re working in terms of reliability and rehabilitation coming back from 

injury.  You’re talking about millions of dollars in terms of contract negotiations as 

well.  So our heritage working with the primary industries certainly helped us build a 

valid case to be a partner with the NFL in capturing that type of information at the 

player level for the league.  It’s critically important, and certainly I think about the first 

thing we talked about was referencing clients in other industries.  When you’re talking 

about the velocity and volume of data that we’re working with in the NFL, it’s very 

small comparatively to a retail environment or a financial environment or a 

manufacturing environment.  So it worked right inside of our model very well. 

Robert Haim 

Thanks.  Sanjeev, can you talk a little bit about trust zones? 

Sanjeev Datla 

Yeah.  That’s a good topic.  So, if you look at the kind of customers that we deal with, 

if you go to Vegas and chances are the gaming machine that you are on is using our 

network connectivity inside the machine.  Infusion pumps, dialysis machines, 

thousands of door locks in universities and government establishments use our product.  

The interesting thing there is, when you look at a device as simple as a commercial door 

lock in a university, and if you look at the number of people who interact with that door 

lock, the roles, the responsibilities, that’s where the trust zones keep building up in 

terms of, what are the different levels of access that the administrator on premise has, 

or the nurse as he or she interacts with the dialysis machines?   

Then what are the kind of roles and responsibilities for the next level of people, the 

OEM who tries to maintain, the field service guy who comes and accesses the machine?  

What kind of roles and responsibilities?  What do you permit?  What do you not permit?  

These zones keep building up and when you look at a device it looks pretty simple.  

Right?  You have an infusion pump and it has an Ethernet port.  But if you look at the 

levels of rings of trust, or access controls, if you will, if you call it that way, how it 

builds up, it’s pretty enormous.  Like you said, testing is a very important thing, how 

we have to test for these particular things.  We are looking at a lot of behaviour-based 

stuff when it comes to trust zones, because the administrators, they say, okay, this 

particular person can do this and cannot do this.  But that’s so much that they know 

about what should be and what should not be done.   

So what we do is, there is the deterministic stuff that gets implemented, saying, okay, 

this can be configured that way.  But once it goes beyond that, we look for behavioural 

analysis, saying that, okay, this person is not supposed to be doing this at this time.  So 

when they do that, what do you do about it?  So you raise an alert to the next level, just 

like what happens with our credit cards today if there’s a charge and you get a 

notification saying, did you approve it?  So these are the kind of things that we are 

looking at and how do you implement those different trust zones. 
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Robert Haim 

All right.  Thanks.  So I bet in any enterprise, this issue with security, more people blurt 

out four-letter words than anything else in their enterprises if something goes wrong, 

like what we saw in Equifax, the executive just sell their stocks before  before the news 

comes out.  So it’s important to have a good internal operation to deal with this stuff.  

Roark, I think your company, Ziften, has come up with an operational view of having 

IT and security folks working together in a close fashion.  If you don’t mind… 

Roark Pollock 

Yeah, let me start by saying, we didn’t have anything to do with Equifax.  Not a 

customer.   But, yeah, from our perspective, I mean, IoT devices are getting smarter and 

smarter.  We’re not talking about dumb micro-controllers for control units that are air-

gapped anymore.  We’re talking about smart sensors in the network.  We’re talking 

about smart gateways.  Most of these are based on some form of Linux now.  They’re 

fully functioning PCs for all practical purposes, almost all of these devices, and we 

don’t treat them the way we do devices in our enterprise networks yet.  Our view of the 

world is, look, if you’re going to have all these connected devices, you’ve got to be able 

to monitor both the state of that device, what is the hygiene of that device?  Is it fully 

hardened in your environment?   

Then monitor from a behaviour standpoint what that device is doing and look for what 

we were talking about - look for outliers from a behaviour standpoint and start to 

identify what’s happening with that device and what it’s doing.  Focus in on those 

outliers with the long tail of the curve on what’s happening, so that we can identify 

devices that are doing something that’s out of the ordinary, and look at those and 

investigate those as potential issues.   

Robert Haim 

We’re running a little short, so I’m going to ask one last question.  This was about the 

chip biometrics and I know that physically unclonable functions. The idea originated 

from MIT and the issue has been that it’s kind of slow.  You have a large array of Nand 

gates and Inverters inside the chip and it takes a long time to come up with the 

encryption key.  So, , panel how have you guys addressed that and how far are you into 

it?  Whatever you can disclose at this point in time, it would be really cool to hear.   

Sanjeev Datla 

Most of our products, because customers rely on us, because it’s not their core 

competency, they don’t want to deal with networking or the network security, we have 

to build it into our devices.  They trust us for that.  So we use trusted platform modules 

today in our products and it all starts with how you secure the very boot process of the 

device, all the way from that, and how you secure the formware, how you encrypt the 

formware.  Because if somebody manages to get their formware on the device they can 

do what they want with it.  Customers also put a lot of their keys on top of the device, 

so there’s a lot of responsibility to take care of the keys and how you secure them.   
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Intel’s been doing a lot of stuff in this particular space that a lot of companies building 

these really inexpensive trusted platform module chips that we could include in how 

you build this.  So there’s a lot of infrastructure that needs to be built to take this into 

consideration.  There’s a lot of difference between taking a Raspberry Pi and writing a 

network stack on it and thinking that it’s done, but taking the TPM, building the 

formware, the encryption, the keys, everything that goes with it and then bringing that 

up to a stage where you can put it inside an infusion pump or a dialysis machine that 

does not die in the process, or cannot be compromised while it it’s working.  I think it 

has to start at the hardware level if you have to build that trust.   

Hank Skorny 

So absolutely in terms of the hardware level is critical.  So the good thing now is there’s 

a number of newer mechanisms and Intel announced their EPID, their enhanced privacy 

and identity, for their chip set being available here this last spring.  I think you’ll see a 

lot of expansion of that.  What’s starting to happen is, rather than doing key 

management on the device, what you’re instead doing is moving it up into the cloud, 

where all keys can be managed in the cloud and you therefore lessen the processing 

burden, memory burden, battery burden of the devices.  Instead what you’re doing is 

you’re looking to generate an encryption key on first boot and register it back with the 

owner of that chip or that device.   

This way then what can happen is every single message that gets sent to and from that 

device is simply encrypted to that key.  So you’re not constantly generating new keys.  

All the new keys can get generated in the cloud, where you have virtually unlimited 

processing power, and utilise that key.  If the key is compromised, you can invalidate 

it on the cloud side and then force a regeneration.  So that’s kind of one of the new ways 

of viewing this, is get the fingerprint, but then do all the validation on device.  Don’t 

put secure keys onto something that fundamentally could be insecure. 

Robert Haim. 

Thank you.  Do we have time for questions?  Are we - one question?  Wow.  All right.   

 

 

Audience Q&A 

Davey Winder, Contributing Edito, The Time, SC Magazine 

Yeah, hi.  Davey Winder from the UK Times, SC Magazine.  Could the panel tell us 

something about where they see the role of the regulator in security for IoT?  Especially 

I’m thinking of things like in Europe GDPR and the potential - well, the almost certain 

- financial fall-out that’s going to happen and it will impact outside of the EU as well. 
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Male Speaker 

I could start with pessimistically, yes, way behind the times, way too late to make any 

difference, and as a way to get the bottom to the middle, not certainly to get the best to 

be better.   

John Pollard 

In terms of the NFL and our work there, we really [share] with the benefit of our client, 

the NFL, but there’s also a collective bargaining agreement that’s going to happen over 

the next couple of years in the Players Association and the League, and in those cases 

there could be some level of regulation based on the data types that we do collect with 

our chips.  What we see as fans today is velocity, or how fast somebody’s running, how 

far somebody ran, but there’s a lot more information that’s collected with inside of those 

chips that we aren’t seeing.  Those are discussions that we’re having today with the 

Players Association and the League itself and how we disclose that information over 

time.  Regulation across health information or inferred health information certainly is 

something that we would expect to address at some point in the future. 

Robert Haim 

Thanks.  Mark… 

[Over speaking] 

Mark McGovern 

I think the one thing we’ll see with IoT devices is, today we think about privacy as kind 

of personally identifiable information, stuff that’s related to us.  I think with IoT devices 

you’ll see a broadening of the types of data that’s available and then what we actually 

need to regulate and essentially a much more diverse set of data that could be used about 

each one of us individually, about our companies, about the government as well.  So I 

think the amount of data and the types of data that need to be regulated really is going 

to have to increase. 

Robert Haim 

All right.  I feel more secure already.  Thank you.  Any last remarks, Mark? 

Mark McGovern 

I would just comment that I think the GDPR effort, some of what it’s demonstrating is 

that, if you put the word liability into a regulation, you get attention, and that as it 

evolves I think what you’ll see is a lot more focus on the idea of, if you thought of IoT 

as a way to connect the digital world into the physical in a way, you’re going to see the 

aggregation, whether it’s NFL player data or car movement or others.  The real cache 

there that you want to protect is that aggregated data, or that aggregated service 

capability.  So I think the liability will be - long term will be less against the integrity 

of the endpoint device and more about what is the grander thing that the IoT’s 

ecosystem has built up?  They have the money to… 
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[Over speaking]  

Robert Haim 

We have time for one more question.  Please? 

Pieterjan Van Leemputten, Journalist, Data News 

Hi.  Thank you.  Pieterjan Van Leemputten for Data News in Belgium.  I was wondering 

- and I know the guys from Zimperium talked to me about it yesterday - but how do 

you guys see machine learning and artificial intelligence as a way to secure IoT?  

Because it’s so big and so complicated we can’t always think of what could happen 

next ourselves.  So is a very advanced machine that notices everything the key to 

securing the majority of the IoT mess-up? 

John Pollard 

Speaking from a football perspective in the NFL, we provide two services.  We provide 

a [parking] service to the NFL for game day tracking and we also have an ancillary 

business for practice systems, so teams can use a similar infrastructure and technologies 

for their practice monitoring as well.  The software that we offer in terms of a holistic 

solution does have aspects of machine learning and what it allows teams to do is identify 

plays of certain types or formations, player formations or player participation on the 

field.  It narrows the field of potentially 1600 plays into 18 plays very, very quickly, 

which takes a little bit of the arduous task of watching game film over and over again 

to identify those plays.   

So we’re seeing machine learning used at the practice level for efficiency perspective.  

As it pertains to the League and how they monitor - and they do direct and monitor how 

we use this information - it’s critical to maintain competitive balance and the integrity 

of the game.  So the introduction of a new capability of light machine learning that is 

in constant conversation and consideration with the League for our client and we help 

contribute to that research and discussion.  But right now from a humanistic perspective 

they still want to have the human element as part of the game and the teams aren’t using 

machine learning on - certainly on things like the sideline, where they can use it every 

single day.  But from a practice perspective it’s available to them on a solutions level. 

Hank Skorny 

From sort of the network side too, I just talked about establishing a definitive identity.  

You also have to always call that into doubt, because identity is only a probability, not 

a definitive - truly definitive.  So employing machine learning and artificial learning or 

artificial intelligence, but constantly looking at monitoring whatever system that you’ve 

been building, is going to be a key use, because you’re not just going to identify 

somebody or determine a device or whatever.  You’re going to police it.  The only way 

you can police a nanosecond world is by using computational machine learning and 

artificial intelligence, the constantly looking for those patterns of evil behaviour and 

stopping it before a human ever could.   
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Robert Haim 

Thank you.  Do you have any more questions?  Are we okay with time?  I know we ran 

a little bit more.  But this is - I mean, we need another day at least.  Thanks, everyone.  

Thank you. 

 [end] 


