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To get started off, my name is Wayne Rash.  I’m Editor-in-Chief of FierceMobileIT.  

I do write about security.  I’ve been writing about security since the concept of 

computer security was barely a concept.  When the idea of security meant that you put 

your laptop into a safe.  The concept of security has evolved since then.  And I think 

the problem now is of course we’re still thinking of the days when it involved putting 

your laptop in a safe.  So we’re going to talk about tomorrow’s networks because hey, 

we already know there’s problems enough today.  But we’re not trying to fix today’s 

networks because let’s face it, if the insecurities are there, they’ve already found them.  

So we have to worry about what’s going to happen tomorrow.   

Now for those of you who don’t like my slides, I’m sorry, I’m not an artist.  If I were 

an artist they’d look pretty but the people at NetEvents were nice enough to find a 

background that wasn’t -- that hopefully would obscure what I had to say enough that 

you wouldn’t be totally bored with the PowerPoint.  And then I’ll try to ignore the 

PowerPoint as much as possible so you don’t have to actually read the screen.  But the 

problem we have with the networks today isn’t that we aren’t looking for problems.  

Let me ask you a question, how many people here have had a security intrusion in 
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your network sometime while you’ve been at your company or at a previous company? 

A denial-of-service attack, a virus, an employee who walked off with information, a 

truck who was storing your tapes and mysteriously got lost on its way to Iron 

Mountain.  How many have ever had any kind of security event in your company? 

Well I see a few hands.  Clearly the rest of you haven’t checked very carefully.   

The fact is that, security events that are problem events are happening all the time.  

People download malware to their Android phones.  People put data into places like 

Dropbox, which is not secure.  People do all sorts of things that compromise your 

security.  They load company documents onto USB drives.  And no matter how many 

times you go through and you check for vulnerabilities using your security events 

management software or any number of other types of software looking for 

vulnerabilities, you’re never going to find them all.  And on top of that you have so 

much in the way of false positives and so much other information to sift through that 

you’ll never find them anyway.  So here’s where you have a big problem.   

Well if you do look at what’s going on in your network and your system, you might 

find that you’ve got an ongoing attack.  One would hope that you would find it.  If 

you look -- if you know what to look for.  If you know how to look for it.  And you 

might be able to track through your user logs or through your security logs and your 

router logs that there were penetration attempts.  Somebody tried to break into your 

network, but either they were good enough at it or they weren’t good at it.  If they 

were good enough at it you won’t find too much because they didn’t leave any tracks.  

If they weren’t good at it you’ll probably find a lot of tracks because they kept trying 

and didn’t succeed.  And you’re going to find out that unfortunately looking though 

all this just means that you get through megabytes after megabytes after megabytes of 

useless data.  None of which tells you much of anything.   

So we’re not really solving a lot of problems that way.  The problems you have to do 

is not look at what happened last.  I mean you have to do that because you -- if you 

have an ongoing security issue, if you have a penetration, if you have a virus or a 

worm operating on your network you’ve got to know about it and you’ve got to fix it.  

But that’s not going to solve any future problems.  All that’s going to do is keep 

whatever happened last from happening again.  What you’ve got to do is figure out 

what’s going to happen next.  Now how do you know what’s going to happen next? 

Well, first of all look around and see what’s happening to others.  For example, who 

here has ever heard of a worm called Stuxnet? Hopefully all of you.  I’m not seeing 

too many hands raised.  This is pretty depressing for those of us who are journalists.  

Stuxnet nobody ever knew about because it wasn’t Chinese hackers getting into 

Lockheed Martin.  Stuxnet only came to light recently.  And the way it was 

propagated was an intelligence service – that we’re not going to discuss because they 

would then have to kill all of us – literally went into in a bunch of men’s rooms in an 

area near Iran’s nuclear facilities with USB keys - memory sticks.  Just blank memory 

sticks.  Left them laying around in men’s rooms.  Left them laying around in -- well 

they don’t have bars there -- but they left them laying around coffee shops and places 

like that.  And the engineers who picked them up did what engineers will always do.  

What is that? Who knows the answer to this question? That’s right, they plugged them 



Americas Press & Analyst Summit NetEvents 

Miami, USA –  25-26 July 2012 3 

in.  And what happened when they plugged them in? That computer, which of course 

had no antivirus because it wasn’t connected to the internet, suddenly was 

instantaneously impacted with it.  It got Stuxnet which took over their uranium 

centrifuges -- reported perfectly normal operation while at the same time destroying 

the centrifuges.   

Stuxnet was not, despite all the hype, anything that was ever going to affect anyone in 

here, unless one of you happens to be an Iranian nuclear scientist vacationing in 

Miami.  Well the problem is that you have to look at what the future is going to be.  

Who has got a vulnerability? And that means in turn, who has got a port on a device 

that’s unsecured? Who has got a pathway into a device that is unsecured against any 

conceivable future threat? You know? I don’t know.  I mean how do you tell the 

future? How do you know what might happen on your network? Do you know every 

possible means of accessing your network? How many of you here know your 

enterprise network well enough to know where every potential entry point is? I don’t 

see any hands.  I’m not surprised.  I would be surprised if I did see any hands.  

Nobody does.   

How many of you think you have a solution to your security needs? You’re absolutely 

confident that you have everything on your network secure? Hands please.  I see an 

embarrassing lack of hands.  There is no totally secure network, except Manek who’s 

just raised his hand, so apparently he is secure.  Well I’m glad he’s secure.  You know, 

that’s what happens to some of us.  We think we’ve got the answer when in reality our 

kids are downloading porn from the internet.  We just haven’t found out yet. 

But in any case the problem is you think your network is secure because, well it’s 

being done the way you’ve always done it.  Hey you know, we did it this way last 

year.  We used this anti-virus.  We used this anti-malware.  We used this particular 

firewall.  By George, it’s always worked.  As far as you know it’s always worked.  

Maybe it hasn’t.  So you’ve got to be able to imagine what might happen.  You have 

to be able to go out there and be paranoid enough and be able to look -- think of all 

the sneaky ways someone could try to penetrate your network.  And when you run out 

of sneaky ways, go find other people who are having things happen.  And see what 

other sneaky ways there are to get into your network.  And of course, you know, your 

attackers are pretty good.  They’re going to figure out ways you didn’t think of.   

So resign yourself to the fact that it’s not going to work.  Somewhere along the line, 

all of those people of you who raised your hands and said you’ve never had an attack, 

you’ve never had a vulnerability, nothing has ever happened to your network.  Well 

you’re going to find out one of these days in fact you were wrong.  It’s depressing to 

be wrong.  But our panellists here are going to talk to you about just how wrong you 

are and maybe finding some ways to recover it. 

They are Jill Knesek, she’s the head of Global Securities at BT, used to be British 

Telecom but, hey you’re in California.  If it was British Telecom, the phones would 

be working better out there.  Vik Davar who’s with Click Security.  He and I have 

been carrying on an e-mail conversation now for some time, some of which actually 

just involves security and some of which seems to involve McDonalds.  Ram, I can’t 
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pronounce -- I’m sorry I don’t know you.  I can’t pronounce your last name.  Oh, well 

at least they don’t get it wrong.  Unfortunately, my name they get wrong all the time.  

And Jurrie van den Breekel is here from Spirent.  Spirent -- he’s one of the people 

who back when I was with Internet Week, and before that with Communications 

Week, we used to have a test facility for Enterprise equipment at the University of 

Hawaii.  He’s one of the people who went out there thinking this was a great boon 

doggle.  Well it is as long as you don’t plan to ever see the sunlight, only hear 

evidence of a beach but never see it.  But he learned a long time ago that testing is one 

of those things I believe in.  And I believe in security testing among other things. 

So let’s ask you.  How many of you here really believe that you can totally secure a 

network? Let’s just start with, oh I don’t know, Jill what do you think? 

Jill Knesek 

There really is no such thing as a totally secure network unless you want run your 

computers in a lead-shielded room -- where there’s no outside access.  I suppose you 

couldn’t.  But in the business environment that I work, we accept that.  There is now a 

risk appetite where it wasn’t before so in a sense you just have to understand what 

your risk appetite is.  How far you’re going to be impacted and then secure to that 

limit as best you can. 

Wayne Rash 

So who’s got a risk appetite? Anybody out here want to take some risks? Sounds like 

fun to me.  I see some -- some hilarity going on in the back of the room.  Maybe 

there’s some risky behaviour back there too.  What’s your risk appetite, Vik? 

Vik Davar 

Well I believe that clearly there is a problem with security, and modern security 

threats are definitely causing a lot of heartache and headache to a lot of people.  My 

feeling clearly, from Click’s perspective, is that security analytics and that to real-time 

security analytics, what Click brings into the market, are a significant part of the 

answer to this problem.  So we know intrusions have been happening.  We know they 

will continue to happen.  But if you bring in a real-time security analytics solution 

which addresses these problems by having a wide coverage, y going after people who 

have plugged in USB drives.  How do you do that? Well you go ahead and have a 

very large set of events that you can look along a various set of sources.  So you’re 

not limiting yourself to a point solution, like a firewall, like an intrusion prevention 

system.  But instead you go ahead and look at a very wide universe of event coming 

from lots of different sources and perform real-time security analytics on them.  And 

that’s how you can solve this problem.  I won’t go into more detail.   

Wayne Rash 

So Ram, you have -- you’re raising your hand over there. 
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Ram Appalaraju 

Yes I think the risk appetite is -- it’s almost a given right.  Everyone today is a 

walking, talking three or four IP addresses.  Right if we look at it, I mean I’ve got an 

iPhone.  I have an iPad.  I have a MacBook and possibly a Kindle.  And now that I’m 

travelling.  So there are four potential ways I’m exposing my company to any kind of 

risk.  And this phenomenon, broadly in the industry called BYOD, is essentially the 

risk -- accepted risk in today’s Enterprise.  Having said that, the -- being said in a way 

that we can look at the backward incidents and really track them.  I think we’ve got 

that to a science.  But it’s backward looking data, right.   

Now the question right now what we, particularly from Enterasys look for is, from 

short-term and the long-term on this panel, I wanted to really look at the futuristic 

way of looking at it.  As it’s a revelation.  I think it’s a pursuit of perfection that’s so 

far away.  Fast detection and self remediation are two areas that can be done today 

using technologies that we have.  The question again is, how fast is fast? How 

thorough is the self remediation? So with our technologies today, we have not only a 

collection of data.  A single database from a mobile device.  And the operating system 

of the mobile device.  And the kernel of the operating system of the mobile device.  

All the way down to the virtual instance and the data center that’s hosting the 

application.  We collect all those network [insights], and any variance, we can catch it 

and report it.  But how fast can you do it before it spreads and really causes more 

damage in the network is the area of technologies that [...]. 

Wayne Rash 

Jurrie is raising his hand over here.  Before we let him talk I want to tell you that 

Jurrie’s company, Spirent Communications, makes test equipment.  In a recent test, in 

fact the last time we had some of their equipment, which is probably why we’ve never 

gotten any again, is we figured out how to set up Spirent equipment so it would 

perform a Denial-Of-Service attack on a firewall.  And see just how long it would 

take us to break the firewall.  You know it’s amazing how much money you can pay 

for a firewall that won’t last more than a few seconds.  His stuff is pretty good.  I 

don’t think they ever intended that it work that way and I’m sure they were appalled 

when they got the equipment back again and found out what we’d been doing with it.  

But you know, good stuff.  Jurrie what did you have to say? 

 

Jurrie van den Breekel 

An interesting point to add to your example there is that from a risk perspective if you 

deploy your services in the Cloud.  You know you think their protected behind a big 

Denial-Of-Service prevention device that maybe an Amazon has.  And we test those 

devices and make sure that they can handle a hundred million concurrent connections.  

Tens of millions of connections per second.  And they really do a good job in 

protecting that.  But what you see is that people that have individual virtual machines 

and if you have these vast persistent targeted attacks that those big Denial-Of-Service 

devices can actually not filter those out.   
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So there’s examples within Amazon where everything was running fine but a couple 

of companies that were specifically attacked were actually unavailable.  And then 

back to the subject of the server’s information event management.  One of the 

questions risk wise to add is to what extent does a cloud provider protect you? I mean 

they have these big devices on the corridors but they are not yet hooked up to -- well 

you actually run within your own infrastructure a server’s virtual machine. 

Wayne Rash 

How many people here work in their company with a Cloud provider or another ISP 

that is supposedly filtering out that kind of stuff for you? Let’s see.  One.  Only one.  

A couple, okay.  How many of you here think that a cloud provider or an ISP is going 

to protect you against a Denial-Of-Service attack or some other type of security 

intrusion? I know what they say in their service agreements.  How many of you 

actually think it will work? Barely nobody thinks it will work.  And you’re right.  

Because what happens is as soon as the Denial-Of-Service attack starts, that Cloud 

provider will drop you like a hot potato.  As soon as the ISP finds out you’re being 

attacked they will cut you off.  And you won’t get your connection back.  So yes you 

won’t have to worry about ever getting a Denial-Of-Service attack ever again because 

you won’t have an internet connection. 

Ram Appalaraju 

Wayne let me challenge you on that.  Since you asked for it.  I know while the DOS is 

a pretty glitzy topic in a lot of ways, it is not the main issue.  For statistics have shown 

over and over again internal to the organisation has more exposure than anything to 

the external. 

Wayne Rash 

Yes that’s what everybody worries about.  That’s why we’re talking about it. 

Ram Appalaraju 

I understand.  It is the -- it’s a cool thing to talk about.  I’m not saying it is less of an 

issue.  But if you look at the corporate security breaches, concerns that they have, is 

inside out by far, in mid-sized companies and large companies.  The question is how 

do you really detect those rogue activities, inadvertent or deliberate, and protect your 

corporate assets? That’s the probably much more prevalent problem that could be 

focused on. 

Jurrie van den Breekel 

Well Ram I would actually challenge you on that.  Internal breaches being the bulk of 

the problems.  A big carrier is that data breach report for 2012 sided that most of these 

modern threats are actually emerging.  They have evolved so that they’re emerging 

actually through gangs of criminals operating mostly outside the US.  So yes, internal 

compromises are certainly occurring but they’re not the bulk of the problem.  The 



Americas Press & Analyst Summit NetEvents 

Miami, USA –  25-26 July 2012 7 

bulk of the problem where true [ex-filtration] of assests[[assets]] of a company is 

occurring are actually coming from organized crime it seems.   

Ram Appalaraju 

I’m with you there.  I don’t think I’m disagreeing with you.  Let’s bond for a second 

here.  My point is I think if you look at service provider space, they get a better 

headline if those get breached.  That’s what attackers are after.  If we segment the 

market into service providers and the mid-market and larger enterprises, the class of 

security issues they are to be planning for present and the future are different priorities.  

That’s where I’m coming from.  I think absolutely right.  The larger the company, it’s 

a great headline if Amazon is compromised.  Unfortunately.  If you go compromise 

the XYZ company.  No big deal.  Nobody gets attention.   

Wayne Rash 

Yes if you compromised for example my company, Wayne Rash & Associates, 

nobody would ever know.  My one visitor per month is probably accidental.  The only 

place anyone would ever find out is when it stopped appearing in the 78
th

 page of a 

Google search result.  So nobody worries about that.  As a result I never get attacked.  

Looks like Jill wants to say something. 

Jill Knesek 

Well I was just going to say that I mean it kind of goes back to, you know, I talk a lot 

about risk management.  I was -- before April 1
st
 I was the CSO for BT Global 

Services so I’ve lived on the other side of it.  Now I’m working on the professional 

services side which is more interesting now and I sleep better at night.  But I think 

from my perspective, at some point it all becomes about risk management.  BT, you’ll 

see hopefully starting Saturday, we are the connection for the Olympics.  We are 

providing all of the network, all the infrastructure, all the wireless, everything that’s 

going out from the Olympics is going on a BT network.  Let’s pray to God it all works 

well.  Because that’s when your brand is either at the top of the game or you’re the 

company who gets DDoS’d (Distributed Denial of Service attack) and you’re really 

not a happy camper.  And a lot of people lose their jobs.   

But it’s about risk management.  So there is a risk appetite and I think you have to 

understand what you’re willing to deal with.  So when you talk about Cloud, when 

you outsource part of your infrastructure you outsource in some cases the liability of it.  

So that’s a good thing.  You can put in your contracts, written in a way that if there is 

a DOS attack and you’re out for some period of time that there’s SLA’s and fines and 

things that go with that.  That’s a great thing from a CSO perspective because it’s not 

my team on the line.  It’s -- the company made a decision to outsource some part of it 

to save costs.  But there’s a risk associated so you have to accept that.   

But on the other hand I think when you talk about insider threats, there is a risk to the 

business.  But it comes down a human element too.  So technology can only do so 

much and you have to accept that.  That some of it comes into hiring good people, 

doing background investigations, and having that human interaction, that awareness 
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training kind of activities going on.  So I think what’s happening with security is 

we’re going from technology device oriented solutions to a full risk management like 

the business has been doing for many many years in the financial side in saying we’re 

going to manage risk through a whole collaboration and aggregation of piece and 

parts that are hopefully going to give us a clue.  So when bad things happen, we can 

respond near real-time and minimize exposure. 

Wayne Rash 

I think this highlights the fact that in reality with security, there’s not a single aspect 

of security.  So let me ask you another question to the audience and maybe I’ll get 

some hands this time.  How many people here work for a company that’s got a 

website? Good.  How many of your companies have a website that would hurt the 

company if that website went down for a long time? Or how many of you are like my 

company where if it went down for a week nobody would ever notice? Okay so 

obviously your website’s important to you.  How many of your companies have an e-

Commerce site? People buy stuff.  Okay.  How much would it cost you if somebody 

took out that site for a week? Obviously nobody probably knows the exact answer to 

that.  But it would be expensive wouldn’t it? Okay.   

You’ve got to protect these things.  We’re talking about Denial-Of-Service.  Denial-

Of-Service is one of the primary ways these things get taken out.  But it’s by no 

means the only threat.  The other part is the insider threat which is something that -- is 

what keeps people up at night a lot.  How many companies here of all the people in 

this room do background checks of their employees to make sure they aren’t secretly 

a member of Anonymous? You do.  Anybody else? You do, good.  So the rest of you 

could very well have Anonymous working in your back office, taking down the 

marine core[[Marine Corps]] and you’d never know it.  Am I correct? That would be 

kind of embarrassing wouldn’t it? You wake up and on the front pages of some major 

publication like FierceMobileIT or possibly some minor place like the New York 

Times, you find out that it was your company that was the network behind the one 

that took out the Olympic Games.  How would that feel? I think I see a hand raised 

over here.   

Jurrie van den Breekel 

Yes I wanted to add a comment there because if you look -- probably about a year 

now and more and more vendors are announcing next generation firewalls that 

actually have very deep application aware abilities.  So inside [[c]]ompanies, if you 

have one of those firewalls per department you can say, if you wanted to allow 

somebody to go on Facebook and not allow them to chat or play Farmville on it.  And 

that’s one of the ways that you could find these types of attacks.  By really going deep 

down into HTTP and RESTful HTTP which is a protocol used by most of the apps 

that you use on your phones and your tablets.  And Spirent recently acquired new 

dynamics for the purpose of being able to test those capabilities.  But as far as security 

management goes it’s very interesting to see the amount of data that those systems 

generate and the amount of work to configure them.  And if I look at Spirent, we have 
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quite a few IT people.  But most of them are busy cleaning malware off the laptops 

instead of programming rules and next-gen firewalls. 

Wayne Rash 

Yes I think there’s a certain issue with that.  I should add that when Spirent got the 

last test equipment back from me and they found to their horror that I had been using 

it to break firewalls, one of the last one’s I broke was a next generation firewall.  Was 

yours? 

Vik Davar 

I actually have a comment about this.  In the context of next generation firewalls, we 

certainly believe that these next generation firewalls are improving upon what a 

simple firewall that could, just say alright allow port 80 and all is good, do.  So you’re 

actually have application awareness.  That’s great.  However we feel that unless you 

actually span your entirely and not look at these which sit only at the perimeters.  

Because the firewall typically is sitting at the exit point of your network -- ingress 

point of your network and you’re limiting that visibility to that point.  We believe that 

if you extend that.  We want to have the ability to do a real-time security analytics 

where you have the ability to catch the person who walks in with the USB drive and 

has established a beachhead and is now infiltrating your network from the inside at 

that point.  And it is when you have real-time security analytics, when you have the 

ability to look at event coming from all these different sources and do that in real-time 

in memory based structures. 

Wayne Rash 

Yes that’s an incredibly important point.  Okay another question for the audience.  I 

bet you’re tired of answering questions.  You’ll be glad when I leave.  How many 

here have ever heard of Bradley Manning? He’s the private who stole all that 

information and contributed to WikiLeaks.  Does it ring a bell? Apparently not.  Well 

what he did was, from the inside of the US government network where he had access, 

he downloaded confidential and secret state department [[State Department]] cables 

that told a bunch of embarrassing stuff.  And it was all classified information.  And it 

was not hacked from the outside.  Had there been the kind of system you’re talking 

about in place which, well the US government is probably asking too much, but had it 

been there somebody would have noticed.  Jill you worked with the government 

before. 

Jill Knesek 

I was actually a special agent with the FBI doing cyber crime so I know quite a bit 

about hackers.  But I also know that the insider threat is one that is nearly impossible, 

when you think about all the capabilities to get data out, it’s nearly impossible.  

Computers are just one -- one aspect so I don’t want to belabor the point but it comes 

down to trying to know -- not only is it about background checks but it’s about 

training management to look for tell tale signs.  People start acting differently.  Maybe 
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they get disgruntled and they start spending more time on social media sites or 

something like that.  There needs to be a way to manage people from that sense.  

Because I don’t know that there’s really any way to track somebody circumventing 

your policies.  And yet they know that you’ve got stuff in place.  We’ve got tons and 

tons of security internally in BT.  Very large company and we do a lot of monitoring.  

We do a lot on the laptops and the mobile devices.  But we know that at the end of the 

day that somebody can print something off the printer and shove it in their backpack 

and walk out the door as well.  And it’s equally -- you know WikiLeaks would be 

equally impactful I think unfortunately. 

Wayne Rash 

Yes and unfortunately those papers don’t show up on the TSA scanners either.  So of 

all the things that do show up, that’s not one of them.  Manek how much time do we 

have yet? 

Manek Dubash 

About three more minutes 

Wayne Rash 

Okay we have one more chance for the audience to ask a question.  Somebody out 

there surely must have decided that we were completely full of hot air up here.  Please 

tell us about it.  Or at least ask a question.  No questions.  I guess we’ve totally 

confused them and lost them.  However Ram does have something to say. 

Ram Appalaraju 

(Inaudible - microphone inaccessible) testing out and even having an engagement is m 

to m communication.  When you talk about real-time the technology needs to really 

step up.  Today in pilot phase we have several universities who have their network 

forensics database and the cross correlation of the information inside out and outside 

in.  If any activity other than the norm through a policy engine gets detected, we have 

an interface that brings in and alerts our support organization and we inform the CIO.  

The way we do it in terms of real-time 24/7, we built a kind of a double authentication 

mechanism and used social media to do that.   

So essentially we get a twitter alert if there’s a violation of a network at one of our 

customer’s sites.  And that alerts us and we tell them not only we noted that here is a 

remediation blocking or whatever, we have taken an action and informed them at the 

same time depending on the service and support.  It is the way to really bring human 

capital optimization as I call it, given how fast you need to react to some of the stuff.  

Obviously the three steps here, one is collection of information, second is applying 

policies and look for abnormalities or anomalies, and third is reacting to it in the 

fastest possible technological way.  And of course communication, report generation, 

so on and so forth comes after that.  So going forward my expectation is a lot of these 

automation features will be almost imperative in terms of a pervasive to securing 

inside out or outside in.    
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Wayne Rash 

I think that kind of boils down to the summary of this particular thing.  We have to go 

now but if somebody has a last word please interrupt me.   

Vik Davar 

Do you mind if I throw in one quick thing.  I believe that today’s SIEM’s, which is a 

lot of what we wanted to cover here, are constrained by a very low correlation 

window and slowness in how they retrieve searches.  So you’re actually writing 

queries which can be fairly complex to write in themselves and the correlation 

windows that you actually come up with are short.  And finally the response that you -

- the responses that you get back are more forensic in nature.  When you have real-

time security analytics which is what Click does, you have the ability to have a much 

larger correlation window which can potentially span weeks, months or even a year.  

And you have the ability to write searches which are custom and can be written pretty 

much even by our customers.  And have the ability to get responses happening in real-

time.      

Wayne Rash 

Okay.  Any other final thought from the panel? 

Paul 

(Inaudible - microphone inaccessible) I’m Paul from Click, there it is.  How does the 

panel suggest that people -- and I’d be interested in Jill’s response to this too because 

there is so much information, threats of all kinds I’m sure around the Olympics as an 

example, how do you -- there’s only so many humans and so many logs.  What’s the 

best way to see the information from your perspective? 

Jill Knesek 

Well we’re using a lot of aggregation of different parts and pieces of our 

infrastructure so -- and in coordination we do a lot on monitoring intelligence.  So that 

is monitoring social media sites.  We monitor Anonymous.  We monitor those groups 

that we think are actually a threat.  And we have to understand to some degree what 

our threats are.  But more importantly, we have to understand what are the assets that 

we’re trying to protect.  And we try to put the layers up in front of those particular 

assets that are most critical to our successes.  And then understand the threats 

surrounding those.  And look for tell tale signs.  It isn’t a perfect role but I think -- the 

good news is I think if I were talking to a room full of security professionals.  A 

device is never going to replace the human.  Because we are able to look at things and 

very quickly assimilate them.  What we’re trying to do is find a way to bring good 

actionable information to the screen as quickly as possible.  Near real-time so humans 

can make decisions based on that and react and respond.  And we’re not going to get 

it right a hundred percent of times.  But if we get it right most of the time we’re 

probably pretty happy with that, from again a risk appetite perspective. 
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Wayne Rash 

Okay.  I think the last thing I would say in closing is that what the really important 

thing to remember about securing your network now and in the future, is that no 

single piece of technology is going to save you.  It doesn’t matter how good it is or 

what it does.  The only thing that’s going to save you is using the technology to 

provide you the information you need to be able to determine what you’re people are 

doing and what other people are doing.  The real threat is people and you can never 

forget that.  Thanks. 

 

[End] 


