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I know you are very ungrateful for me to displace you from the podium.  But I am 

Jose Otero.  I have been in the telecom industry for basically two decades.  My 

specialty is Latin American and the Caribbean telecoms markets. 

So I'm going to give you a very, very brief presentation, just an overview of what 

Mobile Cloud computing services are in Latin America, what are the risks, what are 

the opportunities.  So, if we can get my presentation on. 

So basically what I am going to do is summarize.  In Latin America the big issues in 

Mobile Cloud computing are the same issues that you are going to find anywhere else  

with one important detail - lack of knowledge, lack of information, and a complete 

misunderstanding of what the concepts of Cloud computing security are, are more 

highlighted in the region.  Because, in terms of the corporations, in terms of many of 

the businesses that you have in the region, they just do not know about it.  It is not a 

topic that the people are talking about.  So, when we're looking into Latin America, 

we are going to see that. 

On one segment you have the high-end multi-national corporate companies that are 

aware of these issues, and then you have a big chunk of companies in the region 

where basically it’s not an issue.  Why?  Because as I was telling the panelists in Latin 

America, in many instances you have a company telling their employees - okay you 

have to use your own device to make business calls, you have to use your personal 

phone for business.  And, in certain countries they don't even reimburse for that.  So, 

those are the main issues. 

On the other side, the big news and the great news is that you have a huge opportunity 

when it comes to mobile Cloud computing services because the trend is going over 

there.  If you look into the older mobile operators they need to find new revenue 

generation units, new business to basically start increasing their falling [ARPU].   
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So, when we look into the region, why is mobile Cloud computing such a big issue in 

Latin America?  Well first, we have roughly 50 million broadband connections.  And 

in Latin America the [CEC ACE], the Economic Commission for Latin America, 

defines broadband as over 256 kilobits.   

When we look into mobile broadband we roughly have 80 million connections and the 

growth is amazing.  We are at a level of three to five million broadband connections 

every quarter.  Over our total mobile subscriber base is 603 million, and these are 

totally [inaudible] year end. 

So with those remarks I open to my fellow colleagues. 

 

Moderated by: Wayne Rash 

Editor, in Chief, FierceMobileIT 

 

Panellists:  

Jill Knesek Head of Global Security – Professional Services, 
BT Global Services 

Vik Davar VP of Corporate Development, ClickSecurity 

Jose Otero President, Signals Telecom Consulting 

Jurrie van den Breekel Director of Product Marketing, Networks & 
Applications Group, Spirent Communications 

 

Okay, I want to welcome our panel here.  I think we have a slide that says who’s on it.  

Most of these people you may remember from yesterday.  They were on the -- wait a 

minute, before we have another coffee emergency here today.  Jill Knesek who is 

Head of Global Security for Professional Services for BT, Vik Davar from Click 

Security, Jose Ortero who you just heard from, and Jurrie van den Breekel from 

Spirent Communications. 

Now, we're talking about a double whammy when it comes to security nightmares.  

We have the Cloud.  You've all hear of the Cloud.  You know what the Cloud is like.  

It's a great mysterious place where they eat your data and give it to other people.  And, 

you've heard of mobile.  That's the one where they pick all your data out of the air.  

You combine the two and well, you've got a perfect storm. 

Dealing with things like that are companies like BT who may have the single biggest 

mobile security challenge in the history of the earth.  Because they're handling the 

Olympics.  Jill tell us what you think about mobile insecurity. 

Jill Knesek 

Yes, it is a perfect storm.  I think first we had the issue with the mobile devices as 

they are a weak link right now in any network.  We had our ethical hacking team do 
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some research on Android apps, and we found over a third of them are compromised 

either with active or dormant malware.  And that's pretty much any application.  They 

just grab a handful of them, probably about a 1,000 or so, and about a third of them 

definitely had something in there that they could find. 

So, I think it's safe to say that just about every device is compromised with some type 

of malware.  Whether it's active or not, whether it's going after something specific or 

not is really unknown in most cases. 

Then you add the layer of the Cloud on top of that, where again security is really very 

hazy and very fuzzy.  I'm not quite sure what some providers do.  I think everybody is 

trying to do the right thing.  But we have to give up some speed, and cost and some of 

the effectiveness of using the Cloud against security.  Sometimes security loses 

because it's at a price point. 

So I think right now, with the Olympics coming up it's going to be very, very 

interesting.  I was just reading an article that they've banned all hotspots and Wi-Fi 

devices to be brought in by any individuals.  I'm going to see how that goes over, I'm 

sure not well.  Because BT is charging for Wi-Fi, so we'll see if our revenue numbers 

go up this quarter.  But, in any case, I think it's going to be very interesting.  And I 

think the Olympics will be a real challenge.  It will be a good case study, and 

hopefully it won't be too sad a story for us. 

Wayne Rash 

It's got to be an interesting challenge because virtually every smart phone these days 

includes a mobile hotspot within itself.  I don't know how they're going to do that. 

Jill Knesek 

Exactly. 

Wayne Rash 

Nor am I going to figure out how they could possible enforce it.  But we'll see how 

that works.   

The problem with global malware is only one of the issues when you're dealing with 

the Cloud.  To give you an idea of just how bad it is, upstairs in my hotel run I have a 

brand new Samsung Galaxy SIII.  The one that everybody says is the hottest thing 

come down the pipe since the iPhone 4S.  You know, the first thing I found on it 

when I started testing it was malware in a Google app.   

Now, think about that for a second.  Google itself is distributing malware, probably 

unintentionally, but it's there.  And, in fact, that's one of the biggest problems of 

security.  And it's especially a problem with security in the Cloud, especially if you're 

using the Cloud for shared resources.  Because, when you put something into the 

Cloud - let's say you have a Cloud area where you're sharing information, let's say 

something simple like drop box.  You put a file in there.  It's been infected with 

malware, and you share it with your company.  Well for those people using 
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Blackberrys, they are not going to care because it won't affect them.  People using 

Android, they're going to care because it will.  It's a huge problem. 

So, how do you deal with things like that?  Who do we want to inflict this question on?  

Vik? 

Vik Davar 

I believe that mobile and the Cloud indeed are major challenges, and I concur with 

what Jill indicated.  One element that I feel is important here is that, if we were to 

distinguish between consumers and enterprises using mobile devices, that becomes 

relevant to the extent that enterprises are very much in tune with challenges of 

security on mobile devices.  It is consumers who are not -- because we're still in 

nascent stages of adoption of these devices.  And, since these mobile devices don't 

have the interfaces that for example a Windows PC may have, consequently they don't 

get to see the malware which is running there.  There is a lot of stuff that is running in 

the background on these smart phones, particularly Android devices, and they're not 

getting to see it. 

As the awareness increase, as Jose indicated earlier, so awareness is a very important 

challenge here, particularly in the consumer space, I feel that we will be making some 

progress. 

Wayne Rash 

The problem Vik, and I have to ask you about this is, where do you draw the line 

between what's a consumer device and what's an enterprise device?  Because there is 

no line. 

Vik Davar 

Sure. 

Wayne Rash 

I have I think four Android devices in my briefcase.  Because, as you may have heard 

the other day I was taking the train down from Washington and one of the reasons 

was I wanted to explore high speed, wireless access in the south east.  And what better 

way to do it than sitting in an air conditioned, comfortable room on a sleeper car, and 

have a cocktail and watch 4G or 3G or 2G or maybe even 1G.  But what you found of 

course was Zero-G, which of course is the perfect security solution, is to have no 

connectivity at all.   

But what I'm finding out is that the Galaxy SIII that I'm testing, or the Sprint 7 inch 

tablet that I'm testing, also from Samsung, are being sold to enterprises and to 

consumers.  There is no difference in these devices.  So how do you differentiate? 

Vik Davar 

Sure, one part of me says let's go back to bit of an old school technique here where 

enterprises truly start mandating once again in recognition of all these issues with 
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mobility and security.  That certain executives and people within enterprises who have 

roles where they carry sensitive data, they be mandated to carry devices which do 

local encryption as well as encryption when they're transporting the data through to 

the back end.  So certain enterprises, particularly in the financials, are still mandating 

that executives carry a Blackberry device for example, because they have the ability 

to have this built in security.   

So, while the trend is indeed moving towards BYOD as the awareness spreads, as the 

awareness increases both at the consumer end, so the consumer recognizes the pitfalls 

of BYOD.  Even as a corporate employee, when the consumer recognizes that, that 

becomes relevant.  And then furthermore, when enterprise invite of these issues, you 

know, Google having malware.  And when they start mandating that employees carry 

sanction devices which have encryption locally as well as from a transport perspective, 

I think it certainly can help. 

Wayne Rash 

The question I have to ask the panel is how is this possibly going to work?  Now, I 

know that some of us, in fact when the panel sat down and had breakfast today, in 

addition to finding out that it was impossible to toast the bagels, we also found out 

that we had a coffee emergency.  But those of you who are feeling a little tired, they 

switched the labels on the coffee.  Fortunately your crack investigative security team 

found out, and we got the real thing.  That's why you're all seeing us drink coffee up 

here. 

But, we were also talking and found out that the majority of us in fact carry 

Blackberry devices, because they do this kind of protection of data.  But, in the real 

world, something over 78% of all companies in the United States allows BYOD in 

some form.  You're allowed to bring your own device.  Now, some of them have 

limits on it.  Some of them, for example, require them to be certain specific devices.  

Some of them require that if you're going to bring your own device you have some 

kind of malware protection.  Some of them require other things. 

There is anti-malware software for our Android devices.  In fact there are several 

types of it.  You can buy them from all of the major anti-virus vendors.  You can get 

anti-malware protection and firewalls and so forth for Android devices.  But how 

many companies insist on that?  What do you think panel?  Do you guys have an idea? 

Jurrie van den Breekel 

To add to the previous comment on, how to you differentiate and how do you deal as 

an enterprise with these devices that are ubiquitous in many ways?  Is that we see a 

big trend in next generation firewalls for application awareness.  So, today most 

firewalls that you deploy they protect what comes into the network.  The next 

generation firewalls are more often application aware.   

So, as an enterprise you can configure profiles in those next generation firewalls.  And 

on a per department basis you can select what types of apps you allow.  So if people 

bring in mobile devices, bring BYOD devices into your enterprise network and they 
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hook up to the wireless network, you as an IT manager can block certain services in 

next generation firewalls, such as Dropbox, Sky Drive, Skype, and you can essentially 

choose. 

That is one option you have to prevent data from within the network to end up on 

those services.  And I think we're just at the start of this trend of very deep app 

awareness in next generation firewall and protection devices. 

Wayne Rash 

So, you've got a 32 Gigabyte flash memory card inside your phone.  I don't, but I bet 

you do.  I don't because I'm too cheap to buy one.  So, you save your important 

documents so you work on them at home, and you download them to your device.  

You don't go through the firewall.  All of a sudden you have one of the worst things 

that involves the Cloud and mobile, which is, are you ready for it?  Stupid users.   

Anybody here feel that it's possible to overstate how dumb users can be?  I don't see 

any hands raised.  So, apparently you all -- you think it's impossible to overstate it?  

Oh, I see. 

Okay, the problem with security, as we in fact discussed yesterday.  The problem with 

security is the fact that you've got users.  If you didn't have these darned users you 

wouldn't have so many security problems.  So, the issue is, what do you do about 

stupid users guys?  Jose?  Jill?  Somebody.  You can't just take them out and shoot 

them, as much as we might like to.  Or maybe we can. 

Jose Otero 

(Inaudible - microphone inaccessible) …one of the big differences that you have in 

the regions and the US is that in certain countries you don't have a wide selection, a 

wide variety of what type of handset you can buy, what type of smart phones you can 

have access to.  It is like whatever the operator provides to you, that's what you can 

get.  There are a lot of countries in the region, and unfortunately increasing, that you 

are having import barriers.  Import substitution is a new trend in the region. 

But on the same token, besides having stupid users, you have stupid regulators. 

Wayne Rash 

Well, we all know that there's absolutely no end to how stupid regulators can be.   

Jose Otero 

You have stupid regulators that don't understand what the issues are when it comes to 

security.  We are not only talking about mobile Cloud computing, it is like security at 

all terms when it comes to the internet.  They just cannot imagine, or don't even 

understand the concept of something simple like malware.  It is just right in their face.  

That's why you constantly start seeing in the newspapers how information is being 

leaked, and they just don't understand it.  You talk to them, and they don't understand 

it.  If you talk about bring your own device, how companies are trying to push that 

initiative.  In Latin America you have a lot of regulators saying, you know what, what 
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is good, and what is the best practice is bring your own device, and they say we 

should make a regulation about that as well. 

Jurrie van den Breekel 

I think maybe you can add to that is that, you call them stupid users or unaware users, 

maybe another thing you see there, the same application awareness technology being 

used, is with mobile Cloud computing.  Is that the average user does not know what a 

gigabit maximum data plan is.  So, what ends up happening is, they either don't use it, 

or they run over.  So, you see a trend in mobile providers that they are deploying 

advanced DPI technology and build with packages on a per service basis. 

We were talking this morning, when we were preparing, that Telefonica Mobile in 

Columbia is actually one of the front runners in this space.  Maybe they are not that 

big, but they have plans.  Where for the equivalent of five US dollars you can buy a 

package that gives you unlimited access to your email apps.  Then they have another 

package that gives you instant messaging.  Then they have another package that you 

can add for Facebook, Twitter and LinkedIn and applications alike.   

So, I think you will start seeing more and more of that technology, because the users 

are app aware, they are just not network and data and security aware. 

Wayne Rash 

How does this affect security?  Yes, you may have a thing, unless you have unlimited 

email.  But how does that keep you from sending unlimited amounts of corporate data 

to yourself so that you can work on it at home?   

Yes, you can have a next generation firewall in there, but that doesn't necessarily 

mean the next generation firewall is going to be between you and your data if you're 

in an area where they don't understand the regulations.  How is this going to help 

security? 

Jurrie van den Breekel 

Well maybe just to add to app awareness.  What I was saying there is that, if you have 

those packages where you only pay for certain services, they block everything else.  

So as a service provider in the future you're going to have the option to allow 

corporate users only access to certain types of apps and block other things.  I can't say 

for sure that that will happen, but it's definitely within the realm of technical 

possibilities out there with DPI. 

Vik Davar 

So in addition to service providers having an opportunity as Jurrie indicated, I think 

that would be interesting indeed.  And clearly limiting packages to email or SMS or 

Blackberry messenger for example as a service and blocking out everything else, 

there's an opportunity for the service providers. 

There's also an opportunity here for the OS vendors, of these mobile OS vendors.  So 

Apple, of course, has taken the Draconian approach here and mandated that 
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everything goes through the Apple app store.  And, furthermore, everything be vetted 

out by the Apple app store.  Which is, from a security perspective, certainly an 

approach that has worked definitely better than the 180 degree term that Android has 

on this.  Where with Android pretty much everything is open on the Android 

market/Google play. 

If Google was to take a little bit more of an approach of true vetting and also making 

their OS front part of the launch page of the Android OS, oriented to words 

identifying problems that are occurring from a security perspective with a device.  

Exposing the running apps, the running services on a platform, that would certainly 

bring greater awareness to a generic user who may not know about these things. 

Wayne Rash 

Well, it's not any problem to expose the running services on an Android device. 

Vik Davar 

Well indeed, but just again more in the context of making users aware of it.  If it's on 

the main screen of their device it may -- 

Wayne Rash 

That's just a setup issue, that's not a technology issue.  Jill you have something to say? 

Jill Knesek 

Well I'm just going to go back to the whole thing.  I think your point is, first of all 

you’ve got to remember this is about really BYOD.  So these are our employees' 

devices.  And they're not going to take less.  I would not take a plan that gave me less 

than I have today.  I wouldn't do it.  I want it all because I've had it all.  Why would I 

go and just get this or that.  Companies are not going to send out -- they're going to 

stay with Blackberries or things that they really know. 

So the BYOD phenomenon is about the next generation, our new generation of 

workers.  And we're allowing it because we're being demanded to allow it, for 

efficiencies, productivity, and security is what we give up in exchange for having our 

employees happy, and capable and bringing the smartest and brightest, innovative 

people into our organization.   

I think what's going to drive is consumers and companies when bad things start 

happening.  So, it's not unlike what's happened in Colorado.  All of a sudden now 

we're going to look at theatres differently.  So it takes one really bad dramatic event 

that's going to cause that.   

So in the mobile devices it's going to take one young woman getting stalked, raped 

and killed because her GPS had malware and it was sending to some weirdo in Los 

Angeles somewhere.  So it's going to take a thing like that to probably drive security 

into the device technologies and into the operators. 
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But corporate America and corporate organizations around the globe are going to 

have to be able to figure out what they can do.  My device or my iPad only allows 

email in a sandboxed area.  That's what they've decided I can have.  If I want more 

I've got to use a Blackberry or I've got to use my laptop.  So they will give you things 

that will make you as productive as you can be, but they're going to have to limit what 

it is they control.  It's about risk appetite.  What are they willing to give you, knowing 

that they're probably going to have some compromise or lose some of that, so it's a 

trade off. 

Wayne Rash 

And it gets even more complicated, because of the nature of security and the nature of 

the law.  You can give someone a device and if you own it, even if they use it for 

personal use, if you feel they're misusing it you can wipe the device and kill 

everything with your device.   

If you allow an employee to use their own device and they've got corporate data on it, 

in some cases you may not even be allowed to erase your own corporate data from 

their device if you're allowing them to use it.  It depends on where you are.  It depends 

what the law is. 

In Italy for example, this being an international conference, you cannot remotely erase 

a person's device without their permission, period.  And signing a paper when they're 

hired is not good enough because the Courts in Italy have decided that. 

In the United States if you erase somebody's device and you erase their personal data 

along with your company's data, then you're going to get in trouble there.  They'll 

probably sue you.  And, we all know that's worse than getting arrested because the 

suit goes on forever, the arrest is over in 30 days. 

The fact is, is that the danger of bring your own device, is that you don't have control.  

And this extends to the Cloud.  Because I want to make sure we don't forget to talk 

about the Cloud issue. 

Unfortunately there are several kinds of Clouds out there.  There are public Clouds, 

there is iCloud, there is Sky Drive, there's Google Drive, there's Dropbox and we 

could go on seemingly forever; people providing Cloud services to the public.  And 

the protections for these devices, even though -- rather for these services, are minimal.  

Now, yes they're all encrypted they say.  We don't know that because we just have to 

trust them.  But they say they're all encrypted.   

But the problem is access.  You could put in, let's say your name is Sam.  You could 

make your username Sam, and you could make your password your dog's name, Fido, 

and that would work.  Anybody who knows that your name is Sam and your dog's 

name is Fido can get into your data. 

Now if your data is like my data that's on SkyDrive or on EverNote, well my data on 

EverNote was yesterday's presentation and my feeling is, if somebody breaks in and 

steals that, then they're doomed to a lifetime of overwhelming boredom.   
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But if you put corporate data on there, let's say Jill put the security plans for the 

London Olympics into her Sky Drive.   

Jill Knesek 

Shoot me. 

Wayne Rash 

Well we would get some entertainment out of this because we could all watch Jill be 

primarily executed.  But the fact is that people do things like this.  They will take their 

collection of credit card numbers that they collected that day in sales, and they will it 

store it someplace like Sky Drive and think it's perfectly okay.  Even though their 

password is Fido and their username is Sam.  And anybody could guess that and 

anybody could download it and get those credit card numbers and access codes and 

everything else they want. 

This is a problem.  So what do we do about it?  You can't just tell somebody - well 

you can't use Sky Drive, because when they're outside of the office and they're not 

going through your firewall they can use it.  What are you going to do?  How do you 

solve this problem? 

Vik Davar 

I think there are a couple of things that can be done using technologies that exist 

already.  They can be deemed inconveniences by users, but there are two things here.  

One is two factor authentication or biometric authentication, so multi-factor 

authentication.  We are seeing some advancement in this space.  So biometric 

authentication is starting to make its way towards mobile devices, two factor 

authentications existed.  Google was starting to implement that too.  So those are I 

think, need advances in that space.   

Then the second element there being just ensuring that there is indeed, as Wayne 

indicated, we're told there is encryption so validation of that.  Now as a consumer how 

do you do that?  Well you go away and read your favorite press article or your press 

site or media site where you could pick up some of that review on true encryption 

that's been tested out. 

So ensuring that there's encryption, both locally on the device as well as in the 

transport.  And if you're in the Cloud so to speak, at the data centre location that 

there's local encryption going on there too.  And then of course ensuring that vendors 

as they introduce services, Dropbox among others, insisting on additional forms of 

authentication, two factor authentication, biometric authentication. 

Wayne Rash 

We're talking about mobile devices here.  I've got here in my hand the latest model of 

Blackberry, which means it's not the Blackberry 10 because we all aren't allowed to 

know that that exists yet, even though Vik actually has one. 
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But the fact is, where are we going to get biometric information from? Is it going to 

be facial recognition? How many people here believe facial recognition actually 

works? Apparently nobody does.  That’s a good thing because facial recognition is 

notoriously unreliable.  How many people believe you can use the phone to check 

your fingerprints or something? I don’t see a fingerprint reader on it but there’s a 

camera, maybe it will work.  But at this point it doesn’t.  So where are you going to 

get you biometrics from? Is it going to be a little dip stick in here that you pull out and 

lick, and stick back in again and do an instant DNA test? What are you going to do? 

Where is the biometric information going to come from? 

Vik Davar 

Good point.  I think there are advances going on in that direction.  I agree that there’s 

still some skepticism associated with these biometric authentication types.  Facial 

recognition, the latest version of Android has that, the Samsung phones I believe at 

least with Ice Cream Sandwich or the next [port out will].   

Wayne Rash 

That Samsung phone’s ability to do facial recognition is sufficiently accurate that my 

dog can pass its test.  Now admittedly, he’s a smart dog, he’s a golden retriever but he 

still will pass the facial recognition test.  It will think he’s a user. 

Vik Davar 

Agreed, so I think we need some advances there.  But I do personally believe that 

we’ll get there.  I think facial recognition, fingerprint reading, retinal scans, if 

consumers are willing to put up with some of these measures and if they value their 

data on these devices to that extent, then certainly I think that it would be an approach 

that could work. 

Wayne Rash 

Okay, we’re going to do another audience question here.  How many people think this 

will actually work? How many people think it’s an idea whose time will probably 

never come? I see mostly people who think that.  I agree with you.  I mean it’s a great 

idea.   

Jill what do you think? You deal with this on an everyday basis.  Do you think we’re 

going to get any kind of biometrics that’s going to work on the phone? 

Jill Knesek 

If I go back to my FBI days the hackers will just steal it, man the metal, they’ll grab 

your print as it goes across in a digital format, they’ll replay it.  It’s just like stealing 

your credentials to me.  I don’t see how you can ever protect it.  It has to be encrypted 

end to end like Blackberry does.  I don’t know how else you really get the security to 

that degree.  And biometrics is no different than passwords and there will be the 

ability to brute-force and probably somebody will just grab a bunch of digital 

signatures that go across and look like fingerprints or something. 



Americas Press & Analyst Summit NetEvents 

Miami, USA –  25-26 July 2012 12 

Jurrie van den Breekel 

Maybe to add as well, Jill, before you mentioned the word sandbox and I think that’s 

a very very key development in security here.  If I go visit a Cloud service provider, a 

topic that comes up more and more is desktop as a service.  And essentially this is 

VDI from the enterprise but then deployed by a carrier in a Cloud basis.  And a big 

driver more often is getting access to some form of desktop on an iPad or another 

tablet.  So I think that the whole sandbox idea, and VDI, and desktop as a service is 

going to have a long future in securing mobile and BYOD type of devices. 

Wayne Rash 

A great idea as long as you’ve got a really fast internet connection.  If, however, 

you’re sitting on the train with me as I go through central Florida and you’ve got 

Zero-G, how well is this going to work? I can’t get to the Cloud right then but I can 

sure get to the device.  And when the device gets to the Cloud again, why we’re kind 

of past that point aren’t we? 

Jurrie van den Breekel 

Yes, and I guess for VDI there’s multiple technologies. 

Wayne Rash 

Anybody here by the way who does not know what VDI is because we probably need 

to explain it if you don’t? For those of you afraid to raise your hand, VDI is a virtual 

desktop.  It’s basically like Citrix.  It plays your desktop on your mobile device.  This 

means you get to have a really nice iPad that looks like it’s running Windows 7.   

Go ahead. 

Jurrie van den Breekel 

Yes maybe to add to your question there, I think there are different forms of VDI and 

they will evolve.  There’s one form where you only stream the desktop, and then 

when you lose your connection you lose everything.  But then there’s also the form 

where you actually have a semi-virtual machine that’s encrypted in a sandbox fashion 

on your device and then you can actually keep using it.  So I think technology is 

certainly not perfect but there’s a good future there. 

Wayne Rash 

Yes but we’re talking about security with mobile in the Cloud here.  We have to 

worry about the “not perfect but good enough”.  And we also have to worry about 

what’s achievable. 

So how am I going to run a virtual desktop on my Blackberry? How’s he going to run 

a virtual desktop on his Android he keeps talking about? 
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Jurrie van den Breekel 

Yes I think you should look at it as a sandbox more than a virtual desktop. 

Wayne Rash 

Ok well I've got five minutes so we’re going to have to bring this to a close, but I 

want everyone here to think about these questions that I'm asking for which there are 

only vague answers.  And the reason they’re vague is because doing mobile security 

with the Cloud combines all of the insecurities of the Cloud and all of the insecurities 

of mobile, and then multiplies them together.  This is the sort of thing that will make 

you go running and screaming out of the room. 

So let’s start with questions from the audience.  Yes? 

The question was “Could Jurrie talk a little bit more about the deep packet inspection 

on the application-aware firewalls”? 

Jurrie van den Breekel 

Yes I think Palo Alto Networks is one of the companies that started it off, that took 

advanced deep packet inspection technology that had been around from other vendors 

for a while.  And funnily enough a lot of it came from the mobile network with the 

idea to block Skype to prevent revenue loss of calls in certain areas of the world.  And 

Cisco has recently launched a new blade on their firewall.  Juniper has technologies 

alike.  And I think we are just at the start of app awareness.  There are a number of 

startups that do a lot of analytics on heuristics of detecting apps.  Skype alone has 

different signatures whether it comes from an iPad, a PC, or from an Android phone.  

And there’s a new version every six weeks.   

So we see this as a very big market and we get a lot of demand for testing those 

technologies.  And some are out, others are in the process of coming out.   

Wayne Rash 

One of the things you need to know about next generation firewalls from one who has 

spent untold hours reviewing them is that this is not something that’s simple to put 

into the enterprise.  It requires a significant commitment of money and resources to 

implement.  More questions.  Yes sir? 

Audience Member 

While I don’t plan on putting all my credit cards on a Sky Drive or Cloud based 

storage, as a mobile worker I would like to store a lot of, maybe not extremely 

sensitive but slightly sensitive data somewhere.  If I have a good password and I have 

an encrypted VPN or something, am I safe enough to do that? Is there just no way that 

I can do that? 
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Jill Knesek 

Well I think you’re always going to have to -- it depends where you’re putting it first 

of all.  So you have to look at the company and how reputable the Cloud provider is, 

where you’re storing it at.  And I think as consumers we’re not very good at reading 

the fine print on contracts, we just accept, accept and just go right through.  Whereas a 

corporation has a legal team that spends many hours reading through every line, every 

word, and trying to digest that.   

So maybe we need to understand and maybe we need some guidance from 

conferences like this.  To help us understand which providers are actually spending 

more money and time on security, and which ones are more about efficiency and 

speed, and how easy they are to get to.  That way we can make informed decisions.   

There are some things that you may not want to pay money to store.  A really really 

secure piece of information that’s like Wayne’s presentation but maybe there’s other 

things that you might want to securely store.  So maybe you have different vendors 

and different providers that do that.  But I think that you just have to be aware, and 

maybe there’s an opportunity for conferences and for expertise to come out start 

helping guide consumers who are asking the right questions so that they know where 

to put their data.   

Wayne Rash 

I’m almost convinced that if the hackers got my presentation it would so badly 

traumatize them that malware would go down for weeks.   

However, we have time for one more question.  So let’s ask that last question.  Why 

yes, at the back? We’ve got a microphone coming. 

Audience Member 

Do you think CIO’s understand the difference between MDM and security? There’s a 

lot of hype around managing and monitoring devices.  But as you’ve all said earlier, 

that’s not real security.  How do you see them making the leap to really being serious? 

Wayne Rash 

I’ll start off by saying MDM is not security. 

Jurrie van den Breekel 

So good question to the extent that, yes many CIO’s may not necessarily -- you know 

they may club them together.  If we look at the historical approach of how, let’s say 

Blackberry, has done this with Blackberry enterprise server.  How they have the 

concept of an IT policy tied in to the administration of a large suite of Blackberry 

devices.  There, that was nicely coupled to a certain extent and you had a lot of 

granularity.   

In the context of security also, to turn off the camera on a Blackberry device when in 

certain geo-locations.  So you have that capability built in and it’s been thought out by 
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certain implementation such as a Blackberry.  There are, however, the more prevalent 

operating systems that don’t necessarily tie mobile device management and security 

together, and that challenge exists.   

So CIO’s, as they transition to administering non-Blackberry devices for their 

corporate workers, there is definitely an opportunity for them to become aware of this. 

Jill Knesek 

I just want to say quickly too, some of the MDM providers make the mistake of 

calling what they do security.  So it’s confusing to CIO’s and even CSO’s, so I think 

you’ve got to peel back the labeling and see what’s inside the box before you make a 

decision.  But MDM is absolutely not security.  It is just monitoring of… 

Wayne Rash 

It’s asset control, that’s what it is.  Mobile Application Management, which is a 

different thing, is a form of security.  But MDM is not security and it’s only vaguely 

related.   

Okay I think that wraps up our questions for the day.  I think we finished on time, 

didn’t we Manek? Almost on time.  And I don’t know what’s next but I’m going to let 

you take charge of it. 

 

[End] 


