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Good morning everyone.  I’m glad to see a full house, everybody made it in time.  I 

trust everybody had a good night’s sleep last night.  Welcome to another fantastic day 

here in Miami.  This is a great event, had some great discussions yesterday.  I hope all 

of you took the opportunity to mingle around and enjoy some of the time in the 

evening to socialize informally with your peers.  It was a great opportunity and I trust 

you’ll do the same today as well. 

So today’s topic is around Bring Your Own Device (BYOD) and some of the 

challenges faced particularly from a networking perspective.  And what can the 

network do to evolve to accommodate and actually participate in what is really the 

consumerization of IT.  Surely a fascinating time today in the industry.  There is 

multiple trends, multiple inflection points all coming together and there are several of 

them all happening at the same time.  On the one had we have convergence taking 

place which is the notion of Ethernet really spreading its wings over and beyond 

where it already is.  So for example if you look at the mobile backhaul space, that is 

moving from a TDM backhaul to an Ethernet backhaul.  And there are certain key 

technologies that actually go to make that happen.  Things like Precision Time 

Protocol and Synchronous Ethernet which allow you to actually tunnel TDM traffic 

over a packet-switched infrastructure.   

If you look to the other side, to the data center and to the Cloud, you have multiple 

technologies.  You have fiber channel for storage, InfiniBand for high performance 

computing and you have Ethernet for the LAN.  And even though there what we are 

seeing is that with Ethernet moving from 10 gig to 40 gig to 100 gig and lossless 
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Ethernet, people are now talking about Ethernet based storage as high performance 

storage technology.  And with very low latency Ethernet in the hundreds of nano 

seconds people are now talking about using Ethernet as a cluster interconnect in lieu 

of InfiniBand.  Now clearly, Ethernet’s not as low as InfiniBand in terms of latencies 

but it’s getting to a point where it’s good enough. 

So we have this big trend of Ethernet everywhere going over and beyond where it has 

been in the past.  But you also have the [strength] towards the Cloud, where people 

are using the Cloud to access their content, their data, and their applications from 

whatever location they are at.  And the Cloud actually fundamentally changes the 

game in many ways.  One of the big changes that the Cloud model brings about is the 

change in the core structure.  It allows IT departments to transition from a capital cost 

structure to an operational cost structure which is a big change.  It also allows you to 

add in and take away capacity on demand which is also a big change.  And it’s very 

flexible and it’s a fantastic opportunity as well.  So that’s the other big trend going on, 

the move to the Cloud.   

The other trend clearly is around mobility and BYOD.  People are accessing their 

data, their content from whatever device they have at their disposal, from whatever 

location they are at and using whatever technology they have at their disposal.  

Whether it’s a cellular 2G, 3G, 4G, whether it is WiFi, or whether it’s wired 

technology.  And so all of these inflection points are happening as we speak.  They 

are all happening together in parallel and they are fundamentally driving towards a 

new breed of networks.  One that is optimized for this new world of user device and 

application mobility. 

Now this whole trend to BYOD (Bring Your Own Device), it’s a positive trend.  It’s 

really leading to productivity enhancements.  People are far more connected today to 

their applications.  They are far more responsive to what’s going on in their enterprise 

networks.  They are far more aware of any challenges and are able to respond very 

quickly.  What’s also happening is it is forcing a certain behavioral change.  People 

are now doing this very instinctively.  We are checking our emails constantly.  We are 

checking our applications constantly.  And so it’s actually becoming second nature to 

a lot of us to constantly pull out our device and check what’s going on.   

I found this last statistic that 38% of workers wake up to check their device at night to 

be very interesting.  Does anybody do that here by any chance? Somebody does 

actually.  Wow! I’d say get a life.  But if I wake up sometimes I would check my 

device but I don’t wake up to check my device.  But certainly some of the other 

statistics, I can find myself as one of the statistics which is very often, for no reason at 

all, I'll pull out my device and check my email.  And there may be no updates but I 
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keep doing that regularly.  It’s becoming second nature.  It’s forcing people’s user 

behaviors to change.  And quite frankly it is leading to a far better productivity, far 

better responses.  But it’s also leading to a lot of challenges.   

If you look at this flip side of this which is the IT side of things, so that’s the user 

side, if you look at the IT side of things there are significant challenges.  Clearly 

security is a big challenge which is, for the IT administrator, it’s not clear who is the 

user behind the device.  It is very common for us to share our devices with other 

people for a variety of reasons.  And those personal devices have now become 

enterprise computing devices.  And so it’s not very clear when somebody is accessing 

your enterprise applications, if somebody is accessing your enterprise data, who is the 

person behind that? And really what are they doing behind that device? So that is a 

big threat today.  It’s a black hole so to speak. 

The other challenge for the IT side is pure management overhead.  Many of us today 

actually have multiple screens.  I have three screens that I commonly use - my laptop, 

my tablet, and my smart phone.  Some people have four screens.  They have a 

desktop, laptop, smart phone, tablet.  And this is very commonplace.  And the 

traditional way of managing all of this is simply proving to be too cumbersome.  It’s 

adding a lot of overhead in terms of managing individual devices and all the users 

behind those devices as well.  And this is just one aspect of what is going on.   

People talk about this as BYOD but there is a much broader trend behind this and that 

trend is really the notion of consumerization of IT.  Where it’s not just users who are 

accessing or using the latest and greatest personal devices as enterprise computing 

devices, but it’s also the mobility behind it.  Which is people are moving around and 

they are demanding access to their applications, to their content, to their data from 

whatever they have.  And they are also expecting IT to respond in consumer like 

behavior.  That is the big change that is happening.   

Today if I got to Best Buy or Fry’s and pick up the latest smart phone over the 

weekend, I fully expect that when I get home and unpack my device in twenty 

minutes, I’m up and running and completely accessing all my enterprise computing 

applications.  I want to do this on the weekend and I don’t want IT involvement.  I 

know what to do.  I know how to set up my device and I want to be [on board] very 

very quickly.  And IT is not just expected to react, it is expected to fully embrace this 

kind of behavior.  So it’s forcing a mindset change even on the IT side to a more 

consumer like behavior.  And that’s the big change happening.  Mobility is a big 

issue.  BYOD is a big issue.  It’s also the expected demand from the IT side and how 

to accommodate all of this. 
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The other big change that is happening, and we are all in the midst of this, is also that 

the workforce is changing.  The workforce today is as a collaborative workforce and 

it’s a global workforce.  You have employees, you have consultants, and you have 

contractors all accessing the network from multiple locations and from multiple 

devices.  And so the complexity of dealing with all this is a pretty significant 

challenge for the IT side.   

Now when you think about all of these challenges the question is, what should the 

solution look like and what can the network do to participate in all of this? Can the 

network do anything? And so any framework for a solution actually has to consider 

both sides of the challenge.  One is the user side which is, what does the user actually 

want? That’s very clear.  All users want to be [on board] very quickly.  We want on 

demand access to our applications, to our data, to our content without IT dependency.  

I don’t want to have to reach out to IT every time I add a new device.  I don’t want to 

have to talk to my IT department every time I’m at a new location.  I simply want 

immediate and seamless access.   

At the same time, I want a very quick [on boarding] experience.  Again it’s not very 

productive to have to go through multiple screens, register multiple devices, and go 

through multiple portals just to get access to my data.  It’s bad enough that I have to 

log on, open a browser window, and enter my information.  But if I have to do this 

repeatedly for multiple devices it’s an absolute pain.  So for the users, having that 

seamless experience, being able to get [on boarded] very quickly, is critical. 

Now for the IT department there’s a different challenge.  For them, what they really 

need is complete visibility and complete control into every device that’s on the 

network, the users behind the device, and what exactly is that user doing.  That 

visibility and control is missing today quite frankly.  And that’s the challenge, which 

is if I have a device, who is the user behind that device? And if I have multiple 

devices where are they accessing the network and what applications are they 

accessing from? So all of that visibility is missing today, particularly from a 

networking perspective and that is the problem that really needs to get solved. 

Now the key to all of this is automation because if you add the number of users, you 

add the consultants, contractors, and the devices, doing this in a manual approach 

simply doesn’t scale and simple doesn’t work.  And so automation is really the key to 

solving all of this.  And the way to think about this is to have a centralized approach, 

where you specify once, you put you policies in place and then the network can 

automatically enforce that in whatever location and whatever device, whatever 

technology you are coming in from. 
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So where is the network today? How does it map to these challenges? Which are 

seamless on demand access for the user and at the same time complete control and 

visibility for the IT side.  Unfortunately, today’s network environment is pretty static.  

The world has moved on.  Virtualization is dynamic.  Mobility is dynamic.  The one 

piece of the IT department today that is very static is still the network.  The 

networking world is still marred in IP addresses, MAC addresses, VLANs.  You can 

figure out things on a manual basis.  That hasn’t evolved very quickly.  And that’s a 

challenge.   

If I have a connectivity issue and I call up the IT department and the first question 

they ask is - Okay Mr.  Merchant, what is your IP address? And it’s like well I’ve got 

four devices, which device IP address do you want? And then I’ll say okay it’s my 

smart phone.  So how do I figure out my IP address? You walk through that and the 

next question is - Okay where are you connecting from? No idea.  It could be this 

access point or it could be that access point.  You spend 15-20 minutes in just that 

cycle.  It’s a very reactive mode of operation. 

What is really needed is for the network to be a lot smarter, for the network to be a lot 

more interactive and a lot more proactive in terms of being able to deal with this.  If I 

have a problem and I call the IT department, the department should know exactly -- it 

should call up and say - Hey Mr.  Merchant, thank you for calling.  We know you are 

connected on four devices.  These are the four devices you’re connecting in on.  These 

are your IP addresses.  These are the locations you’re coming in on.  How may I help 

you? It would immediately cut off a significant chunk of the troubleshooting cycle 

and reduce your entire process from that perspective.  So the network has to evolve to 

that stage.  And there is a process, there is an evolution that needs to come about 

where you go beyond thinking about IP addresses and MAC addresses and start 

thinking about users, applications and devices.   

So how do you do this? How do you go from where you are today to where you need 

to be and how does a network play that role? Let’s take a quick example and we’ll 

walk through it from a high level and dig deeper and deeper to get a little bit of a 

better understanding.  The traditional approach, and this is an example, there are 

multiple aspects to it as well, but if you look at the traditional approach to managing 

access.  Typically access to applications has been managed at the application server.  

So if you have a bunch of users and they want to access the data, that access is 

controlled typically at the servers through groups and privileges.  So it’s pretty 

common.  In the meanwhile, if you have some malicious users or some unknown 

users coming in, they are also controlled.  That access is also controlled but it is 

controlled at the application servers through groups and rights and privileges.  But in 

the meanwhile, you open your entire network infrastructure to those users.  And the 
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analogy is you’ve put a lock on your bedroom door but you’ve in effect kept your 

front door open.  So people can walk through the entire house, they won’t get into 

your bedroom but your entire house is open.  And that’s not the right approach. 

What really needs to happen is that Mr.  Lionel B Schnell should stop calling.  There 

you go. 

What really needs to happen is that the network needs to participate in this.  And the 

access needs to be controlled at the entry point to the network.  If you can do that 

effectively, and the key over here is to do that in a completely seamless way where 

there is no change required in the user behavior.  There is no agent required for the 

user to go and download.  There is no portal that the user has to go to.  But if you can 

do that in a completely seamless way, you free up your entire network infrastructure 

from this chatter that is going on in the background. 

So how do you do this? If this is the objective, how do you go about doing this? Well 

the good thing is it’s actually pretty easy.  The network today is fundamentally 

required.  People think of the network as a way to efficiently move bits and bytes.  

But those bits and bytes that are moving across the network carry all the information 

that we really need.  And so what the network could do, is it can participate in that 

information.   

So let’s walk through this example.  As a user most of us have used Microsoft Ctrl+ 

Alt+Del.  Everybody’s familiar with logging in.  The user comes in, and logs in.  Well 

the network doesn’t see any of the passwords that goes on the network.  Everything is 

encrypted.  But who that user is, that information is going through the network.  So 

when a user logs into the network, into a Windows domain as an example, that 

information can be very easily picked up by the network.  Now the switching 

infrastructure immediately knows - hey this is John who’s logging in.  He is coming 

in on this IP address, he is coming on this location, this port, this VLAN, and that 

information is immediately available.  As the user login is successful, the network can 

also detect that information and it can open up access based on the fact that the user’s 

login has been successful.  So now you know exactly who’s coming in, what location 

they are coming in, what device they are coming in on.  And it’s very easy because 

the information is already flowing through the network.  You just have to be a little 

more aware of what’s really going on. 

Now this is the first step by the way.  There is a lot more that comes after this which 

is, once you have this awareness as to who’s on the network, what is on the network, 

and this is happening absolutely seamlessly, then you can start enroll list control.  If 

it’s an employee who’s accessing the network, okay I know John is coming on, but 

how do I know he’s an employee? If Alice is coming on how do I know she’s a 
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contractor? Well all that information is also all there.  There is nothing new that needs 

to happen.  The network simply needs to participate in terms of what’s going on.  So 

John logs into the network, the network detects that, all the network has to do is query 

your existing databases.  The information is there in active directory as an example.  

John is an employee, he’s part of department X, and he’s located in this particular 

time-zone.  All of the information is already present.   

And so very seamlessly in the background, the network starts using this information.  

It can create this map of all the different roles in the network, the device roles, the 

user roles and based on that open up the access.  So as an example, if an employee is 

logging into the network that employee can be given access to all the resources on the 

network.  However, if somebody else who’s a consultant or a contractor is connecting 

in, the network can detect here’s Alice, and based on the fact that Alice is a consultant 

or a contractor, I will give access to a smaller set of resources.  And if a guest logs 

into the network, there is no role for the guest.  There is no active directory 

information.  There’s no information about that.  I will give this person an 

unauthenticated role.  And give them only internet access. 

Now this is all happening completely seamlessly.  There is no additional information 

required for the user to open a browser or anything.  This is all happening in the 

background.  Now what’s interesting about all of this is that if you look over here, all 

of these are coming on the same VLAN.  We are doing away with the notion of 

having to pull VLAN’s everywhere and segregating user traffic based on VLAN.  

This is all access control that is happening at the entry point to the network itself 

based on the role of the user.   

So this is one example of how the network can actually participate and can actually 

ease the challenge of providing visibility and of providing control.  If you take this 

and extrapolate this out further which is, okay I know the user, I know the device, 

then now what is really needed is a way to simply specify my policies.  And that 

specification of my policies needs to be in a human language not in a computer 

language, not in IP addresses, MAC addresses, ACLs.  And so what’s surely needed is 

a centralized mechanism to go about specifying the user attributes.  That if this is an 

employee and he is part of the sales department.  And I know he is coming in from 

conference room A.  And I also know that he is coming in on a specific device.  Then 

put him in a particular role and based on that role he has a certain set of access 

privileges.   

And this is a very flexible mechanism.  It applies to pretty much any vertical, pretty 

much any segment.  So if you think about the education vertical as an example, you 

can specify students.  If a student is accessing the network you can detect it’s a 
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student, you can detect the location and you can see he’s coming in from the dorm, he 

coming in from an access point in the dorm, or through a wired Ethernet jack in the 

dorm room.  And the fact is that if he’s coming in from an Xbox gaming console, I 

can detect that as well in the network and I can put him in a particular role that limits 

his bandwidth out.  Or limits what he’s allowed to use, what peer-to-peer applications 

he’s allowed to use. 

All that policy specification can be done in a completely centralized manner.  The 

network talks to the central repository, talks to the central intelligence server, and gets 

the information.  And it can apply those policies seamlessly.  And we can also get the 

HP LaserJet service too.   

Now the interesting part of all of this is that this entire specification is done in a 

completely human language.  It’s completely done in a centralized manner.  It’s done 

once.  You set up all of these roles, you set up all of these policies, you do it only once 

and the enforcement is completely automatic in a distributed manner.  In effect what 

you have is a central policy definition point and distributed policy enforcement.  This 

whole definition of PDP PEP is a very old definition that is coming back again. 

Now if you look at this model of a centralized intelligence model with a distributed 

enforcement, that begins to look very similar to SDN, isn’t it? This whole notion of 

centralizing intelligence, of being able to specify policies, being able to specify what 

you want to do in the network once and then have distributed enforcement, lends itself 

very nicely to this SDN model.  And so I won’t go into the full details of SDN and 

[Open Floor], Dan did a fantastic presentation yesterday, but I will close with one last 

closing slide on really the fundamental principles or [talents] behind the whole SDN 

model and how that can be applied here. 

The basic principles behind the whole SDN model is this notion of a separate control 

and data plane.  Which is what we are talking about here for the consumerization of 

IT.  You take the intelligence, you separate that out, you separate the control plane 

information and centralize that.  Once you do that you can actually specify your 

policies in a very very much human like language.  You can specify it once.  It 

becomes a very flexible framework.  The enforcement becomes distributed and 

becomes completely automated.   

And so these principles of separation of control and data plane, centralizing network 

intelligence, and abstracting the network infrastructure.  This is also a very critical 

piece of information here which is, my network infrastructure consists of multiple 

devices.  I have access points.  I have physical switching infrastructure.  I have 

routers.  If I can abstract all of that -- what I really want to get to is the fact that I have 

this human like policy saying, user X is a student coming in from a dorm, coming in 
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from this particular device, Xbox gaming device, give him X amount of policies.  I 

don’t care that much that he’s coming in on an access point.  I don’t care that much 

that he’s coming in on a wired Ethernet switch.   

So if we can provide this level of network abstraction, then my policy specification 

become very flexible and it becomes very human like.  And that should be the end 

goal of the solution over here.  Once you can do the network abstraction, then you can 

provide the programmability to go achieve what you really want to achieve.  So this is 

the end goal.  We are very hopeful that the industry will move towards this.  We very 

much would like to see this happen and it is through these basic principles that you 

can truly go solve your consumerization of IT, your BYOD challenge, and make the 

network an integral part of the solution.   

So I’ll end with that and if people have any questions I’m happy to take those. 

From the floor 

If you go to the last slide that you presented, your first point talks about a separate 

control plane and data plane.  Now really what you described is centralized policy 

management rather than centralized control plane, so I want to make sure that we 

don’t overload the term control plane in our discussion. 

Shehzad Merchant 

That’s a great point actually.  That’s a very good point.  Let me repeat the question -- 

or the comment.  The comment was the notion of separation of control plane from 

data plane.  In the discussion that we talked about right now, it’s surely centralizing 

policy information and are we overloading semantics.  In general when we talk about 

separation of control plane from data plane, you’re right, we have to be a little careful.  

This is not peanut butter jelly, it’s a surgical knife, is depending on what you want to 

achieve, depending on the problem you want to solve.  These are those pieces of 

intelligence that you want to centralize.  As you were talking yesterday, it doesn’t 

mean that the need for an network operating system goes away, it just means that 

certain pieces of that go into the centralized model.  So you’re absolutely right, we 

have to take the right information, centralized that to go accomplish, or to go solve the 

problem we’d like to solve. 

Anything else? Alright well thank you very much and if you have any questions later 

on I’m happy to take those offline as well. 

 

 

[End] 


