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The Role of the Individual has evolved 

Facebook user, 

forum contributor 

Employee,   mobile 

worker,      remote user 

Home user, 
website blogger  

Multiple Personas, Different Environments, Single Individual 

Human 
Individual 

Public 
Domain 

Personal 
Domain 

Professional 
Domain 
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The Coming Together of Computing and Mobility  

1970s 1960s 1980s 1990s 2000 

Mainframe 

Supercomputer 

2010 

Smart Phones  
&  

Tablets 

Personal  
Computer 

Laptop/ 
Notebook 

Mobile  
Phone 
 (2G) 
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What is BYOD 

 
 
 
 
 

Multiple End Points: A single user today will interchangeably connect to the 

network with a Windows laptop, and possibly an iOS or Android smartphone 

or a tablet throughout the day. 

• BYOD means using the tablet, 
smartphone or laptop that works best 
for their needs. They must also 
understand support considerations 
and what happens when a device is 
replaced, lost or stolen.  

For 
Employees 

• BYOD means supporting a variety of 
devices and their operating systems, 
and maintaining an expected level of 
service. To keep costs low, it must be 
easy to securely onboard new devices 
and quickly identify and resolve 
problems. 

For 
Enterprises 



5 

Employees Chose to Bring Their Own Device  

Everyone, literally:  

From the executive who purchased an iPhone to boost personal productivity to the college professor who 

redesigned the curriculum to take advantage of new tablet applications, users in all types of organizations are 

bringing consumer devices to work. 

Personal 

Simple & Convenient 

Availability 

Tech Savvy 

More travel 



6 

The Shift That Enterprises Have to Take 

Fixed and limited connectivity  

Devices owned and provided by the 
enterprise 

Devices are fixed and not 
movable 

Enteprise has full control  

Security within the corporate 
network 

Always 
connected...everywhere 

Devices chosen and owned by the 
users 

Devices are mobile  

Highly empowered users  

Securing a dynamic network  

Moving from:  To: 
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More & More Statistics on Adoption 

A new Global Mobile Workforce Report from iPass based on input from 3,100 global workers indicated: 
 
91% of those with mobile access to the Internet check in with their digital lives during the unoccupied 
moments of the day.  
 
- Not only were they checking their email first thing in the morning, 38% worked before their commute, 
25% during their commute, and 22% worked again on the way home — each and every day.  
- And they didn’t stop when they got home either. For many, work is a never-ending cycle; 37% work each 
evening. 33% work again when they arrived home, 26% after dinner, and 19% said they work again after 
they put their children to bed at night. 

According to data from 
Aberdeen, IT consumerization 
is flourishing, with 75 percent 
of companies currently allowing 
employee-owned smartphones 
and/or tablets to be used at 
work. 

Of the estimated 14 
million telecommuters, 
69% of them report 

that they use 
whatever device, 

software, or site they 
want, regardless of 
corporate policies 

(Cisco research 2011) 

According to the survey released, more than 85 
percent of Asian respondents already engage in the 
practice of BYOD, higher than the global figure of 74 
percent. The top countries globally were South Korea 
at 93 percent, Singapore at 90 percent and China 
and Taiwan at 88 percent.  
In APAC, more than 55 percent of them view using 
their device at work as a 'right', rather than a privilege. 
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Challenges for the Enterprise  

• How does the 
enterprise have 
control over these 
devices? 

Explosion of 
Mobile Device 

• How do enterprise 
keep track, manage 
and control the 
installation of 
applications 

Applications 
• How do enterprise 

protect the data and 
critical information 
from being leaked 
out by the devices 

Data 
Management 

• Who are the one 
supposed to monitor 
the mobile devices? 
It is the IT people or 
others?  

Ownership 
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Major Security Risks  

MobileSecurity 
Risks 

Web-based Attacks 

Unsecured Network 

Backdoor to Enteprise 
Network 

Device Breaches Data Loss and Integrity 

Network and System 
Abuse 

Malicious software 

Lost or Stolen Mobile 
Devices 
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What Enterprise Needs to Do? 

Redrawing line 

Power of Control 

Personal 

Business Balancing 

Risks  Benefits 

Understanding 
Managing 
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What Should be Secured?  

Device 

Lock 

Wipe 

Locate 

Data 

Encryption 

File Protection 

Data leakages 

Authentication 

Management 
policies  

Application 

Rogue 
Applications 

Visibility on 
Applications 

Controls over 
Applications 

User 

Profiling 

Location of 
the User 
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http://www.frost.com 
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Email: ajay.sunder@frost.com 

 

 
Frost & Sullivan, the Growth Partnership Company, enables clients to accelerate growth 

and achieve best-in-class positions in growth, innovation and leadership. The 

company’s Growth Partnership Service provides the CEO and the CEO’s Growth Team 

with disciplined research and best-practice models to drive the generation, evaluation, 

and implementation of powerful growth strategies. Frost & Sullivan leverages 50 years 

of experience in partnering with Global 1000 companies, emerging businesses and the 

investment community from more than 40 offices on six continents. To join our Growth 

Partnership, please visit http://www.frost.com. 

 

For general enquiries, please email us at apacfrost@frost.com 

 

Thank You For Your Interest 
Contact Information For Further Discussion    


