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Ajay Sunder 

Good morning everyone. So the topic for today is BYOD, Bring Your Own Device, 

Bring Your Own Disaster.  So just a quick snapshot, when I was telling my wife I am 

here today to talk about BYOD she was like why do you want to talk about BYOD?  

What's there to talk about BYOD?  So I was like what do you mean what is there to 

talk about it?  So then just do it.  That's profound, just do it but that's what enterprises 

need to do.  And then I realised she was mistaking it for BYOB, Bring Your Own 

Booze.  I hope our -- we have an interesting panel and we will have exciting 

discussions.  It's not intoxicating enough. 

So BYOD, I think before even talking about BYOD just trying to take the context 

what's happening today is that the role of individual has evolved.  We are today 

having a Facebook persona, where you have a personal side of yours, you have most 

of your friends, you upload your personal pictures you share jokes.  On the enterprise 

side you are using that application during the enterprise application like Oracle and 

you are interacting with enterprise users as well as vendors.  And there is a mixed 

phase where you are using blogging and whenever you are making a side of yourself 

which is personal come professional, so your blogging website for example could be 
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open to your friends as well as to your enterprise consumers or to your enterprise 

network, people in the network. 

So the role of individual has evolved and it has changed over time and what it has 

meant for computing.  Traditionally the bit we are looking at computing, we are 

talking about mainframe moving to super computer to personal computer, but the 

communication and computing both have merged.  And now we are talking about 

Smartphone's which at some point of time it's not just a communication device it's 

actually a personal computing device for most of the people (inaudible) in any case. 

And having said that, so what does BYOD mean?  From an employed perspective as 

well as from an enterprise perspective, when you are talking about employees we are 

talking about bringing your own devices be it in the form of bringing your own 

laptops, your own tablet devices, using your enterprise network, accessing it, using 

your own Smartphone's.  So that's what users are open to today. 

And when you are talking about from an enterprise perspective what does BYOD 

mean for them it means supporting these varied devices which are there on the 

network, which will [earlier].  So if you talk about from an enterprise perspective the 

biggest challenge is that enterprises had control of these devices but now these 

devices are very open, you could be using a Samsung Android phone or an Apple 

iPhone and enterprises are not aware that people are using their network to access 

these applications. 

So it's providing these -- access to these devices, providing applications which can be 

used by these devices and supporting them in a manner which is of minimal invasion 

to any of the other users in the network so that's what BYOD as a challenge poses for 

enterprises. 

And another key thing is that there are multiple endpoints, so a single user today will 

interchangeably connect.  I might be using a tablet at one point of time, but I have a 

Samsung phone and I might be using, accessing my emails over my Samsung, Lotus 

Traveler, and the next moment I might be actually accessing my Lotus notes over my 

laptop device.  So a single user has multiple endpoints which he can cater too. 

And simply speaking why do employees choose BYOD?  So we are talking about a 

couple of simple reasons here, first of it its availability so all your devices be it your 

tablets or be it your Smartphone's are available [to you] 24x7 so it's much more 

convenient if I have to access my email over my mobile or if I have to use my 

enterprise access, enterprise apps if I can access it over my Smartphone it's simple end 

convenient, it's personal so it's the mix.  I can be messaging a friend and the next 

moment I could be taking an enterprise application what my latest sales numbers are.  

But travel being such an important part of most of people's lives it's illogical to expect 

that you'll be always accessing your enterprise apps through laptops. 

And generally speaking people are getting more and more tech savvy.  Gone are the 

days when you needed training on how to access your Lotus Notes.  When you come 

to an enterprise now you are expected to be ready, you are expected to be knowing 

basic know-how's of how to use Word, PowerPoint and all the enterprise applications.  
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So from everyone from a [middle executive] to senior level VP is expected to carry a 

Smartphone these days, and he's expected to know how to access these applications 

over the mobile phone. 

So given this context what are the changes or what are the challenges that enterprises 

are getting ready for?  Earlier you were okay with the fixed and limited connectivity 

which is now moving to always connected and a pervasive everywhere kind of 

connectivity.  Earlier enterprises owned their devices but now we are seeing more and 

more enterprises are open to the situation where employees are bringing their own 

devices and want access over the enterprise network, devices which are fixed and not 

movable, for example you're PCs.  But now we are talking about mobile devices not 

just Smartphone's but even your tablets. 

Full control from a control perspective, enterprises had control over the devices, the 

laptops configurations you cannot install any new software, you cannot access the 

network after six blah, blah, blah. But now you have highly empowered users who 

want control and who want full vetted control over all the enterprise applications 24x7.  

And from a regime where we had full security within the corporate network we are 

moving towards an arena where enterprises are more and more open to the idea of 

exploring or how to secure a dynamic network, which can be accessed be it through 

[VP] and also in some other forms outside. 

And to those who are still sceptical or cynical about the concept of BYOD I am using 

mobile apps over my tablet or my Smartphone, but I am just an advanced user.  There 

is more and more data coming out in terms of support for adoption from enterprise 

users across the globe.  I won't go into the details of these statistics, but the fact is that 

BYOD is pretty much a reality and as we move along we are going to see this 

adoption increasing further. 

So having talked about this, having set the context for what BYOD currently means I 

would just like to talk about the challenges which BYOD imposes for the enterprises. 

And there are four key challenges which I feel an enterprise currently faces.  The 

explosion of mobile device, so with the Android and IOS being the choice platforms 

these days but we are openly seeing other kinds of applications, other kinds of 

platforms trying to make a bid.   

So how does the enterprise have control over these devices? They have different 

platforms, they have different access controls.  How do enterprises manage, track and 

secure different applications which are accessing enterprise apps over the different 

networks? That's another big challenge for enterprises. 

What about data?  How do they manage my data?  Now more and more enterprise 

data being accessed from different devices what kind of access control do I need to 

have a different level of data? 

And last but not the least the ownership, who owns the device?  Traditionally it was 

very simple the laptop belonged to the company, but now if I'm accessing through my 

iPad I've paid for my iPad.  So why does the enterprise need to put a Websense or 

some kind of filtering software on my device if the device belongs to me?  So this is a 
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question of what is the ownership in terms of from an enterprise view and from an end 

user view. That's also become very important.  And that's also a challenge for the 

enterprises moving forward. 

And having talked about that what are some of the major security risks we see for 

BYOD?  And we'll talk about this with the panel also in a while.  So some of the key 

things are maybe lost and stolen mobile devices how do you ensure that no enterprise 

data is left or can be accessed by any phone which is maybe lost or stolen? So how do 

I remotely over the air describe enterprise level information which is there on the 

current mobile phone held by enterprise user?   

Similarly unsecured network, if I am accessing through an unsecured Wi-Fi network 

is there a case for a malicious virus or some kind of breach from a network 

perspective which I should be aware of?  And data loss and [integrity] that's another 

one important factor.  If I am accessing something from my tablet if somebody steals 

my iPad who is responsible for that, especially from the same context from a control 

perspective.  If the user owned the device how do I ensure the data and the integrity of 

that data which is accessed by the enterprise user over his personal device now?  

So these are important security risks which moving forward enterprises are realising 

that they will have.  It's pretty much a reality now and they will have to address in the 

near future. 

Having said that what are enterprises doing or what do enterprises need to do to 

enable this BYOD regime?  [We] draw the line, and when I say I don't say that have a 

clear line what I mean is define what is personal what is professional and what kind of 

accessibility is allowed between personal apps.  So more and more enterprises for 

example when Facebook was getting very popular we had enterprises openly saying 

that no Facebook access during office hours.  But now enterprises are okay with 

Facebook, no Websense filtering or no other kind of filtering with Facebook. 

Out of control, how do I control or what kind of control do I have especially for the 

enterprise apps do I maintain a different level of control, and for personal apps do I 

keep a level of control somewhat different?  How do I balance the risks and benefits 

of users bringing in their own devices?  And the key thing is managing, how do I 

manage these devices in the network?  How do I constantly monitor, track and make 

sure that I know, at least I am aware of what are the different devices which are there 

on my network? 

And this is where I'll open it up to the panel.  From a challenge perspective, what we 

feel is that the overall context, of BYOD there are four main challenges which are 

there right now.  One is from a device perspective, so what kind of device control do 

enterprises need to have?  From a data perspective, how do enterprises ensure there is 

adequate data access, there is adequate data control?  Applications, what kind of 

applications can be accessed or should be allowed access into the network? And user 

access, how do I ensure that the person who is accessing the network is an authorised 

user for the network? 
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So I'll just open it to the floor now and maybe I'll start with you Adam.  From your 

perspective mobile device, mobile security, mobile device management is a key 

aspect and that's one of the key challenges which we are seeing from our BYOD 

regime.  So how do you moving forward see this happening?  Are enterprises actually 

realising the importance of mobile device management or they are still not accepting 

the risks from not having a secure mobile device? 

Adam Kelly 

That's a good question Ajay.  I think you've summed it up very well from -- there are 

two perspectives in the security, well from a security point of view in mobile device 

management one is the employee and the content and the data that they have on their 

own device, and the other one is the enterprise and accessing the corporate systems 

and services in a secure manner. 

Within AirWatch there are a number of different factors.  Security is right at the core 

of everything that AirWatch does from right at the beginning of an enrolment phase 

all the way through to the last type of service until an enterprise [wipe or a wipe].  So 

from an enrolment phase the user has or the enterprise has two different ways or 

multiple different ways of enrolling a user.  It could -- or AD authentication, basic 

authentication, two-factor authentication and token-based authentication.  So the user 

is then recognised whether it's a BYO or a corporate device they are recognised as a 

trusted device that's coming into the AirWatch management platform. 

From ones that have gone passed the enrolment stage they choose whether it's a 

BYOD or a corporate device, and based on that ownership within AirWatch there will 

then be pushed out different device policies that the company or the enterprise has 

devised. Those policies could be around profiles and that could be a Wi-Fi or an 

exchange active synch profile giving them access to corporate resources.  It could be a 

content profile allowing him to connect into the share point. And those profiles can be 

then secured to different types of devices that meet different compliance policies. 

So then it moves into another stage once it's gone past profiles and policies it goes 

into compliance.  AirWatch has an automated 24x7 compliance engine that is 

constantly checking with the device to make sure that the device is within compliance.  

And it also has an applications management called Enterprise Apps Catalogue 

allowing it to push out the corporate approved applications to that particular device. 

So, yes, it's about protecting the data from an enterprise point of view but also from an 

employee point of view.  And within the AirWatch solution or from a mobile device 

management spectrum it needs to cover all of that, mobile device management, 

mobile application management, content management and mobile email management 

all wrapped into that secure bundle. 

So within the MDM solution that you'll be looking at you'll want to make sure that 

you can separate what is personal and what is enterprise.  We have a security setting 

under our privacy console within the AirWatch console and that allows you to restrict 

any personal applications or personal data content, calls, SMS logs etc and it also 

restricts the ability to fully wipe that device. So you can within a BYOD scenario only 
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wipe the enterprise information that has been applied to that device when the user has 

enrolled it.   

So it's mitigating those risks. And if the device becomes, even at a BYOD level, if the 

device becomes non-compliant or falls into a scenario of black listed apps or is lost 

you then as a company can restrict the email access, restrict the content access. And 

through different types of encryption that we have and managed profiles you can 

actually remove all of that corporate information off the device, leaving the wedding 

photos and the contacts and all of the personal information intact. 

Ajay Sunder 

Sure, sure.  I'd like to move onto you Dino now, and basically what I am seeing now 

is as Adam just highlighted MDM and MDM is already evolving.  And I know we 

talked about it in terms of MDM through the mobile application management being 

the next level for security around mobile devices, any thoughts from Citrix's 

perspective where you are seeing this evolving from application management 

perspective? 

Dino Soepono 

Absolutely, so I'll take it from a different perspective because Citrix we implemented 

a BYOD policy five years ago, so we've had it since 2008 where we decided to let 

employees use their own device to bring into the company. So we've got 8,000 

employees and we have over 125 applications both on premise and web-based so we 

saw a number of challenges. 

But I think what's very important to start off with is to really define the policies that's 

going to drive this initiative, policies in relation to securities from users, which users 

are allowed to use which applications, which data.  Absolutely MDM is a very critical 

component and that will manage the device, but there is also a very important layer 

which is what we just referred to mobile application management or some people 

referred to as MDM 2.0.   

You mentioned in your previous slide about malicious software attacks, so the beauty 

of mobile application management is to really containerise or sandbox applications so 

they are not working with other personal applications like Angry Birds or anything 

personal you've got on your device.  So it's really important to isolate that as well as 

encrypt that data on your device.  So in an event that the device gets stolen not only 

can you wipe the corporate data and application but it's encrypted so that no one can 

get access to it. 

So I think from a mobile device deployment it's just not about MDM but it's also 

about application management as well as the data on the device because really the 

device is great, but the user using the device to access the application and the data.  So 

the policies are there to be defined by the users but also technology to enforce the 

policies. 
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Ajay Sunder 

Sure, thanks Dino. So if I can put it security is going to be fundamentally a very 

important aspect for BYOD if BYOD is going to be successful.  But if I look about 

security the device security or security from a device perspective is one aspect, 

moving onto the other spectrum that is what happens from a network security 

perspective.   

And I am just quoting a recent case in Singapore where there was a case where some 

of the users, government users who were accessing Yahoo Mail, and it was found out 

that there were malicious emails around that and there was some filtering of emails 

which had happened properly.  So in Singapore some of the government agencies had 

to shut down their emails for like one full day. 

So I moving onto Neeraj, now Neeraj Barracuda has a history in web and email 

security from a network security perspective, from an application filtering perspective 

how do you see BYOD as a challenge?  Enterprises will remain sceptical especially I 

am sure BFSI government will remain very sceptical to people bringing in their own 

devices especially with these kind of case histories where there are open threats.  So 

how do you see that? And what is Barracuda's perspective on that? 

Neeraj Khandelwal 

Before I begin my shameless plug let me ask the audience some questions.  So a lot of 

you are working here on laptops how many of you are using the Wi-Fi?  And how 

many of you are accessing your corporate applications email, sales data?  And how 

many of you know that the Wi-Fi is actually not secure?  Okay. 

So if I was a bad/bad guy what I would do is I would install something called Firebug 

that's a Firefox add-on, and you don't have to be a hacker to use it you just install it, it 

will give you all the cookies, all the session data of people sitting next to you using 

the same [virus].  And I can use that to access maybe your Facebook, you're Gmail 

and if your applications are not using SSL I can access your corporate applications. 

Ajay Sunder 

Neeraj you did a good job of scaring all of us here. 

Neeraj Khandelwal 

Actually even if you were using SSL the recent attacks like BEAST & CRIME these 

actually attack SSL and they can help me if I was a bad guy to look inside your SSL 

and steal your cookies. So it's pretty scary yes, you can see I can probably do some 

social engineering, send you a mail on behalf of NetEvents, get you to go on a bad site, 

download malware on your system, maybe steal your sales data, maybe go to your 

emails, try to put -- or to email forwarding so that all your emails are forwarded to me.  

So there are lots of things I can do. 

So as you can see where I am leading to unregulated networks using your devices 

outside the company trying to access corporate data that is a recipe for disaster.  And 
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the only way you can block this is to have -- this is where my plug begins, so what we 

are doing for our products is traditionally these devices would be inside your 

corporation but the corporate boundaries are themselves dissolving.  So what you 

need to do is even outside when you are using these devices you need to go through 

the same things that you are using inside your corporation.  Maybe you are using, like 

you said WebSense or a Barracuda Web Filter.   

So what we are doing is moving our security offerings to the Cloud like Barracuda 

Web Security Services. And then we enforce the users to use a sandboxed application, 

sandboxed browser like the Barracuda Safe Browser.  And all your activity is directed 

through the Cloud security service.  So this prevents downloading of any malware, 

going to bad sites, 80% of the links of the web they contain malware these days. So it 

prevents you from [being all that], compromising your device and in the process 

compromising the applications they are talking to. 

Ajay Sunder 

But Neeraj then that's my question, next question is that enterprises users it's not that 

they are not aware.  As many people in the audience themselves [I'd like to bet] they 

are aware of the risk but in spite of the risk are openly accessing networks and openly 

accessing Wi-Fi, unsecured Wi-Fi networks for their enterprise applications. 

So given that context would enterprise, IT managers or the CIOs now and especially if 

we are talking about the BFSI and the government sectors, they would be a bit 

reluctant to openly allow BYOD and user responsibility being the key issue here. 

Neeraj Khandelwal 

Right, so I started with the client end point to bring the point home.  But from the IT 

perspective we are working with a lot of customers who want to deploy let's say 

MDM or BYOD programs and they are worried about it, they are aware of the risks as 

you said.  So what they are asking for and what we are recommending is to install a 

reverse proxy or an ADC application firewall because you are publishing all these 

corporate applications and they are out in the world, anyone can access them. 

So as a natural evolution of our product to combat these things and to make IT 

administrators sleep properly at night what we are doing is we are integrating 

application security and moving it more and more on the client side.  So for example, 

we are doing things like [reputation] and analysis.  So we see that we leverage our 

reputational intelligence to see whether the request is coming from an IP address 

which has indulged in the [botnets] in the past or whether it's a user or a credit card 

which was blacklisted or if it's coming from a [tall note] or if it's an anonymous proxy 

[we then do geo] location.  So we kind of profile the client. This is at the network 

layer.  And that's the first step in determining whether is it safe or should we flag it.   

But even that, as you said that's probably not enough.  The next thing we do or we are 

beginning to do is try to prevent man in the browser attacks, so earlier the bad guy 

was sitting on the network listening on your connection now he is sitting on the 

browser itself, and he is listening in your session cookies, [banting] malware, key 
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loggers in your system.  So what we are doing is when the responses go out to the 

client endpoints from the reverse proxy we inject javascript or active extreme works 

which completely shield the interaction with the web application, so to prevent 

anyone stealing your key strokes, try to steal your session cookies. 

So we prevent all that as well as we are also integrating with things like secure 

browsers.  There is something called [Qari] from POK I believe so [inaudible] is also 

integrating with that.  So what that does is if you are accessing a very, very secure 

environment a secure website like, let's say a Federal website or a very secure banking 

website, the reverse proxy will only entertain connections if they come from their 

secure browser.  If it's not coming from the secure browser which is completely 

sandboxing your application it will not even enter [it in there].   These are some of the 

steps we are doing to make this more feasible. 

Ajay Sunder 

Sure.  So I may just summarise I guess the kind of main theme is that the security 

aspect is there at least from a product perspective.  From a device perspective we 

already have MDM solutions.  From a network perspective we already have network 

security elements. So security would be a [inaudible] and that enterprises just need to 

be aware, they need to be adopting that in a much more faster manner if we are to see 

a BYOD regime flourishing. 

Given that BYOD is a reality now I think one key aspect which keeps coming from a 

BYOD discussion is how will that change our [option] towards Cloud.  And I guess 

underlying hypothesis is that as more and more enterprises are open to BYOD people 

are accessing through tablets you want your data access to be independent or agnostic 

[off] a device.   

I'd like to move onto Michael, Michael how are you seeing BYOD as a driver for [say 

clouded] option especially in the [APAC] region.  Do you see that happening?  Or do 

you still think enterprises are very reluctant to move towards Cloud? 

Michael Kiss 

Yes, thanks Ajay.  It's an interesting issue.  As we can hear from the panel it's quite 

convoluted.  BYOD is [inaudible], so it's a lot of challenges, again particularly in the 

security space. But I guess the point I'd start with is more to the point Dino made 

earlier.  If you are going to address these challenges and look at how you drive these 

services, starting with a sound strategy is initially the way to go.   

I deal with a lot of customers on a daily basis both at the very large end tens of 

thousands of users [inaudible] deployments through to the small to medium enterprise. 

And you see a lot of different takes on what they think they should be getting from a 

BYOD program, what they think [is the risk] [inaudible] producing that sort of [the 

ability].   

And typically we come back to some of the fundamentals which are things like data 

centric security controls.  So we can talk about how many [inaudible] those and 

different [beaches] and what not but most organisations it's really the same sort of 
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strategy they would apply for a lot of their internal controls, they just have to think of 

it in terms of their mobile workforce. 

So some of the advice I currently often give to our customers is don't try and manage 

devices your setting yourself up for a lot of pain.  And to your point earlier you said 

most users have a tablet, a laptop, a Smartphone, maybe two.  And again the [channel 

rate] is huge.  I know in Asia the [channel rate] on these sorts of devices is quite high.  

A lot of people every 12 months there is a new model of this a new model of that, 

they are changing [it with their] license.  So if you are trying to craft a strategy where 

your trying to [block down] [inaudible] appliances are [a no where sort of] model 

basis you are fighting a losing battle [inaudible]. 

So the key things that draw customers back to it is what is you want to protect?  

What's important to you?  [Inaudible] what's your valuable data?  If it has to reside on 

the [device] how are you going to control that?  Are you going to look at locking 

down the device?  And the answer generally [inaudible] is no don't look at doing that 

look at again to things we've mentioned already with the [inaudible] approach.  Have 

control of that data footprint on those devices tie it back to the user again not the 

device, you want to manage your user and manage your data footprint. 

The one thing you have to also realise is it has to coexist with user data on these 

devices.  So you essentially have to play nice with -- I think to add to this point the 

family photos, the wedding snaps and all that sort of thing, the reality is they are 

going to be on there as are applications [and they are certainly not] corporate but 

personal use etc, etc.  And you have to embrace the fact that this is how these devices 

will be used.  They are not necessarily corporate assets, they are in some customer's 

cases but more often than not people are bringing what it is they like to use [as] 

consumers. 

So when I relate this back to Cloud adoption particularly in APAC we are seeing for a 

lot of customers they are actually having challenges around providing certain services 

to these mobile workforces. So Cloud is quite a natural progression form to look at 

delivering these services.  So essentially yes it does feel Cloud adoption and we can 

see a direct correlation to that.  It fits in very well to a BYOD strategy.  But again it 

still comes back to how you formulate that strategy and how you implement your 

security controls whether it's being hosted in your data centre in the Cloud and how 

you're actually managing those endpoint devices. 

A couple of interesting stats, when we look at things like how companies actually are 

exposed to risk, so at Verizon we actually operate one of the world's largest global 

forensic practices. So because of this we have access to some very detailed data as to 

how organisations do succumb to attacks and breaches.  And interestingly our latest 

report last year showed that over 94% of breaches still occurred at the server level so 

not endpoints, not desktops, not tablets things like that.  Although there is still a risk 

factor involved there it's still the basic stuff that's being -- that's lacking. 

So again if we establish that correct foundation and really help the customers define 

what they want out of the program be it efficiency gains, cost savings or really just 
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providing features that are in demand in their workforce they still need me to look at 

the same essential controls and the way they implement these strategies. 

Ajay Sunder 

Sure, sure.  Dino just your [quote on the item], [Chris] has done a lot of work on 

enterprise mobility Cloud enablement, do you think moving towards Cloud gives the 

enterprises that much flexibility or that much assurance just for the security aspect, 

and I [say that]  in Asia. 

Dino Soepono 

Yes, so I think from a Cloud perspective I think I am seeing a lot more of the [SNB] 

moving to it, the enterprises are still more inclined to do on-premise types of solutions 

for BYOD but I am seeing a trend in smaller SNBs, leveraging the Cloud for that 

desktop as a service, device as a service but enterprise not so much yet, not going to 

the Cloud but pretty much on-premise type of solutions. 

Adam Kelly 

I'd just like to add there Ajay that probably 75% of AirWatch's customers would be 

are AirWatch hosted in the Cloud.  We've got security measures in place where all 

traffic, all data, the HTTPS is encrypted and we have reverse proxies as [Neeraj] has 

said built into that that can sit on the customer's premise.  And it's only the, I guess, 

the regulated deployments, the banking and the financials and the very large 

enterprises that are probably sitting on-premise at the moment.  But, yes, we have 

definitely seen that shift to the Cloud very, very quickly. 

Ajay Sunder 

Great.  Good to hear that.  I think I'll leave the panel open for questions and answers 

from the floor now.  Anyone has any questions from the floor for the panel? 

Adam Kelly 

That's a BYO mike turn it on.  Yes, if you ask your question I'm sure one of us can 

repeat it on a microphone. 

Anthony Caruana - Technology Decisions Magazine 

Thank you.  Thanks very much for the discussion guys, Anthony Caruana, 

Technology Decisions Magazine Australia.  BYOD is not new it's or I heard someone 

say it at another event a couple of days ago that it's actually about 600 or 700 years 

old, when monks used to sneak papyrus into monasteries instead of using normal 

paper, so it's not a new problem. 

My view is that all this infrastructure and MDM and all this stuff it actually makes 

BYOD worse not better, because IT is starting to impinge on the users device and the 

user's experience and what the user really wants to be able to do.  And I think the real 

solutions when all of our applications and our data access is architected to be 
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completely device independent so you just deliver what you need to do rather than all 

this other stuff. And with all respect to all you guys who are in the vendor space and 

making stuff to try to make this happen today there will be a time when that stuff 

disappears because the apps will just work. 

Does anyone have a view on how far away we are actually from doing this in a way 

that doesn't really annoy users? 

Ajay Sunder 

Adam, do you want to take that? 

Adam Kelly 

Yes, great question.  From a vendor's point of view hopefully never, but I think the -- 

each different device comes with a different operating system, the equipment 

manufacturers have a different point of view on what they want to be able to give the 

user.  The consumerisation of IT is happening through BYOD because people are 

bringing their own devices.   

And when you make the point that it's not needed, well if I was to access my emails 

and then access a secure attachment that had been sent through from maybe my 

managing director or CFO and then leave it on an aeroplane which is very easy to do, 

then where does that data go?  So currently with -- in the MDM space and what 

different vendors can do and especially AirWatch's if that is to happen I can either go 

to a self-service portal on my iPhone and I can lock and wipe my iPad or I can call up 

IT service desk and say I've lost my iPad can you please put the correct security 

measures in place.   

So I'm not too sure whether I fully agree with the direction of where that would be 

heading, because I think you do need that level of management around the device.  

Now if it gets to a point where applications just work and the data on them somehow 

is secured in some way then my answer is I don't know when that's going to happen. 

Anthony Caruana 

[The bar] today is you assume you know what devices are being [run] so your 

business can get access to the data. 

Adam Kelly 

Within AirWatch we do, we've got a secure email gateway that can actually detect and 

monitor who is connecting to your exchange after [you've synched].  So as far as 

emails go at the moment in a lot of business enterprises if they've got the correct 

domain and credentials and look up fields then they can just access that data if active 

synch is on.   

But you can start to redirect your traffic through us if your email gateway were there 

watching that way you can block it at a device level than say if you're not managed by 

AirWatch you don't have access to emails.  And also with the AirWatch management 

console you can see every single device that is being -- that is enrolled that is 
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accessing your applications, your content, the share point etc that you put in there.  So 

you do have that level of granularity. 

Dino Soepono 

Just on that, I think I agree with Michael whether that managing the device is going to 

be a headache for enterprises.  Today with Citrix we have web apps, [SAS] apps, 

Windows apps, HTML apps as well as native phone apps.  So that time I'm not sure 

when that time is when all applications will work but the reality is we've got all those 

types of apps and we've got all these devices as well that employees are bringing in. 

So with Citrix we are able to provision Windows applications on an IOS device, on an 

Android device.  So no matter what application I think it's all about managing the 

application as opposed to all these devices that are coming out with the different OS's 

and different hardware.  So it's a different perspective from Citrix, but I think that 

utopia world is coming, but don't know when but I think we should manage it today. 

Ajay Sunder 

So I guess it is device management versus application management that's going to be 

the theme for BYOD.  I've been just flagged up for time, so I'm sorry we are not able 

to take any more questions.  But the panel members will be here, so if any of you have 

any other questions feel free to approach them later after this discussion. 

Just to conclude I just have one final remark from each of the panel discussions if I 

can have a quick final concluding remark.  BYOD, what do you see BYOD is here to 

stay, just one quick final remark from you. 

Adam Kelly 

Absolutely, I think it's definitely here to stay.  From an AirWatch perspective it's 

agnostic across platforms, agnostic across applications whether they are internal to the 

enterprise or external to the public apps stores.  And I think it's just going continue to 

grow, and it's a matter of enabling enterprises, enabling them a way to manage BYOD 

as it comes into the workforce. 

Ajay Sunder 

Neeraj Khandelwal? 

Neeraj Khandelwal 

From a security perspective what's happening is all this new vulnerabilities are 

coming up, so what often happens is CISOs have the responsibility but often not the 

budget not to drive all the security related things around this.  So they should probably 

take up some leadership and influencing strategies to get all the security in place that 

[inaudible] happen. 

Ajay Sunder 

Dino [quickly]? 
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Dino Soepono 

Yes, I think there's two types of customer's number one the customer that understands 

that BYOD is in their organisation, they are doing something about it.  And number 

two customers that know BYOD are in the organisation but not doing anything about 

it.  So my closing remark is define the policies, use technology to enforce the policies, 

and you'll have a successful BYOD program. 

Ajay Sunder 

Michael? 

Michael Kiss 

Yes, [certainly] is whether I think [it's how organisations] address the challenge it's 

going to be quite [inaudible] still, there is still a lot of room to mature in this area I 

think from some of the comments [that form our] this [full concern], so [inaudible] 

devices.  I think as capability is expanded as [inaudible] easier, it's going to be easier 

to strike that balance between the customer [inaudible] and expand what companies 

need to enforce. 

Ajay Sunder 

Sure. Thanks a lot everyone for your time for this panel discussion today.  And as I 

said in case any of you have any other questions feel free to approach the panel 

members later.  Thanks a lot for your time. 

Manek Dubash 

Great. Thank you, Ajay. Thanks very much the panel. This one will -- this is another 

one that will run and run. And now Kash Shaikh from HP if you'd like to come on 

down and talk to us about demystifying -- 

 

[End] 


