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APeJ — Fastest Growth
Region World Wide

13% Y-on-Y Growth from
2011

1H 2012

5 Years
CAGR

® Endpoint Security through 2016

uIAM
= Messaging Security CEMA 11.7%
® Network Security Latin 8.2%
m Other Security Amerlca
o USA 7.1%
. Canada 5.4%
Web Security
W. Europe 5.4%
World Wide 7.0%
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m Washington Post joins list of hacked
s | US media

February 3, 2013, 2:29 am | AFP
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Anatomy of a Ransomware

&  C | O 195.189.227.227/US/

To unlock the computer you are
$ 100.

obliged to pay a fine of

‘You must pay the forfeit through Paysafecard:

To do this, you should enter the 16 digits resulting code [lfnnc\ﬁsar\.r
A A R S
several codes, enter them one after the other and press OK),

Computer Crime & Intellec
United States Department of Justi ) .
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+... Where can I buy Paysafecard?

Paysafecard is avaiable from 350,000 ssles cutiets worlduide, in the United States from TPP, =pay,
pracash and blsckhvik outists
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= Freezes computer

= Virus not deleted even after ransom paid
= Keystroke loggers and other viruses inserted
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Masquerades as a law
enforcement or software
vendors

Scammers then demand
for ransom be paid in order
to unfreeze screen
Drive-by virus, infected by
merely surfing sites — most
commonly porn sites.
Highly adaptive — location
aware. Morphs information
to suit locality of attack




Anatomy of an Advance Persistent Threat
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P « Persistent in nature. Highly
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St o B targeted. Utilises combination
: G = “GATOR. INTERNET_CH of attacks — malware, social
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« Can be “primitive” by using

lame_props.FLAME_ID_CONFIG_KEY) then

) = config.get known vulnerabilities. Can

: flame_props.FLAME_ID_CONFIG_KEY

also be stealthy
* Highly elusive. Codes can be

= Siphons information over protracted periods polymorphous to avoid
= Advanced versions focuses on gaining control detection

of critical infrastructure
= Run by nation states and cyber cartels
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