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Anatomy of a Ransomware 
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• Masquerades as a law  

 enforcement or software  

 vendors  

• Scammers then demand 

 for ransom be paid in order 

 to unfreeze screen 

• Drive-by virus, infected by 

 merely surfing sites – most  

 commonly porn sites.  

• Highly adaptive – location  

 aware. Morphs information  

 to suit locality of attack   Freezes computer 

 Virus not deleted even after ransom paid 

 Keystroke loggers and other viruses inserted 



Anatomy of an Advance Persistent Threat  
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• Military and  intelligence  

 origins 

• Persistent in nature. Highly 

 targeted. Utilises combination 

 of attacks – malware, social 

 engineering 

• Can be “primitive” by using 

 known vulnerabilities. Can  

 also be stealthy  

• Highly elusive. Codes can be 

 polymorphous to avoid 

 detection  

 Siphons information over protracted periods 

 Advanced versions focuses on gaining control 

 of critical infrastructure 

 Run by nation states and cyber cartels 
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