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Thank you.  I'll kick it off here with some things that we're seeing at IDC as an 

independent point of view.  And if there are questions on the countries I'm very happy 

to name them as an independent analyst.   

So generally at IDC, we do a lot of market sizing, we do the numbers.  And these 

numbers here show you what's happening in the vendor ecosystem.  This doesn't 

include the services, the professional services, the managed services that go over 

security.  It just tells us a little bit about vendor shipments.  And this SVM is Security 

and Vulnerability Management and that is a combination of intrusion detection, 

intrusion prevention and response type solutions.  And the other component is 

management, which is basically the correlating and analysis of event logs.  The other 

area of security I want to call out is identity and access management.   

And there's two things I want to call out here.  First off, Asia-Pacific is the fastest 

growing region.  The second is IAM and SVM are the fastest growing.  What's really 

driving identity and access management is mobility and all of these great endpoint 

devices that you actually don't have protected and as well as the cloud services.  The 

more clouds we connect to, the more devices we connect across, the more importance 
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it will be to authenticate identity.  And that is what is important.   It's no longer user 

and password, it's where you're located and who are and somehow to authenticate that 

identity.  

There's a couple of interesting things I wanted to also call out.  Security and really 

breaching a network from the mind of a criminal is a fantastic business in some 

respects.  First off, in 85% of the cases it takes me seconds or minutes to come into 

your network and steal what I need to steal.  In 85% of the cases it takes months or 

weeks before you discover it.  In 9% of the cases it takes years.  Now that's a fantastic 

business case to be a criminal.  And since we can do it across from any country in the 

world it's kind of a slam-dunk case.   

Most breaches tend to be hacking, basically finding out your user name and password 

or stealing it somehow.  And the second most common that we're seeing is malware.  

And most of the time it's phishing and spyware.  In most cases we would actually see 

a combination of the two.   

So then moving to the next slide here, here's some of the breaches that we've been 

following.  Some of them might be specific to countries, others not.  But basically the 

governments and financial organizations have been usually felt the impact.  The 

motivations for security breaches have changed quite a lot over the years.  These days 

we're seeing financial motivations being the primary.  They tend to do the most 

targeted attacks.  When they do these attacks they cause the most damage in terms of 

financial loss.  There could also be loss of brand, really angry customers, partners or 

suppliers.  In some countries like Australia there are starting to be requirements where 

they have to disclose a security breach.  And in the state that I'm from California that's 

actually a law on the books.  So you can't really hide it anymore.  It's very much in the 

public domain which can be embarrassing for the company in question. IT can be on 

the front page.   

There's also hacktivism which are usually political activists that break into networks 

and do various things.  When they get involved they don't necessarily create a   

financial loss for victims.  They  tend to steal the most amount of records.  They don't 

necessarily really know what they're stealing but still nevertheless it's quite damaging.  

Just think of Wikileaks and Bradley Manning for example.   

And then there's some others here.  This is one we're seeing in Australia and other 

places.  The ransomware is basically shutting down your whole -- it usually happens 

to SMEs, shutting down your whole website, demanding that you pay some kind of 

fee because you've broken a law.  And then when you do your site doesn't really turn 

back on, you've just lost some money.  And they usually do some kind of other sort of 

malware characteristics opening a backdoor, injecting a keystroke logger,  or 

something along those lines.     

And then before we get onto the panel, there's also the advanced and persistent threats.  

We saw with some of the news this week naming certain countries.  Likewise we've 

seen others.  There's things in the US, events that name Iran, North Korea, you name 

it, lots of countries have been named.  The latest this week was China.  But next week 
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it'll be somebody else.  It's happens globally.  So I completely agree with FireEye's 

comment.   

But this is what's happening.  This is also quite damaging to the industry.  So without 

further ado -- one last thing I want to share with you is I'm also responsible for the 

mobility at IDC.  And it's quite astonishing that considering all the devices that we 

have out there only 20% of organizations actually have a security policy.  That's 80% 

who actually don't.  Considering that Android has reached the millionth breach in 

three years and it took Microsoft 14 years to reach that, that's going to be quite telling.   

And I think while most breaches are still happening in the server, in the next year or 

two they're going to happen in the endpoint because all this focus on laptops and the 

infrastructure we are most familiar with means we are forgetting about everything else, 

such as mobile devices. We're very preoccupied with firewalls and perimeter-based 

security, but what's happening now with the workforce considering our surveys show 

that 40% of the workers are going to be working two or more days outside of the 

office in 2015.  My contention, perimeter-based security is not really relevant because 

there is no perimeter. I would like to introduce the panellists.  We've got Craig 

Skinner, the Senior Consultant from Ovum, Neeraj Khandelwal who is the Product 

Manager of Barracuda Networks, Nelson Soon from Ixia.  They've recently acquired 

breaking point systems.  And of course you know Doug Schultz from FireEye.   

So moving on to the discussion guys, 80% of attacks are at the application level.  I'm 

just throwing it out there.  I'm not sure if you see it.  So if that's the case isn't antivirus 

kind of irrelevant?  And we'll start with you, Doug.   

Doug Schultz - FireEye 

So antivirus we have alliances, partnerships with two -- one in particular, MacAfee.  

So it's not irrelevant.  We still need the antiviruses to do the remediation.  So for us 

we'll detect the needle, we'll detect the attack, but you still need to work with your 

local AV to provide the remediation.   

Dustin Kehoe 

Okay.  You guys agree with that? 

Neeraj Khandelwal - Barracuda Networks 

So I'll comment on that.  Recently there was a report on the web which said antivirus 

is useless now, you don't need it.  But I don't agree with that because to take an 

analogy if you have a lock in your house there's this saying that 80% of the people 

will stay away, 10% will always try to break in and 10% will never try to break in.   

So if you don't have an antivirus on your perimeter you're just opening up the attack 

surface to all those 80% of the people who are honest, if there is a defence but who 

might not be honest if there's no defence.   
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Dustin Kehoe 

So it's like if there's a lock on your bike and it's a cheap lock, it still sort of deters 

potential criminals.  

Neeraj Khandelwal 

Yes. 

Dustin Kehoe 

But we're also hearing this antivirus as well it sometimes ticks a box for compliance 

but it doesn't really help you, doesn't make you any more secure.  Do you guys agree 

with that assertion or -- 

Nelson Soon - Ixia 

I think that coming from our experience of our customers I think antivirus is a 

fundamental basis of where basic protection needs to begin.  But as Doug mentioned 

we're seeing increasing complexity in the attacks.  So antivirus alone is not sufficient, 

but it doesn't mean that it's redundant.  But you need to have more complex solutions 

and methodologies to prevent other break-ins from happening.   

And one thing's for sure and everyone would agree that this is an increasing trend 

because it's getting more lucrative and bringing down networks becomes an 

increasing trend as we move along.   

Dustin Kehoe 

Nelson, can I from a data and IP background or at least a network security 

background, is that the best place to look for security threats considering you can do 

like DPI, deep packet inspection.  You can analyse net flow as opposed to putting 

probes on the periphery, Symantec likes to put probes on the periphery.  What's your 

view on that? 

Nelson Soon 

We see it as both essential so you need to have probes in the network.  But we deal 

primarily with government agencies and also increasingly with service providers and 

enterprises.  So what we are seeing is that generally they are nervous about the 

network they're deploying right now.  Nervous, why?  Because they can't, they're 

seeing an increasing trend of threats coming -- not just targeting government agencies 

but enterprises and carriers.   

So what they're looking out for is an ability to simulate that attack in a controlled 

environment before the deployment.  So what do I mean?  I don't actually mean a 

functional simulation.  The ability to simulate big scale attacks with 30 million 

subscribers and 160 gig of traffic attacking your network before deployment.  So this 

is one key trend that we're seeing in a lot of government agencies also petering down 

to enterprises wanting to know if their network is secure.  And what we are seeing is 

that there are a lot of [nervousness] in the deployment right now.   
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Dustin Kehoe 

Okay.  So if I understand you correctly you're talking about the distributed denial of 

service attack.  Correct? 

Nelson Soon 

Yes, that's correct. 

Dustin Kehoe 

Okay.  And is that -- do you see that coming from government or do you see it coming 

from hacktivists or something in the middle?  

Nelson Soon 

Well, we see that this is happening but not from a particular group.  But what we are 

seeing that they are concerned about this event happening and prevention is the key 

concern for government agencies and also enterprises.  So they want to know during 

the deployment if their network is prepared for such an attack.   

One other point to note is that prevention is not everything.  A good secure network 

needs to protect itself from attacks but also be able to pass through application layer 

traffic across the network.  No point blocking all the attacks where all your 

applications doesn't go through.  So this is an increasing trend what we are seeing, 

ability to test if your network is resilient against attack while letting application layer 

traffic go through.  

Dustin Kehoe 

We've seen on YouTube for example you can actually rent a DDoS attack.  I believe 

the organization is based in Ukraine, another country referenced.  But yes, 24 hours 

they'll take down any website you want them to take down.  Get in there, Craig. 

Craig Skinner - Ovum 

I think with security as everybody knows it's not about 100% protection, because you 

won't get that.  So it's having this suite of different solutions that sort of help you to 

prevent and lower your risk and also help you to detect and manage events and 

incidents when they do happen.  So if you're looking, you've got your signature base, 

the virus protection, but then you've got the solution that you provide that sort of 

looks at more the dynamic behaviour of specific files coming in.   

But then you also need to monitor traffic as well.  So is the traffic coming through the 

network normal or is there sort of some anomalies there which might indicate that 

something has slipped through your detection and you need to go and investigate.   

So I think it's about that whole suite of different solutions to look at things from a 

different angle, to lower the risk as much as you can.  But you'll never get a 100% 

there. 
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Dustin Kehoe 

Doug, can you elaborate on your presentation, you mentioned signature versus 

signature-less attacks.  Can you go on to some detail just so everyone follows what 

you're saying? 

Doug Schultz 

Yes so what we're saying regarding signature versus signature-less, signature looks 

for a pattern.  We've seen it somewhere else.  So if you are looking for what you know 

and you can match that, that's great.  So that's typically what we rely on the IDSes and 

AV, antivirus.  What we're seeing a lot more today is that there are toolkits, malware 

toolkits that's easily accessible today where people can create unique malware that's 

undetected and these are signature-less.  So there's no instance for this specific 

malware anywhere in the world and it's made for a specific government user or 

specific manufacturer.  It could be targeted to any executive or CFO and so forth.   

Dustin Kehoe 

Okay.  And a little bit just briefly on -- not a sales pitch but a little bit how you defend 

against that.   

Douglas Schultz 

Yes, we use a virtual machine analysis platform.  We analyse the traffic real time.  We 

can block while we analyse and identify and detect that this is an APT.  We can block 

the call back or you can have us deploy it offline.  So we have an ability to 

dynamically detect it, stop it and report it.  And so maybe at a certain time this 

afternoon you can go to your executive and say about 30 minutes ago we got attacked, 

this is where it came from, this is how what it did, and we blocked it.  

Dustin Kehoe 

Neeraj, just a question on telcos as partners.  I'm going to ask you Doug the same 

question.  Considering the audience, how do you see the telcos as being partners for 

you? 

Doug Schultz 

We see telcos as an incredible go-to market because the telcos are already in touch 

with a lot of these government users and enterprises.  So the telcos are maybe already 

offering some firewall service or IDS.  And these users want someone to transparently 

offer them some APT service if it's by email or by web.  And so we have such telcos 

today that are doing this.  And we expect to make an announcement next week on one 

of them.   

Neeraj Khandelwal 

Just to elaborate on the signature part that Doug talked about, so signatures you can 

apply them in multiple places.  I guess he's talking from the context of malware.  So 
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in the context of let's say applications security you have your http request coming in 

and they have some attackers try to put SQL into it.  So there are different types of 

signatures.  Some will only look for a particular exploit and some would look for a 

class of exploits.  Let's say they will try to see the vulnerability in the backend and it 

will be a generic signature.   

So we do a lot of those signatures which are not just focusing on one exploit but a 

class of exploits.  And the great value proposition there is that you can do instant 

remediation of your code.  Let's say you have 13 acquisitions in your company code 

coming in from thousands of places.  The original developers are not there.  There's 

no way you can fix a new vulnerability in a decent amount of time.  So what we do is 

we can block that in the firewall as a vulnerability that is patched.  So you can go and 

concentrate on your business while your developers fix it in the backend, but you're 

protected instantly.  So that's one of the significant advantages of patching 

vulnerabilities.   

Dustin Kehoe 

And telcos as partners, is that a good, interesting channel from your perspective 

considering the audience? 

Neeraj Khandelwal 

Definitely yes.  We see lots of websites are now moving into the datacentres within 

the cloud.  And especially the SMBs they don't want to host their own stuff.  So we 

provide, we're moving towards cloud protection of such services. 

Craig Skinner 

Dustin, if I might just pick up.  You also mentioned about mobile devices and the 

[porous] workforce.  And I think that's a good example where your work environment 

you've got workers that are out there with devices, maybe a company device or their 

own device and so how do you manage the security of that across the whole 

organization, where that device might be linking out to the rest of the world through 

the telco and not necessarily coming back through VPN, through the company 

infrastructure where you can have that sort of company security solutions in place.  So 

I think that's a good role there for the telcos to be involved to be able to provide part 

of that overall security solution.   

Dustin Kehoe 

Absolutely.  It's underrepresented.  Is there any questions from the floor? 

Anthony Caruana - Technology Decisions 

Anthony Caruana, Editor, Technology Decisions magazine.   

The stats we heard in Doug's presentation are pretty scary about the number of threats 

and the time for detection and the fact that a lot of attacks are just almost never 

detected it seems, or not detected in enough time to make it meaningful.  Doug said 
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it's a bit like a chess game.  How can any business or government or organization 

have any confidence in any of the players in the security business when security 

companies are playing against thousands of equivalently chess masters distributed all 

over the world who always get the first move?  Is this an unwinnable war and the best 

we can manage is damage control? 

Dustin Kehoe 

Good question.  Who would like to take that one? 

Doug Schultz 

I'll take it.  I would say that we're going to do the best of our ability to collaborate 

with industry.  So this is something that we see we can't do it by ourselves.  We have 

to partner with others, security vendors and experts in industry and government 

agencies and clients to help capture some of the latest exploits.  But you have to have 

a platform that dynamically is looking at this so you can actually hone in on what's 

more difficult and more malicious.  On the backend have researchers that actually 

reverse engineer and study it.  It's something that we can certainly do our best to.  We 

can't say 100% but we see this as us against the bad guys.   

Dustin Kehoe 

There's another one up in the front? 

Stuart Connor 

[Stuart Connor], freelance journalist from Sydney.   

There's a comment in the programme here saying that it's asking the question to what 

extent can the industry pull together to organise a united front against the increasingly 

organised enemy.  And I've been reading a few things recently that have repeated 

what we've been hearing time and time again that it's an arms race, it's a never-ending 

arms race, the baddies get better and the defences have to get smarter.  And it's harder 

and harder to keep ahead and attacks are inevitable etc. etc.   

The proposal that I read suggested that industry needed to put more focus into not just 

detecting and recovering from threats, but to gather sufficient forensic evidence that 

the bad guys could be prosecuted.  Now that might be very hard to get the evidence in 

the first place to stand up in the court of law and even harder to go and pin it on the 

bad guys.  But I just wonder if the panel would like to comment on the feasibility of 

that approach because it seems to me that there's no other way out.  Really this 

escalating arms race is going to go on ad infinitum. 

Doug Schultz 

I'll take a first shot at that.  I would say that in certain countries we can work with the 

local authorities to identify who they are but this is a collaborative approach with 

government, but also industry.  We've worked with companies like Microsoft and 

Pfizer.  If there's a source trying to sell certain type of pills we'll work with them and 
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the local authorities.  So there are certain countries where we have -- again this is 

something we don't get paid for but we actually help identify those servers where the 

hosts are sitting.  If it's somewhere in a specific country in Eastern Europe or whatnot 

we'll work with the local authorities, identify and shut those servers down.  Now 

obviously we've got to get approval with the Department of Justice in the US if it's in 

the US and so forth.  But it's not as comprehensive as we'd like but we certainly try 

our best to work with local authorities for that.   

Neeraj Khandelwal 

What you would actually need is something like similar to a nuclear control treaty.  

So you have a treaty for cyber-attack control between nations.  But as you can 

imagine that's easily said, but I don't think lots of countries might agree to participate 

in that.   

So as he said the best you could sometimes do is damage control.  But there are 

botnets out there and some countries would participate or rent those botnets from 

hackers like probably Russia did in 2008 against Georgia.  Before your armies 

actually march in, you would probably go and attack their cyber space as a 

asymmetrical advantage against them.  It's a very complex beast. 

Dustin Kehoe 

Are there any more questions from the floor?  Here's one in the front row. 

Tony Chan 

Hi, Tony Chan from CommsDay International.  I just wanted to follow up on 

government engaging in cyber hacking warfare activities.   

I'm just wondering when you actually pinpoint the location of some of these attacks 

are they just more commercial based or are they actually looking to bring down some 

infrastructure?  Are they just basically stealing secrets or are they actually attacking in 

a sense of trying to disrupt infrastructure? 

Doug Schultz 

This is Doug.  It's multipurpose; it depends on what the motive is.  So sometimes they 

are trying to get confidential information like in the press industry, who's a specific 

source that is leaking certain information.  It’s intellectual property about submarines 

and missiles.  It's information about a certain new mobile phone that's going to be 

produced next year, what are the plans, what are the designs.  Oil sites, so information, 

oil bids, it's across the board.  Acquisitions, so private equity or legal firms, law firms 

are being targeted because they want to get an edge on who's being acquired or what 

merger acquisition activity is coming up.   

So we've seen this, we're able to detect it.  But then we have to partner with other 

companies to look into more of the forensic and you can actually get more detail that 

way. 
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Dustin Kehoe 

So in general it sounds like it's very targeted, maybe like a specialist kind of burglary.   

He doesn't want to steal everything, he just wants to go after one specific item and go 

unnoticed.  Is that a fair assessment?  Would that be a fair comment?  Burglars rather 

than terrorists? 

Neeraj Khandelwal 

Most of the times it is targeted.  But the way it starts out it tries, attackers would try to 

find out sitting ducks on the Internet and they'll use them as a stepping stone to 

conduct their next step of attacks.  So there are search engines like I think Shodan or 

something which you can use to find out all [inaudible] systems on the internet which 

are accessible.  So one would use that to find out which systems they could use as put 

their gun on their shoulder and try to do the next step of attacks.  So you need to be 

secure even though you might not be a direct target.   

Dustin Kehoe 

Alright.  Any questions from the floor?  I might ask one otherwise. 

To you guys, considering how many mobile phones and tablets and everything else 

we have out there and that we use for personal use, we use for work, do you think that 

endpoint will be the next platform for attacks?  It's surprising because I've found that 

very few security companies will really talk about mobility.  But we all seem to have 

a mobile device.  One out of five of us don't even have a device management solution.  

Seems like a perfect storm.  

Nelson Soon 

I'll take this question.  So we are seeing an increasing threat into the mobile space 

especially in the Android environment because Android is open source.  Now in 

Apple iOS is relatively enclosed.  But in Android space and especially with the 

emergence of Samsung and HTC I think that will be the next battleground.  And 

looking at the application that is currently on your phones, it's safe to say that it's a 

very lucrative route of attack.  You have Dropbox, you have SFDC where all your 

CRM solutions are on there and your email is on it as well.  So mobile threats will get 

to be a mainstream security threat in the future.   

Doug Schultz 

No, I'll just make the following comment.  I agree with what his statement is and if 

you haven't done -- if security architecture hasn't been addressed from a web, email, 

file, you ain't seen nothing yet in terms of mobile. 

Dustin Kehoe 

Good quote.  Thanks a lot.  I want to thank the panellists and thank you very much for 

your questions as well.   
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[End] 


