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Good morning everybody.  Sawatdee khrap [inaudible], good morning guys. 

So my name is Doug Schultz.  Thanks for the introduction, I appreciate that.  Today I 

will talk about the current threat landscape and where we are in regards to cyber 

security and what potential models could be addressed in addressing some of the new 

type of cyber attacks these days.  So I'll start up my presentation here shortly. 

And just an overview.  So IT security, if we look at the market size we have 

approximately $40 billion spent globally today on IT security.  And much of that 

spend from a security budget is spent on a security architecture that's on more 

matching signatures or matching of pattern and some level of behaviour or anomaly.  

But in general it's a pattern-based methodology in stopping or preventing related 

cyber attacks.  

So when we look at this first slide here, what I'm trying to highlight is that over time 

what we've seen is the method of attack has become very unique, very targeted.  And 

in some cases, they call it APT.  They call it Advanced Persistent Threat.  APT has 

become this new terminology for this advanced threat or this advanced malware.  And 

when we look at the big picture, the offence, the cyber threat actors -- the cyber attack 

threat actors are bigger than the defence which is generally your large government, 

your enterprises, your telcos. 
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And so what I'll talk a little bit about today will relate to how some of the enterprises, 

governments and how even the telco service provider industry may look to address 

that. 

So I wanted to talk to you some metrics and the two in particular that I want to 

highlight is what is in red.  There's a number of metrics up here, but when we look at 

the growth of cyber attacks, it's 6.5X, over 6 times of the amount of cyber attacks 

since 2006. 

And maybe more relevant to the largest global customers and governments and telcos 

and infrastructure, critical infrastructure, we have seen that our clients of the company 

I represent, we see about 98.5%, almost 99% have at least ten breaches or ten 

incidences I should say a week per gigabit of traffic.  So these ten incidences per week 

are incidences that are targeted, undetected with the existing signature-based pattern 

matching platforms that they are buying.  So when you look at IVSs, firewalls, AV, 

proxy, the various type of technologies, these incidences are bypassing that 

architecture, defence in that architecture and customers are able to show that on a 

gigabit or weekly basis.  

This slide actually is metrics that come from a specific government user and there are 

two specific examples that we captured back in 2011.  The customer, it was just a big 

inflexion point for them that for the first time, new target attacks had surpassed known 

attacks.  What that means is the signatures that they had, signature-based attacks, 

those that they were able to detect was on the decline, was moving from 51%, 50%, 

49%.  For the first time, unknown first time zero-day APT attacks had gone above 

50%, so it was now at 51%, 52%.  And so this is back a year and a half ago.  Imagine 

where we are today. 

So when you look at this, what actually will come?  If you look back a year and a half 

ago and look at the metrics, if a government user is tracking this on a daily basis, a 

year and a half ago, you'll see some repercussions today.  You'll see an exponentially 

higher amount of attacks that get through, of breaches that are made across varying 

industries; some that are known, some that are unknown.  And in most cases, the latter; 

most of them don't know that they're already breached. 

So the question is how are they getting in, what are these kind of breaches.  We have 

different type of security solutions but how are they able to get in.  And the three main 

vectors that we see today and growing, the three is by web browsing, when employees, 

government officials, customers, click, go web browse, click on links.   

Email is another secondary one.  This has become more popular.  So from a targeted 

standpoint, email is very effective from an APT, targeted cyber attack.  So if there's an 

email attachment that is weaponised, there's something in that PDF file, Word 

document or resume that is one way they get in.  Sometimes emails that have links, so 

this looks like it's coming from a government official, it's coming from someone you 

know, we see this quite often.  The links, once they click on it, their system becomes 

vulnerable. 
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The third is by files.  So we have seen these advanced malware, malicious software 

that has become dormant and we call 'malware at rest'.  So we have files that have 

moved into the beachhead, moved from the customer's beachhead to more inland, 

have moved inside the network in their file servers and their network attached storage 

and Microsoft SharePoint.   

The actual tools they use for mal has become very sophisticated, undetected and 

found other ways to continue to be undetected.  Even once they come into the network 

they've actually continued to self-mutate, become a different type of malware and 

move inside.  So this has become a lot more prevalent.  We see this is as a continuous 

security hole and challenge for enterprises and government users.  And we expect to 

see more ways, what we call threat vectors, ways where the threat actors can break in. 

So here's a couple of examples.  We are starting to see a lot more press, especially in 

the publication and press industry more recently, the Washington Post, the New York 

Times.  No industry is exempt from having a targeted attack on them.  Why?  Because 

there is some unique confidential information, a source.  Who is a source that the 

reporter is talking to or there is a specific intellectual property that a large 

manufacturer has produced, spent a lot of dollars and is using that as a competitive 

advantage or a specific government type of communication. 

So there are certain motivation characteristics, but here are just two examples.  And 

this one in particular is a lot more telling because the New York Times breach, we 

were able to confirm that out of the 45 malware, malicious software they detected, 

actually only one was detected by the antivirus, the major antivirus vendor -- the other 

44, undetected.  So very targeted, undetected, there's no signature for this specific 

malware. 

And so if you go back to my previous slide, rewind a year and a half ago, we've seen 

this coming.  The relevance of signature-less type of attacks is here today and we 

expect to see more and more news releases on a daily basis. 

Other comments is going back to the offence is bigger than the defence is that these 

type of attacks are very sophisticated, well planned out and thought out.  Even more 

recently, another security company called Bit9 which is one of our partners, Bit9 was 

targeted to get the security credentials just like RSA.  The actual vendor was targeted 

to get credentials so then they can access their true intent target, whoever that is.  So 

it's a very well-planned out sophisticated plan and this is their full time job. 

This shows the phase of the lifecycle.  I won't go into the details, but just give you a 

very high level example of one method how a targeted attack happens.   

In step 1, there is an email sent with an attachment.  It could be an interesting 

document, a resume, a spreadsheet, recruiting plan, like in the case of the RSA 

incident.  The user opens that email, opens the attachment.  The system gets 

compromised.  The malware, the agent or the dropper gets access to that system and 

moves potentially laterally to somebody they want that has higher credentials and that 

may have access to intellectual property or good information.  It could be the assistant 

to an executive.  There are a number of ways they can get to their intent target.  Over 
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time, or a short time they can gather the data they want and then ex-filtrate or in other 

words send the data out that they want.  So this is just one example. 

Who are the APT threat actors?  We classify this in three groups.  There are the nation 

state APT threat actors and when I say nation state I do want to be clear, there's no 

specific nation or country.  This is a global issue and I do want to be clear this is a 

global issue, not just specifically one country.  We have seen over 100 countries 

participating in this nation state activity. 

A second category is the crimeware actors.  So your cyber crime actors is another 

category and sometimes they have worked and partnered with the nation states to 

blend in the malware.  So when the attack happens it may look like cyber crime, but in 

fact it may be nation state motivated.  So we're able to dissect the malware and 

additionally look at who that's coming from. 

And then the third category are the hacktivists as you've seen in the news. 

So this shows the legacy model of the pattern matching, matching based on the 

signature.  And the signature platforms are doing what they were intended to do is 

stop based on a specific URL address, some call-back server, some IP address or 

some security signature.  They are doing their job.  But what has happened is the 

threat actors have gotten very clever to say we want to bypass this signature-based 

architecture so we can do and get what we want.   

So what some industry is looking at is a new model.  Some customers in the market 

are looking at a more virtual approach, a VM based virtual machine.  And so the VM 

approach doesn't rely on signatures, it's signature-less.  It is also dynamic, so it's 

dynamic in real time.  You don't have to wait until a signature is created.  It's 

dynamically done right there.  It addresses both known and unknown threats and in a 

lot of government and enterprises they want to make sure it's scalable, that it is not on 

every endpoint.  We want something that is scalable, easier to manage but also look at 

signature-less type of threats. 

The other thing that we've heard from some customers is we also have some other 

deployment concerns.  We want a local customer premise device that is at their site 

and that is not sending any data to be analysed into the cloud.  So if I'm a government 

agency or a bank or any kind of enterprise, I want analysis to be done locally, 

dynamically and I want to keep it in my country.  I do not want to send any of this 

data to be analysed by another security operation centre.  We don't want it to be 

analysed in the cloud because this is sensitive government data.   

So some of the largest defence agencies in Asia Pacific, government agencies, large 

enterprises, for them this is a big requirement.  We want to make sure we know where 

this is going, keep it locally.  So a customer premise device from the sensitivity 

standpoint, also from deployment, we don't want an endpoint agent because we have 

50,000 to 250,000 employees. 

And the other thing is for customers that may have security pedigree that have either 

had some training, come from a CERT background they realise when they see this 

type of cyber attack, they want to know more about, not just the fact that they have 
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been attacked.  They want to see more of the lifecycle.  How did it come in; what did 

it try to do; where did it call back to.  So the ability to have more visibility to the 

attack against signature-less unknown attack was important for the security team. 

So in summary, before I show just a couple of slides about the company I represent, 

FireEye, there is a new breed of attacks and it's purposefully built to bypass the 

existing signature-based platforms.  And even better, you want to have the ability to 

detect them real time, stop them and report it to management.  So show more 

proactive versus reactive. 

So here are two slides just about the company I represent, FireEye.  We have an 

architecture platform that looks at web traffic.  When we, actually for any web 

browsing, specifically for an enterprise or government users, CMS for the central 

management of both the web and other appliances and then email, email MPS which 

is actually looking at all email traffic.  Every email with an attachment we will 

detonate; we will open it up and watch it in our VM.  The VM is proprietary so we 

don't our VM to be detected by the malware and we analyse it.  And if it's true 

infected, a zero-day never been seen before, we will quarantine it and let an IT 

security professional look at it further. 

There is another appliance for the file servers, potentially anything in network 

attached storage.  That one unobtrusively looks at a copy of files and they scan if it's a 

PDF, if it's any type.  We are looking specifically for a zero-day embedded malware 

at rest.  And a number of these type of platforms have come directly from customers.  

So customers, if it's a government agency or a specific high tech company, have said, 

you know what, we've seen malware come in and it's moved in.  We need an ability to 

scan the file servers for anything.  If an employee comes into the office and uploads it 

into a file server and it hasn't come through web or email, we want to be able to scan 

for that.   

Last slide, just a little bit about our company.  FireEye had started in 2004.  We 

started shipping products in 2006.  Today we have been recognised as the leader in 

stopping targeted attacks in the market.  We have over 500 employees globally.  We 

had started investing in Asia a little bit more than a year ago.  So in Asia, from Japan 

to Singapore, Korea, Taiwan and Australia was our first phase.  And now the second 

phase, we'll be looking at other countries in emerging markets but also from a R&D 

perspective, local R&D to sales and support staff in these other countries throughout 

South East Asia and Asia. 

Back in November 2012, we hired Dave DeWalt, who was the former CEO of 

McAfee.  So Dave DeWalt is the CEO of FireEye.  He's well known in the industry 

and saw an opportunity to take a company that is looking to change the security 

market and the model. 

Just to highlight some of the customers, the focus for FireEye is we work with very 

large telcos.  We work with big government agencies, the financials, manufacturers.  

And specifically for the telco, I will talk that we do work with the large telco 

providres in Asia.  And we have two in particular that we already have validated and 

we have many more that are informal agreements.  But in Japan and Australia 
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specifically we have telco providers that are offering an MSSP service to their 

government users or to their enterprises.  So whether they have a SOC or MSSP, these 

large telcos see a value in adding some cyber security APT protection, not reactive but 

more proactive to their clients, whether it be government or industry. 

About 25% of the Fortune 500 are FireEye customers.  And specifically in Asia, 

within just one year, within 12 months we've been able to capture 36% of the Fortune 

25, the largest corporations in Asia.  And so whether it be banks, large manufacturers, 

there has been a lot of attention to protect the intellectual property.  If it's a large car 

manufacturer, steel builder, government agency, this is something that leaves no 

vertical market untouched. 

That concludes my presentation, thank you very much. 

 

Q&A Session 

Manek Dubash - NetEvents 

My first question has to be when you started talking about the way that these 

signature-less attacks have grown compared to the known attacks if you like, and you 

cited the fact that it was a big government user.  So how typical is that of most attacks 

given that obviously in the US government, if you're in a US government department, 

you would expect to get attacked because of the nature of the beast? 

Doug Schultz - FireEye 

So in the last year we've built on our presence in Asia Pacific and Japan and Australia 

and our typical model is we sit down with customers or end users and educate them 

about the attack.  Generally they want to validate to see if they are already breached.  

And part of why I don't show who are customers is in fact once we are able to get a 

copy of their traffic, we're able to show that they're already breached.  And so there is 

a 100% practically ratio in Asia, it doesn't matter which country that there is already a 

breach in existence and we can show them that. 

Manek Dubash 

Okay.  What about the way that you approach this -- solving this problem?  You've 

got an appliance.  That's quite an old-fashioned approach these days isn't it given that 

most people do have -- people are going into VMs.  It seems to me that -- explain why 

it's a better approach. 

Doug Schultz 

So what we are hearing is when our CTO, Ashar started FireEye when he spoke with 

customers, he was looking at various approaches.  Do we start with the cloud; do we 

start with endpoint solution or a NAC solution.  And what it came down to was using 

a platform that was high performance, that was very specifically built for APT, it 
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wasn't doing firewall features, it wasn't doing AV and so when we looked at that we 

wanted to make sure that we addressed the requirements of the customer.  And so a lot 

of the government users and enterprises were asking we want to analyse this within 

our premise.  This is so sensitive if there is a breach we want to know about it, but we 

also want to analyse the traffic locally on our premise.  And this is again the largest 

banks and technology companies have been very particular about this.  But it doesn't 

mean that there isn't an approach for cloud.  That could always be an approach, but 

today a lot of the large Global 2000 even in Asia prefer that. 

Manek Dubash 

Any questions from the floor at this point? 

David Heath - iTWire 

David Heath from iTWire.  Doug and I have spoken in the past.  A quick question. 

We all know that the bad guys are getting smarter.  Are the good guys going to remain 

smart enough? 

Doug Schultz  

So are you saying from a vendors community, are we being smart enough? 

So we do see it is a chess game for us and so Ashar is the big thought leader in our 

company.  But what he does is he has these kind of war game type of sessions with his 

development engineers and they try to predict how will they exploit or how will they 

try to find a new way, a new method to attack a government or corporate user.  So 

there are some of these sessions that allow us to look at futuristic type of approaches 

to attack.  But also we have the ability when we look at current malware, we reverse 

engineer it and we actually find new ways and methods as we reverse engineer the 

malware and then we communicate that to the security industry.  So we did something 

recently with Adobe.  If we see a security vulnerability, we want to share that with 

industry. 

Manek Dubash 

So what's wrong with sending that malware -- you say your appliances aren't 

connected to the cloud.  What's wrong with sending that malware back that way?  I 

don't quite understand the distinction. 

Doug Schultz 

Good question.  I think that they have certain privacy regulations specific to that 

government user or the enterprise.  They want to analyse it locally.  If they give us 

permission to -- on site to get a copy or sample of that then we can actually look at 

that further and this is where you use companies like Mandiant or others to find out 

more about where this breach is coming from.  So FireEye is looking to partner with 

other solution providers. 
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Sean Mitchell - Techday 

Sean here, from Techday.com.  

We've heard from Palo Alto Networks in the past about their virtualised approach to it 

and one of the things that they said was there aren't enough security analysts in the 

world to keep up with analysing all the different email traffic and attachments and 

those sort of things.  So it has to be a very automated approach in the future.  What's 

your view on that?  Can that process be automated and how are your 500 team 

members going to keep up with the traffic? 

Doug Schultz 

Sure, a good question.  So part of the platform, the value that we offer is in the 

appliance we do dynamic analysis.  And dynamic analysis is something that we are 

looking at the traffic real time, dynamically detonating that web session or that email 

attachment because as you said there isn't enough analysts in a government agency or 

even banks to look at every potential malware.  So organisations and SOCs today or 

even if it's a security vendor, they may have a SOC but they are not built to manually 

look at a lot of the malware that's coming in because as one of the graphs showed, the 

number of unknown potentially you need to confirm those.   

And so we have a large manufacturer in Korea.  They have about 10,000 maybes that 

come in every day.  They think that these are potentially risky maybes, 10,000.  They 

couldn't manage that.  They have a SOC team; they have around 50 analysts in some 

capacity, if it's firewalls or malware.  But they just could not look at a lot of these 

maybes.  So they were able to detonate these web sessions play them out and bring 

down to 8 specifically for that day that were targeted. 

So what we see is we see a value of dynamically analysing in real time to focus on 

what is a real attack because it's just going to become a bigger -- you're going to see a 

lot more threats growing that way. 

Manek Dubash 

Just to pick up on that point about Palo Alto since they were here at NetEvents a year 

or two ago, making a lot of noise how wonderful their stuff was.  How would you 

compare your company to Palo Alto? 

Doug Schultz 

Palo Alto is a good company and FireEye and Palo Alto are invested by the same 

venture capital.  FireEye is specifically focused on these targeted attacks.  We started 

in 2004.  We've put in a lot of intellectual property in looking at the unknown.  And so 

some of the differences -- it's not just Palo Alto but there are a number of vendors in 

the security space -- is we analyse locally on premise.  We don't do any analysis in the 

cloud.  We actually look at all forms of attachments.  We don't only just look at the 

web but we also look at emails and other vectors.   
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So I would say we are more comprehensive and we're more sensitive to the data and 

more importantly, we look at the whole lifecycle.  We don't just look at object by 

object, when you analyse it.  We look at the birth of the malware, how it came in 

through the exploit.  That's the key message. 

Manek Dubash 

Okay, thank you. 

Michael Foreman - Computerworld 

Michael Foreman, Computerworld, New Zealand. 

If I heard you correctly I think you said like 100 nation states are involved in malware 

activity. 

Doug Schultz 

I would say that when it comes to a lot of this, how do you say, cyber espionage, I 

would say that there is a number of nations that are doing some level of that. 

Michael Foreman 

So not 100? 

Doug Schultz 

I wouldn't say one specific country, but we would say over 100. 

Michael Foreman 

Would you like to tell us which ones? 

Doug Schultz 

No comment. 

Michael Foreman 

Would you like to tell us one? 

Doug Schultz 

No I would say that everyone is -- in a sense we see everyone, no specific nation I 

don't want to call out is doing it.  It's a number of nations. 

Michael Foreman 

Would you like to withdraw that statement? 

Doug Schultz 

No comment. 



APAC Press & Analyst Summit NetEvents 

Phuket, Thailand - February 20th - 21st, 2013 10 

Michael Foreman 

Okay, thanks. 

Manek Dubash 

Is there a way to be more specific about the kinds of countries that are doing this? 

Doug Schultz 

You know I think countries that are looking to get a competitive advantage or 

countries that are trying to get information or deter some type of activity.  There are 

different types of motives.  So certainly they have their motive, but it's something that 

for FireEye we're not trying to take any sides.  Although we're an American company 

we do want to work with each of the governments of the world, in Asia and Europe to 

specifically look at the content, study it and work with them and help provide that 

defence. 

Manek Dubash 

So basically the countries that can't afford to do this are the ones that aren't doing it. 

Doug Schultz 

Yes. 

Manek Dubash 

Okay. 

Doug Schultz 

It has levelled the playground.  So if you are a small country but if you have some 

assets it's increased your ability to do some R&D and level the playground with say, 

the United States or another country. 

Uday Pai - India Telecom News 

Hi.  You have a central repository for analysis right? 

Doug Schultz 

Yes, the appliance provides a way to look at the traffic but we don't store all the traffic.  

It's actually real time analysis.  So we're looking at any web traffic currently and we'll 

spin up a analysis and then spin it down.  We'll spin up others.  So we have an ability 

to spin up to 96 virtual machines dynamically, simultaneously.  And so we don't 

necessarily store.  There are other vendors that do provide storage, a central repository 

from a forensic standpoint. 

Uday Pai 

Have you faced any attacks there in your repository? 
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Doug Schultz 

Not that we are aware of.  So we don't actually store.  We actually tear it down and 

start a new session.  But there are other vendors that actually will store that 

information.  So we purposely dynamically tear it down. 

Manek Dubash 

Has he answered your question? 

Uday Pai 

No.  He means to say they are not facing any cyber attacks, that FireEye is not facing 

any cyber attacks. 

Doug Schultz 

I think that FireEye as a company we've put in certain measures to protect our 

Company's intellectual property and there are certain things we have done to segment 

that separately. 

Manek Dubash 

Good.  Thank you very much, Doug Schultz. 

 

[End] 

 


