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Good morning, NetEvents.  You're very quiet this morning.  Good morning, 

NetEvents.  Hey that's better.  It's so nice to see some familiar faces here. And for 

those of you who don't know my name is Manek Dubash, I'm your Master of 

Ceremonies for the next couple of days. And the format of this wonderful event goes 

as follows.   

We'll be having a plenary session here where we be debating the issues of the day, as 

you will have seen from your agenda's and in the afternoon we'll be talking about -- 

you'll be talking individually with press -- sorry with the vendors about the issues they 

want to talk to you about, and of course you can ask them questions as well.  And then 

we repeat the thing again tomorrow and then we all go home. That's it. 

I just want to say one more thing which is quite simply I know what you're all doing, 

oh yes I do.  You're all sitting there sucking data aren't you?  Well, we've been terribly 

clever. What we've done is to provide a 500MG, no sorry 10MG line especially 

dedicated to NetEvents, straight out of the hotel, and connected to one of those 

internet things we have around here.  All you need to do is to connect not to the [tot] 

hotspot which is the hotel WiFi, but to this which you can't see because it's hidden by 

the lectern, the WiFiinternet-ll.  No access code required, internet-ll connect to that 

SSID and you will get the benefit of a whole pile of bits which aren't -- we've 

provided especially for you. 

Okay, I think that its apart from saying that we've a wonderful audience here today of 

service providers, analysts, press and some lovely vendors who are paying for it all, so 

thank you very much for that.  And without further ado I'm quite happy to ask James 

Walker, who is the Vice President of Managed Network Services of Tata 

Communications and also the President of the CEF.  He'll come down and tell you all 

about that, and to give us a keynote for the event, James Walker ladies and gentlemen. 
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Right, good morning everybody.  It's just going downhill really the good morning isn't 

it?  Right, I realise this sounds a little bit like a political statement why we need an 

open cloud, but I did want to talk a little bit about the context which has brought us all 

here today and some of the challenges that we face as a service provider and other 

operators, other people who provide contributions into the cloud industry what we are 

facing, and perhaps something that will allow the course of future events to be 

somewhat easier. 

I don't want to get too technical but I do want to give you a little bit of background.  

What we have in a traditional IT environment sitting in an enterprise customer today 

is usually some sort of core network that connects them to all of their data centres. 

And these data centres provide applications and services that are consumed by the 

users within that organisation.  They'll tend to have then a series of regional networks 

around the world, perhaps one in Asia Pacific from one vendor, in Europe from 

another one, US from another one or they might all be supplied by the same vendor, 

which connects somehow into this data centre core.  A whole series of connections 

out to the offices, SLAs across that network that cover things like latency and jitter 

and packet loss and things like that, and then data centres which by their nature are a 

whole bunch of Ethernet connections and which then are connected together over an 

MPLS network typically. 

And service providers and I think in some cases as an industry were tending to 

actually forget what the point of all of this was. The point of all of this was that 

actually the customer needs to run applications across the top of it SAP, Oracle all the 

things that allow them to actually do business on a day to day basis. And really for 

service providers the change that we have to go through is to switch from looking at 

all the blocks I talked about at the beginning, which was very much our focus to start 

off with, and instead say really the customer's need is the application and how do we 

best support that.  And that means not just us contributing but also other people who 

provide some of the services there. 

So, I said this was the traditional IT environment and I lied a bit because actually its 

change quite a lot.  So the new IT environment, which has already changed in the time 

it's taken me to change from the previous slide, also will include other things.  We see 

more sophisticated customers wanting to have Ethernet not only in their data centres 

but also connecting those data centres together at very high speed.  We see more and 

more customers connecting sites over the internet, small offices, remote offices, 
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project offices they have to put five people on a team within one of their customer 

environments, the internet is being used more and more. 

The other thing that's happening is a lot of use of outsourcing services in the last 10 

years and then in the last two to three years an increasing move towards cloud.  And 

those cloud portions sit here, sort of at the edge of the network.  It's related to the data 

centre core that the customer has today, and the customer is taking applications that 

today might sit within this environment and moving them out into third party either 

for outsourcing or SaaS services or infrastructure ASs [as you are] all those kind of 

providers. 

So actually if you now change your focus back to looking at the applications the 

customer is now trying to run there is interaction that is happening between their data 

centre environment and these third party cloud or outsourced areas, there's interaction 

that's happening across the internet, there's pieces that are on the private network 

which -- where the performance can be controlled, there's pieces that are accessed 

through the internet that can't be controlled and a lot of cloud services are accessed 

over the internet.  There is starting to be direct connectivity, private connectivity that 

you can buy into public cloud services like Amazon's Direct Connect service and so 

on, but it's still very much in its infancy.  So the customer's problem is how do you 

manage all of this infrastructure all this stuff that then has to talk to each other. 

So, here we have enterprises making this move from a traditional IT environment to 

this new cloud-enabled cloud hybrid environment and that brings a lot of context.  My 

figures are from last year but they give you at least an idea of what's going on.  So 

enterprise workloads that, is the calculations that take place within an enterprises data 

centre or in services that under the control of that data centre are moving very heavily 

to the cloud. And nowadays what we are saying is that by -- within the next three 

years only a third of the actual calculations that are used to run an enterprise will 

actually be taking place inside that enterprises' environment, which means that two-

thirds of that is taking place inside the cloud. 

2014 is a bit of a seminal year it's the point at which those -- the people that know 

about these sorts of things and that charge me money to buy these sorts of pieces of 

information have decided that this will be the tipping point.  2014 is the year where 

more things will have been calculated, will have been delivered out of the cloud than 

will have been delivered out of data centres that internal to customers.  That is a huge 

shift.  If we'd have been having this conversation four or five years ago it would have 

been close to 100% that would have been delivered within an enterprise. 

If you have to have all of these things sitting outside your environment the network 

that connects you to that environment then becomes very, very important.  And the 

other thing that all of you intuitively know but it's kind of nice and/or terrifying to see 

in figures there is a very large dominance of large players in the cloud environment 

today where we are seeing almost 80% of global cloud revenue being generated by 

just a quarter of the cloud companies.  So that means there is an awfully large number 

of companies out there that are fighting for visibility, fighting to be able to connect to 

customers. And it also means that these incumbent providers of cloud services are 
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starting to become a little bit of a walled garden where customers are starting to feel 

locked into Amazon Web Services, which is contrary to the whole promise that we 

had always had about cloud that it was a very open and inclusive environment.  So to 

prove that I'm just not making stuff up you can go and look at the resources that 

provided these figures. 

Some more key trends and in the debate panel we'll have after this much better and 

more up-to-date figures but these are still directionally correct and these are also from 

2013 in some cases late 2012 but directionally correct.  What this says is, and this is 

hard for you to read so I will -- you can outsourced that to me if you like, hybrid cloud 

very important, hybrid cloud the stitching together of your own virtualised resources, 

third party resources sitting within the cloud that's going to be the dominant model 

that we see in the marketplace, and already today its one of the dominant models we 

see in the marketplace. 

But what worries you as an enterprise about that overwhelmingly it's, policy and 

security concerns.  So I have a set of rules that as a company I must comply to.  I have 

a set of regulations that are imposed on me by external agencies that I need to comply 

to.  If I've got my stuff that I can control and my stuff sitting somewhere else where 

someone else control it how on earth do I provide an overall integrated policy.  The 

rest of it is what does our strategy look like?  We have started but we need to decide 

how we want to go forward.  How do we interface with all of this and so on?  So the 

infrastructure needs to be very predictable. 

Historically, as you saw at the beginning, you had your own data centres and you had 

your own network connecting to them to get them together. As soon as you start 

connecting to the resources over the internet then you are connecting over something 

you don't control and making sure that that all works is very important. Even within 

Tata Communications we use Salesforce.com for example to do funnel management, 

to do lead management to, in fact, to initiate orders so all of that happens in the cloud.  

That then has to interface with our systems, and then our systems internally they need 

to update the status across Salesforce.com, so there is a lot of interaction that needs to 

predictably take place. 

What are the challenges that sit behind this? Well there are, considering that most 

people in this room could name maybe 10 cloud services, you may be surprised that in 

the US alone there are more than 400 cloud service providers existing today.  And all 

of those have got a unique set of interfaces, a unique set of ways to actually 

communicate with them.  Some of the largest ones allow you to do direct connectivity 

Amazon Direct Connect for example and Azure ExpressRoute and so on, but it looks 

like a lot of it is going to be through cloud exchanges. 

Customers who are putting a lot of data into the cloud are starting to say how do I get 

resiliency, how can I have multiple connections into the cloud, how can I have 

multiple connections into multiple clouds, how can I have the same cloud with 

different instances in different places with independent connections to all of them?  So 

this is where, as I started to talk about, network becomes more and more important to 

the cloud environment.  So while cloud, the promise is everything that's on the 
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internet don't worry about it, in fact it's driving a lot more focus on connectivity, and 

these cloud and Ethernet exchanges to allow operators such as Tata Communications, 

of Verizon , BT and Telstra and so on to interact with these cloud services providers. 

So here is an actual diagram from the secret vaults of Tata of one of our cloud 

interface environments.  So we today interface with about 14, 15 different cloud 

service providers this is an example of a larger one. We typically start at two 10 gig 

connections into that cloud provider at each location we interface with them, and the 

largest cloud interfaces I have I've got in eight locations globally, so a total of 16 10 

gig or larger connections into them which then run through our network and then are 

connected both to, in our case both to our MPLS network and to our Ethernet network. 

Why we do that is because customers increasingly are saying can I have a single 

connection that connects my data centre directly to my cloud service provider as if it 

was part of my data centre environment.  Can Amazon's data centre feel like one of 

mine?  It's difficult to do that at an IP Layer it's much easier to do that at an Ethernet 

Layer. 

So every time we do one of these interfaces, and I've said we've done quite a lot of 

them, each of these cloud service providers has got a different set of APIs to request 

to provision something, to turn something up, to turn something off all of those sorts 

of things.  I need to provide reporting.  I need to provide visibility.  I need to provide 

security across this entire environment and the customer's environment and the other 

13 cloud service providers that I connect to and the 30 tomorrow and the 500 

eventually I probably need to connect to.  

What the customer wants is dynamic end-to-end provisioning.  I want to move a 

virtual machine from my data centre into Amazon's cloud.  I want you to do that 

instantaneously.  So that means I have to have an interface that allows me to taken an 

order from a customer, provision it against a cloud exchange or an Equinix and 

provision it against Amazon and I need to have a common set of interfaces to do that. 

So the reason why Tata was one of the founding members of the Cloud Ethernet 

Forum is to try and bring some standardisation to all of this environment.  Rather than 

Amazon having their own set of virtualisation standards and automation and security 

and so on and Verizon having their own set and [Zero] having their own set and 

Telstra having their own set can we agree a common set of interfaces that allow us to 

provide security, programmability, analytics, virtualisation all of these sorts of things 

over the top of that environment.  In other words and very simply can we all just get 

along? 

As I was saying earlier this morning I don't want Tata's differentiation in the market to 

be that I've written 400 interfaces to 400 cloud providers.  I want the differentiation I 

have in the market to be that my service wrap I understand your business, I can 

provide integration services, I can provide you with visibility, I can provide you with 

connectivity to places you might not be able to reach.   

So the summary of all of this is, and more or less neatly to time, the world's 

enterprises are moving to cloud, there is no doubt about that and I think we'll see 
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some figures that reinforce that shortly.  The cloud market is very, very focused on 

innovation.  It's all about bringing new features to market and do so quickly.  So as an 

industry we need to also evolve standards than change very rapidly to keep up with 

that rate otherwise it will become irrelevant.  If it takes us three years to have a 

standardised set of interfaces the market will have gone and become all fragmented, 

we need that unification to be taking place. 

There isn’t a single cloud solution for anyone, so theoretically certainly organisations 

like, for example, Microsoft would have been able to sell you almost everything that 

you need to run an enterprise from a desktop to what ran in the servers, the operating 

system and so on. In a cloud environment you cannot go to one single cloud provider 

and buy everything that you need to operate a business unless you're a very small 

business.  You will typically be going to people like SAP or Oracle or Salesforce.com 

or SuccessFactors for HR or Workday there's lots and lots of individual niche 

providers that are out there, and as an enterprise you need to have all of those 

somehow joined together.   

And today I, well yesterday I had a round table with a group of CIOs from the region 

and they said our biggest question is why are our costs getting larger as we move to 

the cloud, because this is totally not what anybody told me.  Everyone else said costs 

would go down, everything will be great, the world will be a better place it's not 

actually the case. What are those costs coming from are increasingly integration costs, 

taking things out of your existing environment, putting it into a virtualised 

environment and then still enabling it to talk to your existing systems that you have to 

retain for whatever reason, talking to your individual users inside, running your 

policies over the top of it, securing the whole thing.  That is a big investment, and it's 

going to be a much bigger investment if you have to write 10, 15, 20, 30 different 

software interfaces between your systems and those of other people. 

So for us the Cloud Ethernet Forum becomes an environment where Tata can develop 

to a single set of interfaces that allows us to reach many cloud service providers, and 

we have the support of vendors, we have the support of vendors both from an 

equipment perspective but also from a services perspective.  We have members, 

people like Citrix, people like Chef, people like [inaudible] you'll hear from later on in 

the session who provide cloud services themselves as well as people like Juniper and 

Alcatel and so on who build the equipment and the data centre operators like Equinix 

and operators such as Tata, Verizon, PCCW and so on who need to provide the 

connectivity.  So we are all working together to have a set of standards that allow all 

of these different parts of the cloud, the network, the data centre, the enterprise 

environment to talk to each other. 

There's new stuff that's arriving all the time.  It's much easier for those to enter into 

the market because remember I told you about how so much of the world's cloud 

revenue is currently being generated by a very small number of companies. By having 

a standard set of interfaces it means that new companies can arrive on the scene with 

new capabilities and very quickly you can integrate them into your environment that's 

very desirable for enterprises. 
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So the solution is standardised but standardise quickly.  There is no point is us saying 

it's going to be fantastic in two years time, it's going to be great in three or four years 

time that doesn’t help anybody. What it needs to be is better than it is right now 

almost immediately and continue to get better over the time that comes from now.   

We need also industry to have a unified view of how all these pieces of cloud are 

going to operate together.  And I know it's not good practice to throw a new point into 

a summary, but a lot of regulation is currently happening because there is nothing to 

tell them that they can't.  So one of the [guys] I was talking to yesterday said I had the 

regulator come in and see me and say you absolutely need to do this particular 

business process this way.  I said that's great.  My SAP system globally runs all of my 

processors, all my business processors it doesn’t do what you're asking it.  So either 

you as the regulator can go and ask SAP to change the way that they operate or you 

can tell me that I'm going to have to hire 500 guys and write my own ERP 

environment, or you need to adapt to what is actually possible in terms of the systems 

that we have today.  

And at the moment what is happening is that governments are concerned rightly about 

keeping control of citizens privacy, secure data all of those sorts of things but they are 

making policy into a vacuum because the industry isn’t saying I can do this or I can 

give you these features and these controls and this [verbal] visibility and so on but I 

can't do that yet.  So instead what we are getting is obligations being imposed on us. 

And in an international environment that's very, very difficult to support. 

I certainly have the situation where I watch Google being compelled by a US Court to 

give up data that's held in Ireland with some level of concern.  I have a series of laws 

around not being allowed to have any information, personal information relating to 

Canadian citizens stored outside Canada.  There are laws which apply to the data 

about Singaporean citizens that apply globally.  So if I have a Canadian who is a 

Singaporean citizen connected to my network where do I store that information?  As 

soon as I store it anywhere I am breaking some law somewhere. 

So as an industry if we come together define interfaces and say these are the things 

that we can do, these are the things that are possible, these are the things that as an 

industry we have agreed we can do between each other that at least gives a starting 

point to negotiate.  At the moment it's just being imposed on us.  So I think this is 

important for the industry to come together at multiple levels as an enabler of 

innovation, as an enabler of other services being [brought] up, making life easier for 

enterprises to consume cloud services, network services and so on and also as a way 

to provide some framework under which legislation and privacy legislation can be 

enacted and build on. 

So with that I'd like to thank you very much and we'll move onto the next session. 

And Manek is going to run up. 

From the floor 

[I'll give you one now].  I know the customers don't want it, but why is it in Amazon's 

best interest to lower the barriers of entry? 
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James Walker 

There are a huge number of customers today, and we'll see exactly how many, are 

going out and procuring cloud services but there are a huge amount that haven’t yet 

for all sorts of reasons.  And a lot of them are that it's difficult. They've got to decide 

who is going to be a supplier. They've got to pick that supplier whether it's an 

Amazon, it might be a Microsoft for historical reasons, it might be a variety of 

different players.   

If they have to develop against -- if they are going to have to do software development 

in-house to interface their systems with somebody else even if they wrote of set of 

systems that interfaced directly with Amazon that wouldn’t solve 100% of their 

problems. They will absolutely end up using other cloud service providers because 

Amazon doesn’t do anything other than provide storage, compute and other similar 

resources.  If they want to buy any type of software as a service they are going to end 

up buying from somebody else who may or may not sit within that Amazon 

environment.   

So we see a plurality of cloud service providers even in relatively small enterprise 

environments, and these enterprises are really struggling with the fact that one 

universal interface doesn’t give them access to all of these things that they need to 

consume.  In Amazon's case their self-interested view would be if it's easy for a 

customer to move their stuff out of Azure and onto me that's a good situation for me 

to be in. 

Manek Dubash 

Any other questions?  One up the front there. 

Anthony Caruana - CSO Magazine, Australia 

Thank you.  Anthony Caruana from CSO Magazine, Australia.  There was one very 

notable thing that you didn’t mention at all and I think it only appeared as one word 

on one slide once and that was the security question.  Openness requires trust.  If 

Heartbleed has taught us anything it's that we can trust nothing no matter how many 

people look at it and have been involved in its development and theoretically could 

have been testing it even though it was pretty clearly never tested, or rarely tested.   

In an open cloud environment where pretty much every service provider is relying on 

open source tools in order to keep costs down how do we trust all of this with our 

important corporate information, with personally identifiable information which 

almost every country in the world is now waking up to, and you've highlighted the 

contradiction of law across different territories. 

James Walker 

In terms of -- so I suppose there would be two answers I'd give to that, so one would 

come from me with my Cloud Ethernet Forum hat on saying that what we are there to 

do is to provide standards not describe how they're implemented.  So we provide the 

weapons but we don't fight the war. 



APAC Press & SP Summit NetEvents 

Phuket, Thailand – 21-22 May 2014 9 

So all of the things that take place above the layer of interfacing which includes the 

security things are really the responsibility of the provider that the customer has 

selected.  So they may have an IBM, they might be doing it themselves, they might 

have a variety of different ways that they are doing that, the end-to-end security of 

what happens over the top of that is something that they take responsibility for.  What 

we are taking responsibility for is ensuring that all of the pieces connect together and 

can talk to each other and can request particular attributes and so on.  

So one of the [use] cases that we are working through is a healthcare provider, so a 

healthcare provider would want to be able to ask for -- I need a virtual machine to be 

created.  It needs to be in a tier 4 data centre.  It needs to be at least 20 milliseconds 

away from this virtual machine.  The data between this data centre and that data 

centre is not allowed to go outside the borders of this country, and that pipe between 

those two locations needs to be encrypted.  Those would all be attributes that would 

be communicated between the data centre operator, the healthcare provider, the 

network service provider, the cloud service provider all the ones that are implicated in 

that.  How that's then end secured or secured end-to-end is not something that's 

directly addressed by the Forum.   

So with my Tata hat on then I would say that one of the value-adds that I might 

choose to offer is the policy enforcement that sits above that, the security piece that 

sits above that, the integrity testing, the -- all of those sorts of things that sit above that. 

But it's important to think of these are two separate layers.  And that's one of the 

reasons why the Cloud Ethernet Forum is that and not the Cloud IP Forum.  Ethernet 

is a transport layer.  It is the piece that actual provides the connectivity all the 

application interaction takes place at an IP layer.  We specifically want to get the road 

working from end-to-end, we don't want to interfere with the traffic and start building 

cars and trucks and all of that sort of thing. 

Does that help, make some sense? 

Anthony Caruana 

[microphone inaccessible]. 

James Walker 

Alright, beers tonight. 

Manek Dubash 

Okay anymore or shall we move on?  Okay very good.  Great, thank you. Thank you, 

James.  A round of applause for that. 

 

 

[End] 


