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You can use the other steps if you want to.  It's great. 

Good morning.  So - yes.  I get no good morning.  Thanks, Manek.  Appreciate it. 

So we've talked this morning about the network, we've talked about transforming that 

network, and we've talked a lot about Open Cloud.  So let's talk about the elephant in 

the room, SDN.  And is SDN ready for the enterprise? 

As you see, I've got two carriers and an equipment provider, and our guest who's not 

in the room, the enterprise, so we're going to try and speak on behalf of them. 

Very quick look at where we are in terms of SDN offerings to the enterprise as of this 

point in time here in Asia, but I want to put something in your mind and in the mind 

of the panel, that perhaps we're asking the wrong question.  Should we instead be 

asking the question: "Is the enterprise ready for SDN?" as opposed to the other way 

around? 

Because there are good reasons for doing SDN-type things, right?  We can support 

storage, virtualization.  We can connect applications to the fundamental resources that 

those applications need.  We can improve visibility and monitoring.  We can improve 

agility and flexibility, which are key points we've all been talking about this morning.  

And we can also support technologies like VMware's NSX and Microsoft's Virtual 

Networking.  We've got that capability. 

Then nothing happened. 
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And there's an evolving number of offerings in the market, even here in APAC.  We 

can put Jon's Pacnet Enabled Network from Pacnet.  We can talk to KVH and their 

Carrier Ethernet service.  We can talk to NTTCom with the ArcStar Virtual Network 

Overlay Option.  And you can interpret each one of these as more or less SDN.  But 

they are being proposed as SDN-type offerings. 

We got Huawei and China Telecom doing their proof of concept up in Beijing.  And 

we've got Cisco's Elastic Access portfolio.  And there will be undoubtedly more and 

more offerings coming from more and more locations being offered to the enterprise. 

But the question is: Is anyone buying this stuff?  Yes?  Are we simply offering a 

series of transformational technologies that are of interest to carriers, to service 

providers, but are finding no resonance with the enterprise customers?  And that's 

what I want to get us to, to talk to these three esteemed gentlemen, and their absent 

colleague, as we go through this.  Right?  So we've got a huge opportunity. 

And from an enterprise perspective, if you can do a bunch of things like application 

performance monitoring and you can adjust bandwidth with some level of flexibility, 

maybe you don't need SDN.  Right?  Maybe SDN is only useful to carriers, and allow 

them to lower their OpEx in a market which we all agree has a decreasing revenue 

stream over time.  So it doesn't really belong in an enterprise strategy. 

And the final thing, bandwidth is cheap, if not free.  Right?  If Google can offer me a 

10-meg [link] and nothing to my house, then isn't this bandwidth stuff just free and I 

don't need to worry about it and it doesn't need to be part of my overall strategy? 

So I promised to be brief.  I don't want to show you charts, I don't want to show you 

graphs. 

What I do want to do is I want to give these guys a chance to answer some interesting 

questions, and I want to start off with - okay, let's have a little bit of a definition, and 

I'm not going to say what is SDN.  But I do want to say, what does an SDN-enabled 

enterprise look like?  And I'd really like to start with HP rather than any of the carriers. 

Erik Papir 

Sure.  So I have my friend here from the enterprise next to me, so I can probably - I 

should probably turn on both mics so I can speak out of both sides of my mouth.  But 

- no. 

From a - as far as what it looks like for the enterprise, a lot of it, I noticed your list of, 

you know, some of the things, and a lot of that, I think, a lot of the things that you 

showed were a lot of administrator and kind of backend features and solutions that 

people would find, so things around orchestration and some of the management of the 

network and performance.  Those are all things that the users really can't - you could 

tell them that there's SDN in their network and they say, "Oh that's nice," you know, 

but they wouldn't really know it. 

I think the differentiator, where things start to change, is when things that the users are 

doing on the network on a daily basis are impacted by SDN or there's something 
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different in their day or the way they go about things.  That's when items things 

change. 

I don't want to steal my own thunder for tomorrow, but just, you know, one of the 

examples that I'll talk about is an SDN application that we have for Lync, Microsoft 

Lync.  And obviously that's a commonly deployed solution for unified 

communications.  When you can make somebody's conversation clearer or make 

somebody's desktop sharing experience faster or real-time, that's where it starts to 

make a difference. 

So I think it's those types of applications that we're finding and seeing, and again I'll 

talk more about those tomorrow, but just some of those applications will actually 

make the difference for the users.  The backend, it's nice for the administrators and 

people who are responsible for managing the plumbing in the network, but really it's 

when you get out, you know, when you affect the - you make a business impact on the 

users, you know, from an experience perspective, that makes the difference. 

Hugh Ujhazy 

Okay.  Jon? 

Jon Vestal 

From a carrier's perspective, I think the SDN-enabled enterprise has a view of the 

network that they don't have today.  So the network becomes transparent to them.  

And I don't just mean the network in the data center and their corporate environment: 

the network from end-to-end from wherever they're trying to get to, where the 

enterprise can control that network as they will in an environment that they're already 

familiar with. 

If it's SDN in the middle, if it's an orchestration platform that has a pretty interface or 

an API behind it, I don't think it really matters.  But it's enabling that enterprise in 

order to - or enabling that enterprise to make decisions on the performance of their 

specific service or application end-to-end and be able to see completely across the 

network what's happening.  Something that carriers are very bad at historically is 

giving - sorry - is giving that transparency, right?  It's always, "We didn't fix it, but it's 

working all of a sudden," right? 

Hugh Ujhazy 

Right. 

Jon Vestal 

So, it's giving that transparency back to the enterprise. 

Hugh Ujhazy 

Amit. 
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Amit Sinha Roy 

So if we go back to the historical reasons, and it's not too many years because it's a 

recent technology, cost was one of the key drivers for SDN.  And that area is still a 

little nebulous in the sense of, you know, what would it take to convert the significant 

- potentially significant legacy infrastructure that is there in an enterprise, and across 

not only the data center but across the overall global enterprise.  So from that 

perspective, there is a question mark still that needs to be answered in terms of: Does 

it really bring forth the cost from an infrastructure - cost savings from an 

infrastructure investment perspective? 

But having said that, the technology is real, the technology is here to stay.  From Tata 

Communications, we are a member of ONF, right?  We are supporting it.  And what 

we are seeing is that, from an enterprise perspective, typically in the data center, it is 

making a lot of sense to have SDN-enabled networks, but not to confuse with network 

virtualization, which is another topic which comes in, and network functions 

virtualization, which is yet another topic.  But let's not go down that path because 

we're on SDN. 

So, primarily we're seeing that it is a technology that is coming up for significant 

adoption.  Analysts are predicting almost a ten-fold growth in terms of equipment 

revenue for SDN, going up to more than $3 billion over the next two years from the 

current $300 million.  So it is real, it's here, and enterprises are adopting it in the areas 

where it makes sense. 

Hugh Ujhazy 

So, conclusion from what you're saying is: it's coming. 

Amit Sinha Roy 

It's coming. 

Hugh Ujhazy 

Get used to it. 

The next question then obviously is, there's - we've talked about cost of 

transformation, we've talked about the cost of making those - the move to the Cloud, 

the cost of moving functions into the network, all those sorts of things.  There's going 

to be, and if I come back to Erik's point, the application becomes aware of the 

fundamental network where it's been ignorant for so long, it's taken what it was given 

and couldn't move. 

As we try to make applications aware of the network, who pays for that cost, and how 

long does it take?  Because that's a fundamental transformation issue. 

Go for it, Amit. 
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Amit Sinha Roy 

So if we look at what's happening in the SDN world today, the southbound area, that's 

been focused on - with ONF in the past, and I think there's a robust set of standards 

coming out.  What we are now talking about is the northbound, right? 

And more than that, when you start talking about application-aware and across the 

enterprise, across different endpoints which may be connected by different service 

providers, we're talking about the eastbound traffic, right?  And from that perspective, 

I think those two areas are - ONF has recently started, you know, to work on the 

northbound, right?  As well as the eastbound is now, you know, being talked about 

amongst service providers. 

So, what is a situation typically that you would find is maybe you have a business 

video conference, you know, we have solutions like Jamvee and telepresence that 

integrate.  And we may have workers, you know, employees who are in different 

offices, you know, I may be at a hotel in Phuket, dialling in to the hotel network.  

How is it that, you know, we will get a uniform kind of, you know, class of service 

across these different users, across different networks, across different service 

providers, you know, in a perfect world, in an SDN-aware world?  You know, maybe 

these are some of the questions we should be answering. 

Hugh Ujhazy 

So, Jon, is there a way that we can enable the things like, you know, Erik's talking 

about with Lync, where the application becomes intelligent enough to be able to 

adjust the priority video conferencing stream over top of email?  Is that realistic?  And 

if so, again, what's the value to the enterprise and how do we get there? 

Jon Vestal 

It's definitely doable.  I don't think - when I look at it, the enterprises will ultimately 

pay for it when they're buying it. 

But what we're seeing is a request coming from the vendors themselves, the - go to 

the - Lync may be a bad example, but, you know, take a PDX example, where one of 

their biggest pain points is dealing with bandwidth and quality of that bandwidth over 

time.  And they're approaching us looking for - or working with us to integrate our 

northbound interface into their own applications to do that and to be able to offer 

higher level of service across that. 

So we're seeing the application vendors who want to differentiate in the market 

looking at ways to tie that back into the application themselves. 

Hugh Ujhazy 

Okay. 

Jon Vestal 

Ultimately that's going to affect the cost of the application. 
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Hugh Ujhazy 

So, Erik, we'd talked this morning about the confusion of providers in this market 

from an equipment standpoint.  How do you see some sense coming to that to be able 

to deliver on the promise that both Jon and Amit are going to offer to their customers? 

Erik Papir 

Yes, the trick - part of the trick is also, just to be clear, this application that I'm talking 

about is we're shipping it today.  We have customers using it today.  So it's alive, you 

know, generally available solution.  So in the - let me put [into print the C's at the end] 

in the enterprise.  So this is the other part we have to be clear when we have these 

discussions, is what area of the network we're really talking about.  Because a lot of 

what we're focused on is delivering, you know, SDN solutions to our enterprise 

customers.  So that's, you know, that's a big part of it, is making sure that we're clear 

on that. 

But I think that, you know, this is the first time, and Hugh, you were mentioning it 

before, it's interesting, this is the first time we've been saying this around this specific 

application, where the application is actually able to tell the network how much 

bandwidth it needs.  And this is new, you know, unchartered waters, this is really new 

territory.  Because traditionally, to your point earlier about over-provisioning, that 

was the solution.  You just over-provision everything and no one will ever see the 

problems. 

But really this is one of the things that's really exciting in kind of the SDN and 

networking space, is just the idea that applications can actually talk and tell the 

network what they need real time dynamically. 

Amit Sinha Roy 

To add to that, one of the things, you know, I talked about the cost savings, and 

typically it was around the infrastructure.  But in a well-implemented solution, we 

would also be able to have better network utilization.  I think that's where you're 

coming from, Erik.  And that in an application-aware world would actually allow you 

to, without degradation, to be utilizing the networks more effectively, right?  And that 

could also save costs.  So it's not just the equipment. 

Hugh Ujhazy 

So, you know, from an enterprise standpoint, the value of any solution is either it 

increases revenue, decreases costs or avoids costs.  So, how do we position - how are 

you guys providing - sorry, how are you guys positioning SDN-based solutions in 

your pitch to the CEO and the CIO of organizations, to handle those three challenges? 

Jon Vestal 

I think there's another aspect to cost.  There's definitely the infrastructure, there's the 

better utilization.  But there's also the cost of supporting the applications that we're 

seeing a decrease in, right? 
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Past life, I'd sit in a conference room, you had the network engineers on one side of 

the table, the application support guys on the other side.  Applications not working at 

the levels that it was supposed to and we're all throwing stuff at each other, and as a 

network guy, the application guys are always wrong.  And what we're now doing is 

we're kind of bridging that gap between the two.  We're allowing the application guys 

to actually understand and have complete visibility and control the network how they 

need to. 

So when we're positioning this or when we walk in and talk to customers about this, 

one of the first things they ask is: How is this going to shorten my time to resolution 

when we have outages and when we have issues in the network?  And we start from 

that perspective and work our way back up. 

Hugh Ujhazy 

Okay.  So let's play to that skills discussion of network engineers who are, you know, 

usually they're certified with Cisco or whatever, whoever it happens to be.  How do 

we manage that whole commonality piece, which points - plays to Erik's earlier point 

about some confusion of solutions in the market, before an enterprise is willing to 

invest in an SDN-based solution?  How do we get to a commonly understood platform 

for delivering SDN at multiple levels? 

Erik Papir 

So one of the things around that is we recently kind of bumped up or upgraded our 

sponsorship in the OpenDaylight to a Platinum sponsor, and so top-level sponsorship.  

And that was actually just announced last week.  And so this is one of the things - and 

HP traditionally has been very much on - all about open standards.  So this really 

speaks to our, you know, working kind of from an open standards perspective.  

Because a lot of our - really a lot of our competitors per se are also part of the 

OpenDaylight project, but ideally it really becomes coopetition because we're all 

working towards creating that SDN, you know, the OpenDaylight controller that 

becomes the de facto SDN controller across the enterprise. 

Hugh Ujhazy 

Okay.  Jon, let me throw one more question at you to play to an earlier topic of 

security.  We're talking, here at least, in this space, about SDN as the application at 

the very highest level having access to the network at the very lowest level, right?  

How do we ensure that this plethora of requestors for resource is controlled, is 

managed, is monitored, is secure? 

Jon Vestal 

That's probably the biggest challenge we face today, is, how do we control that from a 

security perspective?  If you think about it from a network perspective, we've been 

virtualizing networks for years.  We have VLANs, we have ways that we can control 

and limit access across the network in general. 
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So from an SDN perspective, specifically from an OpenFlow perspective, we have a 

lot of the same features that we can now do at the switching part level.  To some 

extent, if you're deploying your networks correctly, you actually, at least I would - 

there's ways to get better levels of control and better levels of security across the 

network at the application-by-application level. 

The challenge that we see though is access to controlling the network, right?  How do 

I limit that network engineer who's sitting in his office from doing something that 

could take down the entire network infrastructure, right? 

And we've approached that from an interesting perspective.  We've introduced kind of, 

at customer's own choice, they can put in an approval chain if they want.  So they can 

force secondary, tertiary, and whatnot, levels of - second pair of eyes on a config 

before it gets deployed and all of those things, to make sure that we're not doing 

things in the network that could break the network, right?  That was kind of our first 

level of approach on this. 

But what happens, I think, the application developers have already - already have the 

practices in place for the security.  They're already writing applications that are secure.  

The network guys aren't necessarily the most security-conscious guys in the world, 

myself included.  So by moving the programmability of the network up into the 

application teams, I think in general we get an overall level of security across that. 

Hugh Ujhazy 

But you're also increasing the number of people who have that control capability.  

Because I've gone from a couple of network engineers to potentially hundreds, even 

thousands of programmers, who are able to make decisions about calling for resource.  

How do we protect against that? 

Jon Vestal 

But you already have that to some extent, especially when we look in Cloud 

environment where you have those same application programmers that can spin up 

instances wherever and whenever they want, [and we run in the data serenity] rules 

and everything else. 

So I don't think we've introduced anything that hasn't already been taken into 

consideration by the enterprises in the first place.  It's going to come down to audit, to 

be quite honest: networking, logging, audits, and being able to put those levels of 

controls in. 

Hugh Ujhazy 

So, talk to me about monitoring and visibility and reporting back to the enterprise, 

Amit.  You know, who's - is the enterprise going to be interested enough to go 

through the reams and masses of data that's going to be produced from every 

application? 
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Amit Sinha Roy 

Yes.  I just wanted to add on to what Jon mentioned. 

One of the other aspects of security is also the user access, right?  And that could be 

the network engineer, it could be, you know, an employee with a BYOD or a CYOD 

coming in over an unprotected network.  And so from, you know, a Tata 

Communications perspective, we've got solutions, Cloud-based security solutions, 

that are available with, you know, two-factor authentication based on SafeNet 

technologies which we've announced which actually allows to protect the network 

beyond the network-based security that is already there.  So the access of users 

coming in can also be protected so that we don't get somebody unwanted coming into 

the network in the first place.  Right? 

Hugh Ujhazy 

Right. 

Amit Sinha Roy 

Now to answer your question, is it important to report back, is it important to be able 

to provide this information to the enterprises?  Yes.  Depending upon the nature of the 

application, depending upon the type of data that the enterprise is running over our 

networks or in our data centers, yes, they would be interested to actually come in and 

look at how we are monitoring that network, how we are monitoring that data center 

in terms of security. 

And this cuts across the entire cycle, starting from the proposal stage where we 

actually have folks coming in from the security teams of the prospects perhaps even, 

if they're not customers then, to go through all aspects of security, starting from 

physical security, right, through data center security, network security, and then of 

course, the ability for us to report back on how we are managing this, and in case 

there are any instances, how we would mitigate the risk as well.  So that's a whole 

discussion that happens before as well as during an engagement. 

Hugh Ujhazy 

Okay.  So we've got a number of possible scenarios and capabilities, some being 

delivered, some promised in the future.  Let me come back to one earlier question, 

and in the context of what's been said so far on the panel, can each of you give me a 

position on who pays for this stuff?  And what's the value and how do we deliver it to 

the enterprise?  Is it blended in increased network cost?  Is it a tiered menu of 

offerings?  How do we best position this with the enterprise? 

Erik Papir 

I'll go first.  Actually I was going to mention this before, so, good timing. 

One of the things that, from a payment perspective, is this has traditionally been the 

discussion.  You asked, you know, when we talk to CEOs or CIOs, or even really 

CFOs, you know, when the network team kind of goes to them and says, "All right, 
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we have an upgrade project, we have this," it's always this perception of, "All right, 

how much do I have to write the check for in order to get the next pile of equipment 

brought in here and so we can have more plumbing?"  And that's traditionally been 

the thought process around the network as far as, you know, especially from a C-level 

perspective, is just, you know, how much does the check need to be for - [it's like 

some] cost. 

One of the things that we've seen as a change, and this is specifically with SDN, is 

some of the new applications, besides, you know, and we were joking this morning 

about, you know, does it lower cost or increase performance?  You know, those are 

the two kind of normal factors.  But one of the things we're seeing also as an option is 

monetization of the network and actually being able to generate revenue from SDN-

related applications on the network. 

The first one that we have is really, it's just a prototype that we just announced about a 

month or two ago, is the Smart Shopper application.  And it's - basically it leverages 

technologies that come from our HP Labs which is location-based services and 

location-aware services inside buildings.  And now what we're looking at is, for 

example, in a retail environment, to be able to have, with backend analytics, you 

know, let's just say, Hugh, you're a guy who loves sport shirts, and as you're walking 

through the department store, imagine being able to get alerts on your phone that tell 

you that there's a sale on sport shirts, you know, as you're walking down that aisle.  

And we can get the location-based services that accurate that we know exactly which 

aisle of the store you're walking down and what your past buying history is. 

So we look at that as an opportunity and kind of a discussion changer with some of 

the enterprises.  Because now, instead of being looked at as the, you know, the poor 

network guy that walks in with his shoulders down asking for more money, there's 

actually an opportunity in certain environments, and we see it - it's going to be other 

verticals as well, but this one is a retail application, that allows somebody who's a 

retail networking person that could actually go into the C-level suite and actually be 

able to say, "Hey, I need money, but I'm going to be returning money to the business." 

Hugh Ujhazy 

Okay. 

Jon Vestal 

Initially it's going to be the carriers.  We're building out, we're going to have to pay 

for it, we're going to have to roll it out.  At least in our model, it's actually more cost-

defective, just raw money going out the door (inaudible) some of our other traditional 

solutions.  And there's reasons for that, because we see better efficiencies on our 

networks, because it is usage-based.  Customers buy what they need, when they need, 

and we don't have, you know, lots of things sitting there that aren't being used that we 

can't use for someone else. 

I think long term the enterprise is going to see that there's advantages, at least from a 

carrier-based solution that is flexible at the network core, being able to provision 
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services on average-based usage instead of peak usage and scale-up and scale-down 

as they need to.  So I think from a carrier perspective, what SDN is really giving us is 

the ability to get better utilization, better monetization of those assets we have in the 

water today, at least in Pacnet's case, and provide that back to the enterprise directly. 

Amit Sinha Roy 

It also depends, to add to that, it also depends on the service that we're talking about.  

And if it's in the data center, if it's, you know, colocation or managed hosting, then 

typically it's the enterprise who pays, because that's the technology that they bring in 

and we host it and manage it for them.  Of course, you know, the cost savings go back 

to the enterprise, both in terms of, hopefully, the equipment cost, as well as the 

improved - the optimization of the network and the traffic, as well as the application 

moving forward.  So that's where we see it today. 

Hugh Ujhazy 

Okay.  So, final question from me, and then I want to open it up to the floor: Do you 

believe that the enterprise, that SDN for the enterprise is an all-or-nothing proposition?  

So do you expect, you know, that my enterprise will go completely SDN, flexible 

demand, fully integrated applications, or will we see something that is more reflective 

of Cloud computing? 

Jon Vestal 

I'll lay it off now.  And no, I don't think they will.  There's different - we all have 

different - or different products in our portfolio and they're all meeting a specific need 

for that specific application.  I don't think an enterprise - well, I don't see anyone 

who's going to go to 100% SDN-based solution because not everything fits that - in 

that particular environment. 

Your question on security, if it needed to be an extremely, high secure application, 

you're not going to put in an SDN because it's another entrance vector for someone to 

come in and attack on you.  SDN is going to come in where it fits best for the 

enterprise.  Probably going to start at the lower-level apps, as we all know, and work 

its way up from there. 

Hugh Ujhazy 

Erik? 

Erik Papir 

Yes.  So from an SDN perspective, we truly believe that SDN is the most - probably 

the most significant thing to happen in the networking space since the invention of 

Ethernet.  It's really been that much of a game-changer.  And again it's, I don't want to 

say it's early days, but there's certainly, you know, we're still on the up-rise part of the, 

you know, the rising part of SDN. 
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But I do believe that, from an enterprise perspective, that it's going to - it's not an if, 

it's just a when as far as deploying, you know, SDN being utilized.  And once - more 

and more, we're - even just at these events, it seems like every time we're here there's 

new, you know, there's additional applications that we're talking about.  And I think 

we're going to hit that point with applications where it's just going to be a natural fit in 

the enterprise that, you know, you-can't-live-without-it type of thing.  And that's what 

probably most enterprises are waiting for.  They're waiting for that magic app or that 

magic part of SDN that's going to change their lives.  And I think it'll happen.  It's just 

for different enterprises and different-size enterprises, it'll just take a little bit more 

time. 

Amit Sinha Roy 

It's also the [interactivility] across different platforms, across different service 

providers, which would actually drive that growth forward.  And if we look at what's 

been happening in the service provider space, I think late November, in 2013, just 

about six months ago, AT&T published its Domain 2.0 white paper.  Doesn't really 

lay the, you know, specifications but it puts a framework in place.  So you have, you 

know, big telcos coming into the market now talking about how this whole ecosystem 

will work.  You have of course ONF there already. 

So from that perspective, the interoperability, the ability to actually go across 

networks, across applications, across infrastructure, is becoming - is fast becoming a 

reality. 

So together with that, you know, the adoption for enterprise becomes much more real 

than what it is right now, which is there's no enterprise that specifically works within, 

all applications within the company itself, right?  It has to interact with other - with its 

service, with its providers, with its suppliers, with its customers, and so on and so 

forth.  So that is very fast becoming a reality.  And I think the adoption rate and the 

growth will really ramp up when that comes into place. 

Hugh Ujhazy 

Okay.  Right. 

Could I take some questions from the floor for this esteemed group of gentlemen? 

Good. 

Anthony Caruana, CSO Magazine Australia 

Anthony Caruana, CSO Magazine Australia.  Hopefully an easy question.  Do you 

guys, when you think about SDN and how you deploy to customers, do you design 

with security first or security layered on top afterwards? 

Erik Papir 

So I'll start, just from an enterprise perspective.  I think one of the things that's 

interesting is, as we see the application ecosystem developing, a lot, you know, when 

everyone thinks about SDN, it always seems about orchestration and management and 
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those things.  But within our application ecosystem, a lot of those applications are 

around security. 

And they're tackling different parts of security.  And some interesting ones.  Actually 

one of the companies that is a - has developed an application, is a company called 

[Gardecor].  And their application is an active honeypot in the data center. 

So when somebody tries to, you know, some hacker or some attacker gets into the 

data center, maybe they're sitting on one specific virtual machine, when they start 

going around and trying to hack into other virtual machines, this application, again, 

based - using SDN and the flows, and watching the flows on the network, will 

actually redirect the hacker to an active honeypot and then report back to the 

administrator with all kinds of details of not - it's not just, "Oh, we have someone on 

the network, we're going to quarantine them," but actually goes through and lets them 

- fakes the hacker into thinking that they're actually interfacing with the server that 

they're supposedly trying to hack. 

And this is just one example - one neat example of an application, you know, security 

application within SDN that really, you know, there's - you're going to need a bunch 

of them, but this is just one example of one that is kind of on the forefront right now. 

Jon Vestal 

So when we rolled out our first SDN solution, security was kind of in parallel, I would 

say, to the development of the application.  There was, as a carrier, we already have 

security in mind and we take that through all products that we roll out, but it was - we 

looked at it from a couple of perspectives.  One was user access: how do we control 

who can do what in the network?  And then we also were leveraging on the 

applications themselves, similar to what Erik just described.  How can we allow the 

security applications and the security appliances that are out there to be dropped in 

line, if you will, to the flow and be able to see what's happening in real time across 

those networks? 

So it was kind of [two dual-tracks], to be quite honest with you, is the way we 

developed it from scratch on this one.  Then they merged back together towards the 

end of the [product]. 

Amit Sinha Roy 

I think I mentioned about the access as well, and so basically making sure that we 

have the right levels of security in place across the network, both within as well as 

from external access points.  That's the way we've been providing security on the 

network. 

Hugh Ujhazy 

Right.  So, just to quickly summarize what I think has been said here today from the 

panel. 
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SDN is real.  It's coming.  It's going to be embedded in devices, it's going to be 

embedded in networks. 

We still have to resolve the commonality of delivery of SDN and all the other 

challenges that we have around things like Open Cloud computing will apply equally 

to SDN. 

However, we may see a different breed of that solutions where network comes out of 

the closet, out of the back of house, and becomes much more a front-of-house type 

application, solving real and dynamic business problems. 

Is SDN ready for the enterprise?  Potentially yes, but we are going to have a 

socialization cycle that's going to take some time before it becomes regular and 

mainstream.  We'll see more announcements from providers and from carriers.  And 

we'll see more clarification around the cost model and what it's going to take to 

transform from one to next. 

So, not there yet, but it's coming. 

Okay?  Thanks very much, everybody.  Thank you to the panel. 

Jon Vestal 

Thank you.  Thanks -- 

 

 

[End] 


