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Definition

Ransomware is malware that restricts access to a computer
system it has infected and then demands that the user pay a
ransom to regain access to the computer or its data.




Evolution

« The following chart denotes the evolution of ransomware
malware over the last 10 years:
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Propagation

Ransomware is delivered in the same way that most malware
is delivered:

« Spam, spearphishing, and social engineering
* Direct drive-by downloads

« Malvertising

» Botnets




Solution

« Ransomware is pernicious.
« An ounce of prevention is worth a pound of cure.

« Ransomware needs to be detected and stopped before data
is encrypted, lost, or it becomes unrecoverable.

But HOW?
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