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ARTIFICIAL INTELLIGENCE.
REAL THREAT PREVENTION.
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CylancePROTECT"
leverages the power of
machines, not humans, to
dissect malware’s DNA.
Artificial intelligence then
determines if the code Is
safe to run.
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PASSION.
PERSISTENCE.
DRIVE.

Our mission is to protect everyone under the sun.

We're passionate about securing enterprises from today’s cyberthreats by using
disruptive technologies like artificial intelligence and machine learning to predict
attacks before they cause damage.
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CYLANCE® BUSINESS SNAPSHOT

VERTICAL
BUSINESS AREAS VARKET ”””” @ e
= Endpoint Security AGNOSTIC

= Consulting Services
= OEM / Technology Partnerships

UNPRECEDENTED MARKET ACCEPTANCE
= 1,089% Year-Over-Year Growth

= 1,100+ Clients

= 2 Million+ Endpoints

= Fastest-growing EPP startup
in the past ten years
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2016 VERIZON DBIR i

= Malware is used in 90% of B Environmental

cyber incidents
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4 In VERIS we model this stage of the attack as a loss of Integrity based on the influencing of human behavior
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MALWARE'’S VICIOUS
INFINITE LOOP

= Malware mutations are the norm
= Detection misses lead to...

= Incident response

= Increased hunting

= More cleanup & re-imaging

= More risk
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Control Types

Risk Mitigation COSt  wheremos

-~ of the industry

————————————— « ™ isfocused
Highest Risk

Highest Cost
Most Liability

RESPOND
Focus is on

minimizing

— damage - only
variables are
time to detect
and time
to contain

DETECT

Focus is on
minimizing
— vulnerability
and potential
for harm

Lowest Risk
PREVENT Lowest Cost

Limited Liability

Lol AUTOMATED SEMI-AUTOMATED MANUAL

Friction

ContrOI ApproaChes k“ CYLANCE Source: Managing Risk and Information

Security 2™ Edition Malcolm Harkins



THE FUTURE OF SECURITY

PAST PRESENT FUTURE
] ! ! ] ﬂo‘
AV HIPS / SANDBOXING ISOLATION EDR Al
ANTI-EXPLOITATION
I [ '
Pre-Execution Post-Execution Pre-Execution
Humans Needed No Humans
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CylancePROTECT
leverages the power of
machines, not humans,

to dissect malware’s DNA.

Artificial intelligence then
determines if the code
is safe to run.

Mac
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BREAK THE KILL CHAIN
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MEMORY EXPLOITS MALICIOUS SCRIPTS  MALICIOUS MACROS
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WATCH FOR BACKGROUND
NEW FILES THREAT DETECTION

® FILE SYSTEM
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MONITOR PROCESS MONITOR BLOCK MALWARE  APPLICATION
““ CYLANCE EXECUTION LIBRARY LOADS PRE-EXECUTION CONTROL




AGENT DETAILS

¥ @ ey

= Approved by Microsoft

= Agent stands alone or complements
the security stack

= <1-2% CPU | 40-60 MB footprint

= No cloud, no prior knowledge,
no signatures, minimal updates

= Windows XP SP3 — Windows 10
= Server 2003 SP2 — Server 2012 R2
- Mac OS X 10.9-10.11
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CYLANCE

QUESTIONS

— AND ——

ANSWERS



