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CylancePROTECT®

leverages the power of 

machines, not humans, to 

dissect malware’s DNA. 

Artificial intelligence then 

determines if the code is 

safe to run. 



PASSION. 
PERSISTENCE.
DRIVE.

Our mission is to protect everyone under the sun.

We’re passionate about securing enterprises from today’s cyberthreats by using 

disruptive technologies like artificial intelligence and machine learning to predict 

attacks before they cause damage.



BUSINESS AREAS

 Endpoint Security

 Consulting Services

 OEM / Technology Partnerships

UNPRECEDENTED MARKET ACCEPTANCE

 1,089% Year-Over-Year Growth

 1,100+ Clients

 2 Million+ Endpoints 

 Fastest-growing EPP startup 

in the past ten years

CYLANCE® BUSINESS SNAPSHOT



 Malware is used in 90% of 

cyber incidents 

 Adversaries create huge 

numbers of malware variants to 

avoid detection… or they 

design one just for you

 Unique malware is the norm 

rendering traditional AV totally 

useless.

2016 VERIZON DBIR

Source:  http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/



WHAT’S INCREASING?

 People falling victim to social 

engineering attacks

 Endpoint computers infected by 

malware

PHISHING FACTS for 8 MILLION TESTED

 30% of emails were opened

 12% were clicked on

 Median time to click <4 minutes

DBIR FACTOIDS

Source:  http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/



MALWARE’S VICIOUS
INFINITE LOOP

 Malware mutations are the norm

 Detection misses lead to…

 Incident response

 Increased hunting

 More cleanup & re-imaging

 More risk





THE FUTURE OF SECURITY

PAST

Pre-Execution

Humans Needed

PRESENT FUTURE

Post-Execution Pre-Execution

No Humans

AIAV SANDBOXING ISOLATION EDRHIPS / 

ANTI-EXPLOITATION



CylancePROTECT

leverages the power of 

machines, not humans,

to dissect malware’s DNA. 

Artificial intelligence then 

determines if the code 

is safe to run. 

WHAT WE DO NOTWHAT WE DO
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AGENT DETAILS

 Approved by Microsoft

 Agent stands alone or complements

the security stack

 <1-2% CPU | 40-60 MB footprint 

 No cloud, no prior knowledge,          

no signatures, minimal updates

 Windows XP SP3 – Windows 10

 Server 2003 SP2 – Server 2012 R2

 Mac OS X 10.9 – 10.11



QUESTIONS
AND

ANSWERS


