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Erin Dunne 

Hi everybody. I think this is our last panel of the day. Am I correct? Yeah? Yeah, so it's 

a wrap-up panel. We have here four distinguished analysts that normally you all have 

to pay some decent amount of money to get some good info from. So here's your chance 

to ask questions, push them a little harder to see what they thought about the events 

over the last two days. They're here for you. 
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We're here to just provide a quick wrap-up, what each of these folks thought about the 

events, maybe some future looking comments. So what I'm going to do is I'm just going 

to go down and let them each have two or three minutes. They don't need to introduce 

themselves. You guys already know who they are. They've already been up on stage. 

But to just provide a little bit of insight on what they thought about the last two days. 

I'm going to start with just one quick overview which is - not even an overview - which 

is my thoughts, which is, boy there's a lot of stuff going on out there. I think one of the 

comments that one of the gentlemen made right from the beginning - I think he was the 

FBI guy right on the first session which is - as the complexity of these networks 

increases so does the threat level. So does the ability to find holes and the human 

element becomes much more of an issue. So those are the types of things that I saw 

come straight through every panel which is, we've got to be very careful. 

Secondly, because I really focus on networking, one thing that I'd like to stress which 

wasn't really part of this but it was the underlying, not only from a technology 

perspective but from the overall perspective, which is if the network doesn't work, and 

the network can be any part of the network, then things start to fall down. So I think 

that is another element that we cannot forget the importance of these underlying 

networks whether they're from a wireline service provide, a wireless service provider, 

they have to work. So that becomes more and more important every day. 

So I’m going to stop right there. I'm just going to go straight to Scott - how about that 

- give us your two or three minutes and tell us what you thought. 

Scott Raynovich 

Great, thanks Erin. First real quick, I love interactivity. I've posted some blogs on 

Futuriom.com about this event. I'm an active Twitterer @rayno so let's keep the 

conversation going on Twitter if we can. 

Erin Dunne 

That was shameless. 

Scott Raynovich 

Yes, it was. A-B-C. The interesting thing that I took away is people ask about what's 

your coverage area? What do you cover?  I find that these areas are just intersecting 

more than ever. You have networking people talking about security and cloud and cloud 

people talking about networking. Everybody is talking about AI and machine learning. 

It's this big stew in the cloud which I think makes our job more challenging as well as 

the investors I think on Shark Tank. They had a more challenging time making sense of 

this all. 

One of the discussions we were having ahead of time is, my question as an analyst is, 

how are you going to - when you get into the cloud - everybody wants to be a brain now 

- like [Abster] wants to be the brain of the networks. The security companies want to 

be the brain of security. Somebody wants to be the brain of IOT. How are we going to 

know these brains work? It's going to be very hard to validate and test. If Horizon is 
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going to install a new brain that controls the network for millions of people how do they 

know that the brain isn't doing the wrong thing? 

That's a big challenge ahead of time. But one conclusion I can say - I just had a daughter 

enter college and I have some other teenagers in the pipeline is - there's obviously a lot 

of job security. 

Erin Dunne 

Did you just say you have teenagers in the pipeline? 

Scott Raynovich 

Well in the education pipeline, sorry. That's terrible. The education pipeline. There 

seems to be plenty of job security in big data and cyber security. So that's my big 

takeaway out of this. I'm going to go back and tell my kids, learn some cyber security 

and big data stuff and you'll be okay for many years. 

Erin Dunne 

Alright, how about you Mike? 

Mike Spanbauer 

I saw a lot of things. Certainly I always appreciate these events. I have the opportunity 

to engage with you all and then hear what you're writing about. What are your specific 

constituencies interested in? That's where it's exciting for me. This event reflects I think 

a bit of the volume of information and frankly the incredible options that enterprises 

have at their disposal to solve for some fairly challenging things ahead of them. 

So a couple of key bits that I think I heard inferred but perhaps wasn't explicitly called 

out. Security is clearly the killer [app] for software defined networking, right? Basically 

machine speed response on the network layer is the only way we can protect against 

attacks that are coming at us at machine speed and we have a human responder. It's not 

going to be able to help at least that patient, that specific infection or attack factor. 

You're going to be catching up or reacting to the incident versus being able to put layers 

of protection. 

Certainly there are some vendors here that do solve for that problem as well as the fact 

that we're increasingly connected in every facet of our lives. I fear the day that I'm 

connected in my sleep. There are of course health monitors but I refuse to commit 

because I just don't want to know how poorly I sleep with kids and the allergies that we 

have in Austin, Texas. But the day is coming soon. Where that data lives is important. 

This speaks to the machine learning and artificial intelligence conversation we had 

yesterday. 

These models are only as good as the data that goes in. This is the challenge that 

enterprises face when they look to deploy and use some of these technologies. Being 

able to train the system on what is normal therefore you know by omission what's 

abnormal is how they get better, how they get accurate. So there's been incredible 

advances in this space. Some of the vendors here of course this week also have been 

helping [unclear] drive this space. It's a collaborative effort. 
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There's no perfect in security. Hell I'll take good enough right now because the 

fundamentals are still being missed. There are an awful lot of gaps. I've spent a lot of 

time working through incidents and challenges that enterprises face. It's a very difficult 

role. But just as a little parting note to exacerbate or highlight the issues we face, the 

vulnerability lines of code ratio is usually one vuln per 20,000 lines of software. The 

average iOS app has 100,000, 120,000 lines today. So you can guarantee every app on 

your phone has four to six vulns. Now Apple controls it more effectively. 

Let's look at Windows though. Forty million lines of code in WIN 7, 50 million in WIN 

10 and you get into the cloud and it gets absolutely frightening. So the fact is that those 

are undiscovered vulns in many cases. That's where the weakness lies. So the job of 

security is to find the abnormalities and to reduce that. But it starts with the user 

awareness and good technology, many of which - you've heard some highlights and 

capabilities here. So turn over to Michael. 

Erin Dunne 

Alright, thank you. Michael. 

[Michael Howard]  

Well I wasn't here yesterday so I missed a lot. There are so many things going on. 

Wherever I go in the industry I see the attempt and necessary attempt to automate 

everything because we're in an on-demand world. There are huge amounts of OpEx 

everywhere. Humans are involved and what we're trying to do is take the humans out. 

But I see the big problem. I heard it here this morning as well. I asked the question 

about closed loop. 

But if you look at security or the analytics or just about any piece of automation, there's 

the big picture. We're going to automate a service. That's good but what's the service 

comprised of? Oh well there are several parts of the service. Then that service sits on a 

network that has even more parts and might even fit on multiple networks. Oh my God. 

So how do we solve these problems? As we try to solve this big problem of automation 

for on-demand services that works all the time and is secure, it's hugely complex. 

I've been tracking SDN NFV since 2009 now. Every year or every half year wow look 

at all the things we got done, we achieved in the last six months or the last year. Oh and 

by the way now that we're getting closer to real production, ah the list is much longer 

now. We found all these more things that we need to accomplish in order to achieve 

this automation. I don't know. It's just a continual amazement to me of how difficult it 

is to really automate, to really secure, to really ensure network services, even to go over 

the top. So we have a lot of work to do yet I think is what I'm saying. 

Erin Dunne 

Alright, thanks. Rajesh? 

Rajesh Ghai 

Thanks Michael. Thanks Erin. Yes at IDC we spend a lot of time listening to the voice 

of the IT user and do a lot of surveys. Typically we see three problems. Three issues 

come up in all our surveys. One is essentially security is a problem for us. Second, we 



Global Press & Analyst Summit - Innovators in Cloud, IoT, AI & Security NetEvents 

Quinta do Lago, 25-26 September 2008 5 

need more automation. The third is we need to do something about complexity. As far 

as security is concerned I think we've got a security analyst who spent a lot of time 

talking about it, I won't talk about it. 

Automation is something that on the network side that's what I cover at IDC. I do see a 

huge requirement coming up. The motivations for that are essentially lower OpEx. I 

think the fact that still $4 that we spend for $1 of CapEx naturally where you can reduce, 

you can become more efficient, that's coming up on all our surveys. 

Second essentially you can reduce human error. Third is essentially through automation 

you can become more agile. You can speed it up. You can also improve your flexibility 

because you're fast. 

So what I really liked in the presentations that I saw today and yesterday was that the 

start-up community, the vendors that we have, are listening to that voice of the customer 

and coming out with solutions that address those requirements. That's where the market 

is going. That's really what people are looking at. 

To machine learning, artificial intelligence clearly came up as a very big theme at this 

conference. Repeatedly you had organisations talk about it. I think that's really a 

manifestation of Moore's law. As cheap computers become more abundant you're going 

to see algorithms that have machine learning, artificial intelligence that have existed, 

kind of become something that can be privatised and taken to market. So you see a lot 

of these companies like Astra and others that we saw on the security side that are taking 

that technology and trying to solve a real problem. 

Obviously nothing is easy. There are a lot of steps that you have to take between now 

and getting those products in the market. But I think it's a first - the vendor community 

has started taking the first steps towards that direction. I think that's really what's 

exciting about this conference. 

[Michael Howard] I forgot scale. Because all of these problems are in the milieu of 

everything is expanding faster. There's more internet of things and more data. As we do 

AI and ML which needs more telemetry there's more data. So all of these problems 

might be simple in themselves but they get compounded. The difficulty gets 

compounded by scale. 

Audience Q&A 

Erin Dunne 

Right. So I have a great follow-up for that question but I will hold it if there's any 

questions out there. Are the microphones flying around? I see one here. There's one 

over there. Hopefully their questions are better than mine. 

Anthony Caruana, Contributing Editor, CSO Magazine 
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Anthony Caruana, freelance from Australia. One of the problems - the problem with 

scale has driven the need for greater automation and orchestration that goes on. I think 

you all kind of hit on that. Is that creating a bit of a knowledge and skills vacuum inside 

organisations where there's such a heavy dependence on automation and orchestration 

that's set up by other people somewhere that internally organisations just don't have the 

skill base to solve complex problems themselves? 

Scott Raynovich 

I can take the first [unclear]. 

Erin Dunne 

Yeah, please. 

Scott Raynovich 

Because security specifically I think suffers from the talent shortage more than most. I 

mean as far as - it's an issue everywhere in technology that you need talent to truly 

optimise and manage your infrastructure well. The interoperability and integration work 

that the automation is driven by not having as many humans do this. It's incredibly 

difficult to write that code and be confident that it doesn't break something else. So in 

security there's simply not enough people that are trained effectively to do the role. 

Every sector faces this challenge. I sympathise with the public sector in particular as 

the private sector compensation models are oftentimes far more appealing for the truly 

capable. But largely I think we'll get to a place where we can at least stop the gap 

between job openings and available talent when we reach a point where the technology 

starts to integrate more effectively and more quickly and vendors begin to work 

between one another. But we're going to be catching up for a while. I don't know where 

that inflection point is today. But that's just the challenge that we face as an industry. 

Unidentified Speaker 1 

I guess it seems a bit ironic. You're saying - we don't have enough humans per job to 

program the network to be more automated to remove the humans from jobs [laughs]. 

That is actually a really fascinating topic. I read a lot about it because I read in the press 

people are saying, oh the robots are going to eliminate our jobs. But actually if you look 

through history every time there's been an automation cycle whether it's automobiles, 

assembly line, factories, it's always created another set of jobs. So productivity has 

always increased. So I think that if you're a journalist out there writing about this stuff 

you should dig in and look at the research. Because the research shows that technology 

and innovation actually always creates new jobs that we don't know will exist. 

Michael Howard  

Well you can look at all of the topics we named here. How do we solve these problems? 

It used to be you could be - maybe it's still true - you can be a security expert but 

everywhere else you go, well you've got to combine network and IT. You have to worry 

about scale. You have to worry about - well you actually have to learn a little more 
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about AI and ML if we're going to automate this piece. So those kinds of people just 

plain don't exist. Maybe there's five on the planet. One operator told me we can't find 

the people. We have to grow them. We know they don't exist. The ones that do exist we 

can't pay for, we can't afford. So interesting. So we have to learn as we go along, educate 

ourselves, create new skills. But will it be in time? For what? There will be new 

problems by then. 

Scott Raynovich 

The automated analysts are coming Michael. 

Erin Dunne 

Yeah, they are. We have another question over here I believe. 

Unidentified Speaker 3 

Right, I have two questions. One is for Scott and the other one for Mike. The first 

question is on these black boxes, the AI black boxes that we have been talking about 

that you don't know what's going on inside. But I believe that there are third parties like 

Price Waterhouse who do the testing for these AI engines. So if you have information 

to share about that; how effective is that testing of AI engines would be helpful? 

Scott Raynovich 

You use an AI engine of course. Right? You use an AI engine to test the AI engine. 

Unidentified Speaker 3 

Oh I see. But whatever it is if you have information about it I mean the AI engine that 

tests itself has to be effective. In any case the AI engines being tested are on actual 

situations so I don't know exactly how they do it. 

The second question is about cyber security and the threats being now widely talked 

about as zero day threats for endpoints. Those were at one time an exotic - that was an 

exotic threat at one time when - and first came to light when it was used on a nuclear 

program. But now it seems it's widespread. One of the claims that came across was that 

people are using cognitive AI to listen in to the dark web, analyse the data and [counter] 

them which seems like an odd claim to make because the dark web is not a very dark 

web if you can listen in to what's going on there. So if you can throw some light. 

Scott Raynovich 

Yeah, interesting. Sorry I need AI to figure out where the question was coming from 

because I can't see the gentleman. I think Mike you should follow up too because you're 

more of an expert on testing. But the testing, yeah it's crazy when I think about it. 

Because I was thinking about it as an Uber - the other day as we all use Uber now. Uber 

is a new brain system, right, that's automated the whole orchestration of drivers. 

The traffic stuff like Google - that's an amazing amount of innovation, the auto 

directions that we get. It really doesn't make any mistakes. I mean I've been using it for 

years. It's never sent me down the wrong street. So I would like to find the Google guy 

that tests the data. I'm sure that Uber tests their systems. 
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But one point that's been coming up a lot lately is that the cloud guys get more powerful 

here because if you look at Azure and Amazon one of the great questions I think in this 

market is, isn't Amazon the ultimate competitor for everything? If you look at all of the 

IT services they're all going into the Amazon cloud. They get more and more 

momentum. That means they have more data, more information and more analytics. 

They know more about everything. So it's almost like they're this gigantic sun that's just 

growing. 

So for all the technology companies out there what I would ask is, isn't your ultimate 

competitor going to be Amazon in the end as every mom and pop brick and mortar? 

That's where a lot of this testing in AI is going on. So these are the people we need to 

talk to more often. But Mike you had some experience - you guys have - are always 

generating controversy with your tests right? I've read a little bit about them. So maybe 

you could tell us a little bit about the process of how you test these security AI tools. 

Mike Spanbauer  

You bet. As far as what Scott mentioned in a sense we break products to ensure that 

enterprises don't encounter these issues in production. What we do is we test the 

solutions and develop the methodologies collaboratively with the industry, the vendors, 

the end users who are using them. Testing AI specifically it's really you're stressing the 

models. How accurate are they? How fast can they learn? 

We've done tests - we don't test AI explicitly. We test products that are employing AI 

mechanics. So Advanced 10-point was one we did and published in February. We're 

underway with the second version of that round of testing. But it really does come down 

to - I'm not so concerned about how they do what they do. It's outcomes driven and 

measuring what the product is effectively able to do at the end of the day. In this case, 

accurately detect threats before it does anything particularly malicious and block them 

or record them accurately. 

So there is no secret sauce as to how to test. It just takes acumen and discipline, 

experience across many facets. There's no way you can do security without being pretty 

competent in network because that's the most common vector. We need to understand 

the protocols to [unclear] pack it. I mean there's a lot more to security than just 

understanding the app. 

But the second question though about vulns and zero days and monitoring or mining 

the dark web really to hear what's being done. This is a common practice employed by 

many security research teams today. That's part of how they get their insights. But 

ironically these guys on the other side of that desk, the bad guys, are watching for where 

they're being listened to and they create a new network. So Torrent is not as popular as 

it once was. I think these guys constantly move. They're able to propagate and share 

insights across. 

But proper zero days, true unknown unknowns? It's often the realm of nation's day class. 

It's going to be used very carefully the first time. Patient zero for a proper zero day, well 

that's an incredibly challenging problem to solve in cyber. It's sort of a nirvana or holy 
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grail. If you can truly catch a zero day vuln before anyone else has ever seen it then 

you've achieved some pretty impressive things. 

I think that AI machine learning [unclear] all of these advanced technologies can help 

get us there. But that's hard. I mean that's really hard. 

Erin Dunne 

Alright, thank you. So we are wrapping it up here. But I'm just going to end with you 

guys get one word, one phrase - I'm going to make it real easy for you - buzz word for 

the event. They're on the spot. They didn't know this was coming. Buzz word for the 

event. You've heard it. We've been here for two days. You've heard a million words. 

What was it? Scott? Come on. I'm going with intent based networking because I heard 

it 8000 times. 

Scott Raynovich 

I would like to see which we have intent based networking, application driven 

networking in autonomous networks. So place your bets. 

Erin Dunne 

Place your bets. One word. 

Unknown Speaker 1 

AI. 

Unknown Speaker 2 

I have a word I try to never use in my language - things. 

Erin Dunne 

Things, nice. Rajesh? One word. 

Rajesh Ghai 

Automation. 

Erin Dunne 

Alright, automation. We got it. Thank you all. Enjoy lunch or wherever we're going to 

be going now. Thanks to our panel. 

Manek Dubash, MC 

Thank you Erin. Great stewardship. Thank you gentlemen for your erudition and you 

too. 

[end] 

 


