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Alan Zeichick 

Good morning everybody, and thank you for getting up so early. I hope you all have 

your caffeinated beverages. We have a lot of things going on in the security world, with 

cyber incidents, and - you know, we have crimes, we have espionage, we have political 

intrigue.  
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We are very fortunate in this country, and in many countries, to have law enforcement 

agencies that focus, as part of their mission, in helping our country, and help other 

countries around the world, deal with these issues as either crimes to be prosecuted, or 

as intelligence operations to be managed.  

We have law enforcement agencies and experts who are, themselves, CISOs, Chief 

Information Security Officers. We have people out there who spend their time 

educating, and teaching businesses how to be safe on social media, perhaps, or what to 

do when a breach happens, when to call the Federal cops to come and help.  

In our panel discussion today, we’re going to be talking about the hackers, not through 

the eyes of industry, and not through the eyes of diplomats, but through the eyes of law 

enforcement experts, whose job it is to, as far as possible, run these people down and 

throw them in jail.  

To start things off, we have three experts here who I had a wonderful opportunity to 

talk with this morning, and they blew me away with not only their knowledge, but also 

with their willingness to share that knowledge. So, let me ask them to take just a few 

minutes to introduce themselves, what they do, and what their organization does, 

because particularly for our non-US friends, you may have heard of these organisations, 

but may not really know what they do. So, let me start with MK.   

MK Palmore  

Good morning, everyone. My name’s MK Palmore, I’m an executive assigned to the 

San Francisco division of the FBI. My title’s Assistant Special Agent in Charge. The 

reason I hardly ever use that in settings like this is because no one actually knows what 

that means.  

I’m an executive with the San Francisco office. My responsibilities are solely within 

the cyber-security realm. I run the cyber-security teams assigned to the San Francisco 

division of the FBI, which essentially means that all of the high-profile security 

intrusions and security incidents that you hear about in the press, or that some of you 

write about, my teams here in San Francisco typically play some part in the 

investigations, where our role, as Alan indicated, is to identify, define attribution, and 

get those folks into the US Justice system.  

I am a 20-year veteran of the FBI, having spent the majority of my career with the 

Bureau on the west coast in California. The FBI, as an organization, as you may or may 

not know, is 35,000-plus personnel, US-based, part of the Federal law enforcement 

community. 56 different field offices throughout the United States of America, but we 

also have an international presence in more than 62 cities throughout the world.  

A large majority of those cities contain personnel that are assigned there specifically 

for responsibilities in the cyber-security realm, and often-times are there to establish 

relationships with our counterparts in those countries, but also to establish relationships 

with some of the international companies, and folks that are raising their profile as it 

relates to international cyber-security issues.  
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It’s a pleasure to be invited to this forum. I do a lot of talks locally here in the Bay Area 

on cyber-security issues, and I will tell you that this discussion, as you certainly all 

know, is a timely discussion. It needs to be happening more. I wish, as a global entity, 

that we would press the pedal on really closing the gap between what it means to be 

both aware of these issues, and prepared to respond to them, and I think discussions like 

this are extremely helpful.  

So, I look forward to engaging with you guys on this topic, and teasing out some 

interesting information that might be helpful to you. Thanks  

Alan Zeichick 

Okay, great.  

Dr Ron Layton 

Good morning, everyone. I’d just like to say thank you on behalf of the US Secret 

Service. I’m Ron Layton, I’m a Deputy Assistant Director with the Secret Service, and 

a 25-year veteran.  

Just to give you some historical context to the Agency, in 1865, the Agency was created 

by Congress to primarily suppress counterfeit currency. Now, counterfeit currency 

represented greater than 50% of all the currency in the United States at that time, and 

that was why the Agency was created.  

I give you that by way of history to suggest that the Secret Service has gone from 

suppressing counterfeit currency, or economic, or what we used to refer to as paper 

crimes, to plastic, meaning credit cards. So, we’ve had a progression, from paper, to 

plastic, to digital crimes, which is where we are today, and what we’re going to speaking 

to you about this morning.  

Personally, I came to the organization as an electrical engineer. I wrote computer code 

for industrial control systems. I taught Physics and Mathematics at a university, and so, 

during that time in the 80s, I got my undergraduate work in electrical engineering. So, 

that would mean that I had to learn things like Fortran, things like Cobol, and 

unfortunately, I had to learn how to code in something called Machine Language, a 

terrible endeavor, I might add.  

How many of you - you don’t have to raise your hand, because you’re going to date 

yourself. How many of you remember punch cards? A-ha. I do too. So, I’m going to 

very quickly walk you through a progression of where we find ourselves today.  

I remember punch cards too, but I didn’t really have to deal with punch cards. I had to 

write programs which were several hundred lines in Fortran. Kind of intuitive. You 

could kind of see what the computer was doing, and as we’ve gotten and moved away 

from that into things like object-oriented programming, and the ability to do this thing 

called cut and paste, and so we move forward to the modern era, where you don’t really 

have to be all that bright to program a computer.  

If I can cut and paste, then I’m 80% of the way there. So, what has happened is that we 

have become very attuned to two things. Simplicity, and convenience.  
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I would tell you that convenience is, in fact, the new nicotine. Everybody has a phone. 

Most of the answers in the world are instantaneously available.  

Now, you notice that I also said something called simplicity. Cut, paste, send. This is 

primarily the reason for things like the most ubiquitous password on systems today. 

Password1234. Now, you’re going to find out that password1234 is simple. It’s 

convenient. But that is, in fact, one of the things that the hackers take advantage of, 

because why wouldn’t you? 

Human factors, as we will talk about, are a significant reason why we are not further 

advanced in the practice of cyber-security. Thank you.  

Michael Levin 

Good morning, everyone. I’m Michael Levin. I want to ask a question. How many of 

you are happy to be here today? Alright. We’re happy to be here today. We had some 

great conversation, and we’re looking forward to having some great conversations with 

you, on the panel and actually after the panel as well.  

I want to make it really clear to you that I’m retired from the government. I’m in the 

private sector now. I spent over 30 years in government at Homeland Security, actually 

as a Secret Service agent. Ron and I worked together in the Secret Service. My last job 

was a Deputy Director at the National Cyber-Security Division, which is, in the US, 

one of the places that the US Government manages the health of the internet, as a public-

private partnership.  

When I retired from the government, I discovered something. I found a giant hole in 

the way that private sector businesses are handling their security. They forgot one very 

important thing. They forgot to train their people what to do. So, I started a business, 

and I work with organizations to try to educate people, and one of the things that we’re 

going to talk about here today is the way society is changing, and how we’re not doing 

a very good job of protecting ourselves.  

We’re not protecting our own personal data - so, everybody has a role to play in 

protecting their personal data, and their family’s data. We’re not protecting our business 

data. Then, we’re not protecting our country’s data, and there’s nation states, and 

organized crime groups, and activists, that are coming after us on a daily basis.  

You know, I started my career in 1978, in Silicon Valley. My law enforcement career. 

I watched computers go from an idea, to what we have today. Law enforcement has 

traditionally been walking in the dark in many ways, trying to figure out how they’re 

going to investigate this, but we’ve become so much more sophisticated as we go, and 

we’re working in public-private partnerships to work with private sector experts, and 

law enforcement experts, and the bar is being raised in our ability to actually investigate 

these crimes. 

But in the private sector, I found that many organizations, and a lot of things that we 

may even talk about today, is they overlook the basics. You’re finding out that so many 

of the hacks we’re seeing on a day-to-day basis are just simple human error. Somewhere 

between 70 and 80% of all hacks are human error. So, whether it’s intentional human 
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error, or unintentional human error, we’ve got to figure out a way to reduce that risk 

through education and training.  

So, that’s really what I’m focused on, and I look forward to our conversation today.  

Alan Zeichick 

Okay, thank you, gentlemen. Let me start by asking a question. Some people stole a 

whole bunch of emails from the Democratic National Committee. Some people stole 

143 million people’s worth of personally identifiable information. I’m assuming that 

those may not be the same groups of hackers, or criminals, or whatever we call them. 

There are different motivations. I know there are activists, or hacktivists they’re 

sometimes called. You have organized crime, you have petty crime, you have terrorists. 

You have all sorts of different groups.  

I’m wondering if you guys, as the professionals, can help us understand, in today’s 

world, the modern hacker. It’s not one homogeneous group. Who are they? What do 

they want? How does knowing that help us? Who wants to go first? 

MK Palmore 

Sure, I’ll take a stab at this. So, I think that, for the purposes of this discussion, there’s 

essentially four groups of cyber-threat activists that you need to be concerned with. I 

break them down as financially-motivated criminal intrusion, threat actors, nation states, 

hacktivists, and then those security incidents caused by what we call the insider threat.  

When you keep it sort of segregated into those four areas, I think you will find, naturally, 

the most prolific computer network intrusion activity throughout the globe. The most 

prevalent of the four that I listed, and the most impactful, typically, are those motivated 

by financial concerns.  

First of all, we’re talking about a global landscape, and the barrier to entry for most 

financially-motivated cyber-threat actors is extremely low. In terms of looking at who 

these folks are, and in terms of who’s on the other end of the keyboard, we’re typically 

talking about mostly male threat actors, sometimes between the ages of, say, 14 and 32 

years old. We’ve seen them as young as 14.  

A lot of times, self-taught, with access to information, sitting in a global environment, 

and with a platform like the Dark Web available to them, they have access to a limitless 

amount of exploits and information that they then use to carry out their fraudulent 

activities. They do it with near-100% anonymity. Because anonymity is such a huge 

factor in cyber-threat activity nowadays, it presents a problem for those of us on the law 

enforcement end of the spectrum in terms of our ability to close the gap, define 

attribution, and ultimately get these folks into the US Criminal Justice system.  

Nation state activity. Often-times, when talking about this subject, most - in the business 

world, unless they’re a defense contractor, or have a specific reason why they think 

their intellectual property might be the target of nation states, there’s a little bit of push-

back, often-times, from the business sector, because folks just can’t believe that their 

business, or what it is that they consider their main competency, might be the targets of 

a nation state threat actor.  
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What we are here to tell you is that, with time-to-discovery of security incidents 

extending well beyond 180 days, that point where you’re being told by law enforcement 

that your network is being intruded upon by a nation state threat actor is not the time to 

figure out how to create defenses to stop nation states from stealing your information.  

They tend to be the most complex in terms of their capabilities, and most capable, and 

we’ve seen, through the course of investigations, one being the Yahoo investigation 

that one of my teams concluded this year, we’ve seen a combination of criminal threat 

actor activity with nation states, basically creating what I like to call a super-team of 

cyber-threat activity.  

So, as consumers and business owners, folks should be worried about what that looks 

like in terms of future impact, because we’re talking about limitless capabilities in terms 

of a nation state being able to go into its own treasure to be able to support these 

activities, with a combination of almost limitless capability from criminal intrusion 

threat actors.  

So, the landscape, typically, is a scary one. At the end of most talks like this, I’ll find 

folks - consumers - paying attention to what they call - I call - the information security 

fundamentals, and businesses, I think probably don’t spend enough time talking about 

those basic issues. I know that we’re going to - all three of us will probably tease out 

some of those items, from question to question.  

Michael Levin 

Yeah. I would say the interesting thing is, now that I’m in the private sector, I have a 

different perspective. I would say, for your readers and the people that you’re working 

with, they don’t care if it’s a nation state. They just want to stop the bleeding. They 

don’t care if it’s a hacktivist, they just want to get their site back up. They don’t care 

who it is. They just start trying to fix the problem, because it means their business is 

being attacked, or they’re having some sort of a failure, or they’re losing data. They’re 

worried about it. So, from a private sector company’s business, they may not care.  

Law enforcement cares, because they want to try to catch the bad guy, and that’s very 

relevant to some of the conversation here. So, what we are trying to focus on for in the 

private sector is, how do we help businesses to harden the target? You know, many of 

these attacks are, you know, no different from a car break-in. A guy breaking into cars 

is going to try the handle first before he breaks the window, and that’s what we see with 

a lot of these hackers. Doesn’t matter if they’re nation states, it doesn’t matter if they’re 

script kiddies. It doesn’t matter to what level of the sophistication. They’re going to 

look for the open doors first, and they’re going to do their intelligence.  

So, we’re seeing a lot more of that, so we’d like to talk about the concept of, how do 

we work with private sector and law enforcement to help businesses to lock the doors 

better? 

Dr Ron Layton 

The Secret Service deals almost exclusively with the financial sector, with the banks. 

So, several decades ago, there was a famous United States bank robber named Willie 
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Sutton. Willie Sutton was asked, why do you rob banks? You know what his answer 

was? Because that’s where the money is. So, those are the people that we deal with.  

The US Secret Service has about a 25-year history of electronic crimes. We’re good at 

this. We know what we’re doing. The first electronic crimes taskforce was established 

in New York City 25 years ago. So, think about that trajectory in terms of technology 

and cyber.  

So, for us, what has changed in the last five or 10 years? These different groups, 

particularly the ones we deal with in the financial sector. We used to have groups that 

were kind of crews, that worked in isolation. What’s different? It’s one thing. These 

guys - and this is a significant change. They all know each other. They all are 

collaborative. They all use Russian as a communications modality to talk to one another 

in an encrypted fashion. That’s what’s different, and that represents a challenge for all 

of us.  

Alan Zeichick 

Wow. So, if I was to ask my friends on the Phoenix Police Department, how can I 

prevent someone from breaking into my car, they might suggest that I lock the door, to 

Michael’s point. They might suggest not leaving an expensive camera, a bag of gold 

coins, and perhaps a stack of $100 bills just sitting on the dashboard, though in Phoenix, 

that would all melt. But, you know - Michael, you had mentioned low-hanging fruit. 

What are some of the low-hanging fruit things that our readers can be doing to maybe 

make it less likely that we’re a target? 

Now, some - like ransomware, that’s spreading everywhere. But in terms of being 

targeted, how can we get them to stop targeting our business, and break into someone 

else’s car? 

Michael Levin 

Well, if we look at the Equifax hack, which is so relevant in the news right now, this is 

a simple error that was made by not providing the right general basic security practices 

on a server. We’re seeing - this was a problem 20 years ago, and it’s still a problem. So, 

how do we get organizations to check the box, and make sure that they’re doing the 

right patching, and they’re doing the right updates, and they’re not being lazy when it 

comes to general security practices? 

Then, the fact that we’re hiring new people, we’re putting them in important roles, 

we’re giving them a computer, and we’re not telling them what they can and cannot do. 

I mean, that’s one of the biggest things that I find, the fact that many organizations don’t 

want to take the time to educate their people on what they can and cannot do, and I 

think it’s so basic to the day-to-day process of any organization.  

You know, we have a generation now that, everybody, for the rest of their lives, is going 

to have a computer. It’s really the first time in the world where we’ve had this device 

that, for the rest of our lives, we’re going to have to deal with it. So, it’s about time that 

every citizen, every country, every organization, starts figuring out a way to educate the 

population on how to protect themselves.  
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It’s not just technology. So, when we have employees, and we have organizations where 

people are going through, and they’re automatically clicking on every single email they 

get, and clicking on every link, and every attachment, we can have the best technology 

in the world, but eventually, something’s going to get through.  

So, we need to educate people on, stop doing that, and that’s one of the things that I’ve 

really focused on, but it’s really germane to the issue here.  

Dr Ron Layton 

So, Mike talked to you about human factors, and from our perspective, we pay a lot of 

attention to what the bad guys will use to further their own illicit gain. So, they’re very 

good at understanding human factors, and what folks will click on. So, you heard me 

say earlier that convenience was the new nicotine. Well, let me tell you what the new 

caffeine is. The new caffeine, quite frankly, is curiosity. That’s what makes you text on 

your phone when you’re driving when you shouldn’t be. That’s what makes you look 

at that post. That’s what makes you do that.  

So, we’re starting to see an emerging field of people who come from the - scholars who 

come from the addiction community, who are starting to look at the relationships that 

we have with our phones, as some kind of unusual behaviour and attachment that 

mimics certain kinds of addictions.  

That’s why you can go into any café in the United States, and folks that are - should be 

sitting there talking to one another are doing this. Happens all the time. If you don’t 

believe me, leave your phone in your room, and try to go without it for four or five 

hours, and see how you feel.  

So, what ends up happening is, take that into what Mike just said. You’re clicking on 

everything. That’s why the technique of spear phishing is, in fact, so popular, and so 

efficacious, because you’re curious. You want to see what is, in fact, behind that next 

click. Of course, when you look at the analysis, and the pathology, of how malware gets 

on a system, you’re going to find that a major percentage comes from clicking on an 

email attachment.  

So, human factors, and the psychology of cyber, is something that we need to pay much 

more attention to. Again, to echo on what Mike said, one of the counters to this is cyber 

hygiene. If I’m a company, and I’ve got $10 to spend, 10 of those dollars are going to 

go to education.  

MK Palmore 

So, as I sit here and listen to my colleagues, I realize that maybe the information security 

fundamentals are not as fundamental as we think. We’re all carrying the same message 

to some degree. I did a talk a couple of weeks ago, and I tend to emphasize - I like to 

give what I call a bottom line up-front in the discussions that I have with folks, and talk 

about three areas when I talk to business owners.  

I talk about commitment from management or leadership, practicing the information 

security fundamentals, and information sharing. One of my colleagues, who has seen 

my talk on a few occasions, came up to me after the discussion and said, you know, in 
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10 years, there’s going to be some FBI agent standing in front of a group of folks talking 

about commitment from management, information security fundamentals, and 

information sharing.  

At first, I thought he was taking a dig at me for having the conversation, but then I 

realized that this message, while simplistic, frankly is not being followed by a large 

portion of both consumers and business owners.  

When we talk about information security fundamentals, I swear to you, we are not 

talking about complex issues. Anyone in here - my colleague Dr Layton, I’m sure, will 

attest to this - when you go through information security training, or some kind of 

formal standardization in terms of certifications, there are basics that you’re taught 

about protecting systems and protecting information.  

I will tell you that time and time again, in the post-mortems of these investigations that 

my teams conduct, the same investigations that are conducted by our friends from the 

Secret Service, in the post-mortem, we always find that there’s some gap in the 

coverage of the security of that particular network that boils down to a fundamental 

issue of security protection, and we’re talking about simply things like patch 

management. Audit and log management. Security and vulnerability assessments, and 

then adhering, or actually taking steps to correct those actions.  

Again, getting buy-in from leadership and management that is an important issue, an 

enterprise risk-management issue, and that secondarily, you need to appoint folks, and 

then empower them to actually get the job done as it relates to increasing your security 

posture. Time and time again, we find that folks are not doing that. 

On the subject of fundamentals, let me hit on one thing that, time and time again, I find 

that - it’s being widely adopted, I think, to a large degree, but I tell both consumers and 

business owners. Two-factor authentication. Michael talked about the analogy of the 

car burglar, or a car theft.  

Two-factor authentication is an obstacle to threat actors. It is not insurmountable. So, if 

you are facing a highly, highly capable threat actor, it’s not going to stop them from 

accomplishing their mission, but for what I call the line cyber threat actor, two-factor 

authentication represents an obstacle that, to them, is a waste of their time. They will 

move to a target that is easier for them to breach, or find an easier way to get into an 

identified target.  

Issues like that, among the topics like cyber hygiene, information security fundamentals. 

If businesses and folks would be diligent about following those fundamentals, I tell you 

we would be in a better position than what we find ourselves in now.  

Dr Ron Layton 

Let me completely, 100%, support comments from the FBI. One of the things that we 

are seeing, and again, this is a comment about human behaviors - awareness does not 

equal behavioural change. So, we need to find new and innovative ways for training, 

and to get our message out.  

Michael Levin 
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I would just like to add, what MK said is so relevant, and is a perfect segue for your 

readers, that two-factor authentication is going to be, certainly, a wave of the future for 

everybody, because it solves some of the password problems that we have. For every 

one of your readers that does banking online, if they’re not using two-factor 

authentication, they need to be. It’s a requirement now for all financial accounts.  

Alan Zeichick 

Thank you. So, let me ask a forward, or present to forward-looking question. I think, 

Ron, you mentioned that the Secret Service has been following digital crimes for 25 

years or so. If we look at 2017, or project to 2027, has anything changed? In what way 

is today’s threat landscape, whether it’s the actors or their methods, different than 

anything we’ve seen before? 

Dr Ron Layton 

So, what has changed is that the technological sophistication and capability of the threat 

actors has increased. When Mike and I were - I was a Deputy Director of the 

Department of Homeland Security National Cyber-Security Division nearly 15 years 

ago, and then the smart guy came in and held that position after me.  

But my point is this. The toolsets that you see today that are widely available would 

have been highly classified 20 years ago. So, just in terms of sophistication, 

sophistication has gone up exponentially.  

So, I refer to this - sometimes, between hackers and law enforcement, people will call 

it cat and mouse. I reject that. To me, it’s the old game of rock, paper, scissor. It is an 

adjustment to the last iteration, and so specifically, let’s take a look at ransomware. In 

2014, ransomware was the 22nd most popular crimeware application. In 2017, it’s 

number five.  

So, in 2014, when we saw this, the bad guys would say, I’m going to encrypt your file 

unless you pay me whatever, X amount of dollars in Bitcoin, or something like that. So, 

what ended up happening is, end-users got smarter, and just said, well, I’m going to 

back my systems up. I’m going to do all of those kinds of things. So, that was the rock, 

if you will. 

Well, what happens is, the next iteration comes, and paper wins over that. It’s always 

the next thing. So, the next thing is, now ransomware starts to concentrate on either 

partial or full hard-disk encryption, so you can’t do what you could do in 2014. So, you 

see the paradigm that sets up here. One thing happens, there’s an adjustment. Something 

else happens, there’s a technological adjustment.  

So, what has happened is, sophistication by the threat actors has gone up, and the ability 

to more quickly adjust, on both sides, quite frankly, has gone up.  

Alan Zeichick 

Let me follow up on that. Earlier, it was mentioned that anonymity is a big part of what 

makes things difficult, and Bitcoin is part of it, and the digital currencies are part of 

anonymity as well. Has improved encryption being available to the bad guys, and the 
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rise of digital currencies, changed this landscape significantly, or is that just a little blip, 

and not a big deal.  

MK Palmore 

No, I think it’s changed it significantly. I think that’s a - thanks for the grounder. Now, 

this issue of anonymity, and the ability for threat actors, again, to go into this platform, 

which is the Dark Web, and exchange exploits, exchange information, exchange 

currency with one another, allows for a level of activity, frankly, that we have not seen 

historically.  

20 years ago, when I came in the FBI, we were on the heels of finishing up the 

dismantlement of what we then called organized crime. Now, what we look at in terms 

of organized crime, or a criminal enterprise, quite frankly is a global organization, 

attached, quite frankly, by the apparatus that you have sitting in front of you. I mean, 

the ability of folks to connect, exchange information, make plans, conduct exploits, to 

buy and purchase things from one another using digital currency, completely changes 

the landscape, and it definitely makes it harder for us to align the dots and close the gap 

on investigations that we conduct.  

Michael Levin 

Yeah, I would just say that, in the private sector, the concept of encryption, and being 

able to encrypt your customers’ data, is an important piece of the puzzle. Hopefully, 

it’s a value for the consumer as well. One of the things that we see all the time is that 

people are sending emails in clear text with very sensitive information. People don’t 

understand that sending emails are like sending a postcard.  

I don’t know, maybe a lot of you don’t remember what postcards are. You can raise 

your hand. But you would never send your social security number in a postcard. You 

would never send a credit card number in a postcard. But emails are exactly the same 

thing. They’re going through the internet through servers that are not protected, in many 

cases, and the average citizen doesn’t realize that. So, we’re starting to see more 

organizations that are encrypting their email as regular practice.  

So, as the crooks get more sophisticated, the private sector needs to get more 

sophisticated, and they can use the same tools that the bad guys are hiding themselves 

from, to use that same tool to protect their customers’ data, or their employees’ data, 

and I think that’s a very important message for your readers as well.  

Dr Ron Layton 

One thing I just want to end up with too is, anyone who has ever studied cryptographic 

engineering will tell you this. As complexity goes up, security goes down. When I was 

a very young engineering student, I wrote code that was in the hundreds of lines. The 

applications that we use today are a million lines of code. Do you think that there might 

be a vulnerability there? Of course.  

Alan Zeichick 

Just a few vulnerabilities. So, changing the subject just a tiny bit, on something we 

talked about over breakfast. So, I’m involved in a security taskforce in the city of 
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Scottsdale, and one of the things that the Police there do, they don’t just wait for you to 

call them after a crime’s been committed, after you have a suspicious package in your 

building, but they go in and do a lot of preventative education, and they’ll go into a 

community center or a school, whatever it might be.  

They’ll go into the building and make security suggestions. They’ll help train the staff. 

They’ll make sure the lines of communications are clear. So, they spend a lot of time 

doing preventative education and work.  

Organizations like yours - I’ve never spent a lot of time with the Federal Agencies. 

What’s your role, whether it’s a community center in Scottsdale, or a bank in San 

Francisco, or whatever, in preventative methods, or communications? 

MK Palmore 

So, because of the impact of this topic, the impact it has on businesses and communities, 

the FBI does a fair amount of outreach on the subject of cyber-security issues. I can tell 

you, locally, I’ve made it a point of emphasis for the folks that work on my teams, and 

we will go out, mostly to large, medium-sized businesses, you know - we’re not a huge 

organization by number, so we have to tailor the visits that we do, but we do like to 

connect with businesses and community folks in what we call the left of boom stage, 

right? Before that significant security event happens to you… 

Alan Zeichick 

Left of boom? 

MK Palmore 

Left of boom, right. We like to talk to you in an environment where we can have a 

fruitful discussion about what the landscape looks like, what kinds of intrusions we see 

in the course of our investigations, and measures that you might take to better your 

security posture, so that the first conversation that we’re having is not that conversation 

with the General Counsel on the phone, your security professional, and the FBI official 

at four o’ clock on a Friday afternoon, when you’re trying to close the door on an even 

that you’ve been dealing with for several weeks.  

So, that outreach is very important for us. You can tell your readership that, in most 

cities throughout America, there is an FBI cyber taskforce, and representatives from 

that taskforce will engage with the business community to talk about the cyber-threat 

landscape and posturing.   

Dr Ron Layton 

The Secret Service prides itself on prevention, within our integrated mission of both 

protection and investigations. So, in that vein, we have greater than 30 electronic crimes 

taskforces across the United States. The idea of an electronic crime taskforce is that we 

take the law enforcement officers, we take the private businesses, and we also include 

academia in these taskforces.  

So, if you are a private business, the idea’s simply this, and this is what we talked about 

at breakfast. You can’t wait until you’ve experienced an event to know the name of the 
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local Fire Chief. No. You should know who are the members on your taskforce. It’s 

really all about prevention. That’s the best way to expend your time, certainly the best 

way to expend your dollars, because you don’t want to wake up and say, all of a sudden, 

I’ve been breached, what do I do? You want to have those discussions prior to.  

The best way to do that is to formulate those relationships, either with a Secret Service 

ECTF, or your FBI InfraGard office. But talk to somebody, prior to the event. 

Prevention really is the best strategy.  

Alan Zeichick 

Can you speak at all to - and Mike, we’ll get to you - can you speak at all to, for our 

international press, would they expect that same sort of something in their countries, 

whether it’s a local cyber-crime, or national? 

MK Palmore 

What I think you’re going to find is, you’re going to find both FBI offices and Secret 

Service offices on a global basis.  

Alan Zeichick 

I meant more of - let’s say, we have people here, let’s say, from Sweden. Does the 

Swedish government offer that sort of service? 

MK Palmore 

I can’t speak for our external partners. I can only say that in the suppression of 

transnational cyber-crime, which is what we do, one of the things that really makes us 

effective is those relationships. So, if you were to go to an external organization, they 

work on many of the same premises that we do.  

Alan Zeichick 

Good, okay. Mike.  

Michael Levin 

You know, in the US, we have something called Neighborhood Watch, and 

Neighborhood Watch is communities that get together, and they create a mechanism so 

that the community can talk to each other. When there’s a burglary going on, or houses 

are getting broken into, neighbors will work together to start talking about it, so that 

people can recognize that there’s a problem, and report it.  

This is what the Secret Service Electronic Crimes Taskforce, and the FBI’s InfraGard, 

is all about. It’s creating a sense of community, public-private sector relationships, that 

are used to help you before the incident. Just as Ron indicated, when there’s a fire, 

you’ve got to know who to call.  

So, having cyber-security law enforcement contacts, and private sector contacts for any 

organization is best practices now. You’ve got to have those relationships existing 

before the fire starts, and then you’ve got to make some decisions on when you’re going 

to call. Many organizations are going to call in, maybe, a third party, a security company, 

to come in and do some triage to figure out what’s going on, and that’s not necessarily 



2017 Global Press Summit NetEvents 

San Jose, California, 27-29 September 2017 14 

a bad thing, because they could potentially do more things than the law enforcement 

community can do without legal process, like subpoenas and search warrants, and 

things like that.  

So, all organizations have to have that plan in place, and once again, it gets back to the 

Neighborhood Watch. How do you share that information, and do you know who to 

call when you have a problem? 

Alan Zeichick 

Okay, thank you. We now have time for some questions, and Mark and others may be 

roaming around with the microphone. Let me ask that you make them questions, and 

not comments or statements. So, let’s put up some hands.    

 

 

Audience Q&A 

Antony Savvas, Editor, IT Europa 

Antony Savvas, UK IT Europa. In the - you mentioned encryption earlier on. In the late 

1980s, a hot debate was whether to provide backdoor access to networks to various 

government agencies in case there was a problem. Does the panel think that backdoor 

access to internet applications are a good idea, or not? Whatever reasons you could give, 

that would be very helpful.  

Dr Ron Layton 

So, it’s - we frame it as backdoor access. That’s the language that we construct around 

this as an issue or a problem. In fact, it’s just another way into that particular system. 

So, why is that - why were those things created, years ago? Generally, those things were 

created, and it came from something called SCADA systems - Supervisory Control and 

Data Acquisition - so someone didn’t have to go out and make an adjustment to some 

remote location.  

So, the threat landscape has changed, and you heard me earlier talk about this whole 

idea, this notion of rock, paper, scissors. This was something that was used by the 

company to get into their systems when they didn’t want to send anyone. So, it was 

usually done with either open access, or pasword1234. So, here we are, 30 years later, 

talking about the same thing. Quite frankly, what’s happened is, the threat actors have 

simply taken advantage of that.  

So, this would fall under the category of, if you are a business or an organization, and 

you’re engaged in a comprehensive security plan, or you’re doing things like updating 

with two-factor authentication, and doing things like strong passwords, then you create 
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such a high barrier for the threat actors that they simply will go to the next place that 

has a least resistance.  

So, we call it a back door, but it’s just another access to the system.  

Alan Zeichick 

There we are. Okay. No, no, go ahead. Yeah.  

Hector Pizarro, Editor in Chief, DiarioTi 

Alright. My name is Hector Pizarro from DiarioTi, a IT portal for Spanish-speaking IT 

pros. Just a short comment first. Companies like Deloitte offer advice to companies on 

IT security, but they don’t use double-factor authentication themselves. That’s why 

somebody accessed their email system.  

So, my question is, it makes sense that education is important, and should be obvious, 

but when companies just don’t care, by either negligence or just indifference, to secure 

their systems, can we expect that consumers will protect themselves, and not click on 

bad links, for instance? That’s the first question.  

The second one, then, given that fact that it’s basically due to human nature, is the 

solution maybe automated security in the form of artificial intelligence, for instance? 

Michael Levin 

One of the things that, when I go out to an organization and I talk to the employees, and 

I ask them a very simple question. When you hand your credit card to a business to buy 

something, what kind of security do you expect them to have? Would you be frustrated 

if they put your credit card number on a piece of paper and threw it in the dumpster? 

Would you be unhappy if they left it on a laptop, and left it in the front seat of a car 

while they went in to have dinner? 

Governments, and military, and everybody else, they have certain classification of data, 

and the problem is is that the private sector employees are not treating data, sensitive 

data, as they would want their own data to be treated, when they hand it in. So, part of 

it is, culturally, changing that thought process so that employees will take customer data, 

and treat it as they would want their own data to be treated, and treat it as top-secret 

data, and having a process in the organization that they’re doing that.  

Dr Ron Layton 

So, if you went into a doctor’s office 100 years ago, and you said, I’m feeling X - you 

pick X - there would have been a course of treatment. If you did the same thing today, 

you would find that there would be a completely different course of treatment. I say 

that to suggest this, and people either don’t think about this, or are just reasonably 

unaware.  

The first Computer Science degree was granted in the United States in 1962 from 

Purdue University. Cyber as a discipline and an endeavor is completely new. So, in 

many ways, humans are interacting with these machines, and this is all new. So, we’re 

having to force cultural change to address much of what you just said.  
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It’s going to take us a while. It took 20 years to gain 80% compliance of seat-belts in 

the United States. 20 years. But we got there. When it comes to things like cyber 

hygiene, and how we’re going to interface from the standpoint of security and our IT 

systems, we’re going to get there.  

Alan Zeichick 

Okay, so you’re suggesting we should treat breaches with, like leeches or something? 

With like, leeches, because we’re like the new medicine, or something like that? 

Dr Ron Layton 

No, what I’m suggesting is that there’s a - cyber’s new, and we’re getting there in terms 

of our practice.  

Alan Zeichick 

We’re getting there. Okay. So, we have over there, microphone working.  

Pieterjan Van Leemputten, Journalist, Data News 

Hi, Pieterjan Van Leemputten from DataNews, a Belgian IT magazine. A small 

question, and a larger one. Dr Layton, you said earlier that a lot of financially-motivated 

hackers use Russian as a communication model. Could you go into detail to that? Are 

they Russians, or how do you mean?  

Alan Zeichick 

Yeah, so more about that Russian stuff you mentioned, yeah.   

Dr Ron Layton 

I can simply say this. Secret Service, as a practice, we concentrate on the burglar rather 

than the tools of the burglary, and that is, in fact, what we see in the practice of cyber.  

Pieterjan Van Leemputten  

Okay, thank you. My second was, how do you handle an incident when it - hello? When 

it’s doubtful if the victim could also be the attacker? For example, if you see malicious 

activity coming from a certain company. That company says, well, we’ve been hacked. 

How do you handle that, because they could be both victim or attacker? How do you 

handle those situations? How do you handle those companies? 

Dr Ron Layton 

So, it’s very common to have threat actors in country A, victims in country B, exploits 

someplace else. That really - that’s the reason why we depend so much on cooperation, 

quite frankly, both domestically and internationally. But I agree, the complexity of 

those kinds of cases is quite high, because you just have so many jurisdictions to tie 

together.  

But we are building capability, as is the Bureau, to handle those kinds of cases, because 

those kinds of cases are becoming much more of the norm.  

Alan Zeichick 
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Okay, great. We have - over here.  

Anthony Caruana, Journalist, CSO Magazine 

Anthony Caruana from a number of publications in Australia. I’ve a question I’d like 

each of you to answer, and you’re not allowed to say what the other guy’s said, okay? 

So, what’s the one piece of advice each one of you would give to an enterprise business 

in order to strengthen their cyber-resilience, or their cyber posture? 

Alan Zeichick 

Yeah, go for it.  

MK Palmore 

I’ll hit it with the three items that I mentioned before, and that is, for any enterprise, 

there has to be a commitment from the leadership of the organization to invest in cyber-

security as a portion of enterprise risk-management. I know that sounds simple, but 

businesses struggle right now with what that looks like in practical terms, because they 

don’t know what that investment should look like. They don’t feel like they’re getting 

confident information from the security professionals to explain to them what kind of 

investment they need to make in this, and so, often-times, they find themselves 

paralyzed with the decision-making process, and they do nothing. So, commitment 

from leadership.  

Practicing the fundamentals. Again, again and again, as we talk about this topic, I can 

tell you the fundamentals probably aren’t so fundamental, and maybe we need to come 

up with a different name for that. But practicing the information security fundamentals 

will put a business, and certainly a consumer, in a better security posture than it would 

if you are not practicing those fundamentals.  

Then, lastly, information sharing. For businesses, you do not see the entire cyber-threat 

landscape. You need to plug yourself into an intelligence apparatus that provides you 

an optic into what everyone else is seeing so you can better protect yourself. If you’re 

doing those three things, you are well and above, and light-years ahead of, your 

colleagues.  

Dr Ron Layton 

Simple. Most successful hacks and breaches - most of them - were because low-level 

controls were not in place. That’s it. That’s it. Patch management. Change password 

123. It’s the low-level stuff that will get you to the extent that the bad guys will say, 

I’m not going to go here. I’m going to go somewhere else. That’s it.  

Michael Levin 

I would say, establish a practice in your organization that creates a sense of community 

for security, and security has to be just as important as being polite to customers, and 

something that employees are thinking about when they turn on their computer every 

day.  

If you can create a sense of community within the organization where security is just 

as important as being nice to customers, then I think you’ll see a better result.  
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Alan Zeichick 

Great. We have time for two more quick questions.  

Phil Keys, US Columnist, Nikkei Industrial Journal & Forbes Contributor 

Sure. Phil Keys, local American freelancer, writing for the Nikkei in Japan. I’m sure 

you’ve heard about the GDPR. Since American and other companies operate 

internationally, do you see that having any impact on, say, increasing the cyber-security 

hygiene and other practices within companies? 

MK Palmore 

Yeah, so let me wade into a topic that I think a lot of questions have touched on, and 

that is what I call the way forward. Where do we see all this going? Laws. Regulations. 

Public-private partnerships. All important factors in trying to keep up with the progress 

of technology. Many of you may or may not know, the law that we use here in the 

United States to prosecute cyber-intrusion matters is a law that was put on the books in 

1986 for us as a country.  

Quite a bit has changed since 1986 in terms of computers and technology, so I think, 

legally, there are some steps that need to happen to take a look at those laws, broaden 

them, and expose them at least to the types of intrusions and things that we’re seeing 

nowadays.  

I do think there’s a place secondarily for government regulation. I think that that 

regulatory process, though, will involve deep conversations with the private sector to 

determine what works best for both protecting systems and protecting businesses, and 

then ensuring that there is some oversight in terms of how businesses are posturing 

themselves from a security standpoint, because we will continue to see the high level 

of breaches, and prolific nature of breaches, until we get to some common ground where 

there are certainly rules of the road, and sort of barriers, in order to make folks act and 

operate in a particular fashion.  

Alan Zeichick 

Okay, thank you. I’ve got two more quick ones, okay, then Wayne gets the last one.  

Chris Cubbage, Editor in Chief, Australian Security Magazine & Asia-Pacific 

Security Magazine 

Chris Cubbage from the Australian Security Magazine, and the Asia-Pacific Security 

Magazine. There’s always a lot of discussion around skills, skills development, and 

getting good people, and also women in cyber-security. How are your organizations 

finding keeping up the skill level, and getting more people into your units? Also, what’s 

the women make-up, and do you have any specific women campaigns to get women 

into the program? 

MK Palmore 

So, developing a cyber-security workforce is a priority for the FBI, but frankly we find 

ourselves in the same position as any organisation who’s looking for adept and capable 

individuals with these particular skillsets. So, there is a shortage of personnel with these 
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available skillsets, and we’re up against the same challenges that most organisations are 

up against, with the added pressure of bringing these individuals into an organisation 

within the US intelligence community. The bar for us, for hiring personnel, is pretty 

high.  

Dr Ron Layton 

So, you hear a term called science, technology, engineering and math, which has 

morphed into STEAM, science, technology, engineering, arts and math. We are on an 

aggressive campaign to hire within the ranks of the US Secret Service. If you have a 

STEM background, we would love to have you. If you don’t, but you have an interest 

in electronic crimes, we would love to have you. One of the things we’ve noticed over 

the past 25 years is that it doesn’t necessarily take someone with an engineering 

background to be a good electronic crimes investigator. 

So, we have some wonderful ongoing criminal cases that are being worked by people 

that we have trained organically within the organization in the skills of cyber 

investigators that did not have that in their academic background.  

So, aggressive campaign. We’re close to getting where we want to be. We’re not quite 

there yet, but we will get there.  

Michael Levin 

I would just like to say that - and I want to make it real clear that I’m retired from 

Homeland Security, so my perspective now is totally in the private sector. The 

frustrating piece of the private sector in answering the question that you have is that, 

what law enforcement, and what Federal law enforcement is paying new people, is so 

much less, frequently, than what they could get as an executive, or as an engineer, or 

even an entry-level position in Silicon Valley, working for a tech company.  

So, it’s very hard for law enforcement to draw these talented people. We have to get 

back to the public service piece of the puzzle, and finding talented people that want to 

give back to the society, and that is worldwide. We have to do a better job of reaching 

out to those folks, and asking them to come to work for government, because we need 

the best and brightest to help us through the situation in the future.  

Alan Zeichick 

Wayne? 

Wayne Rash, Washington Bureau Chief & Senior Columnist, eWEEK 

Yes. One of the things I - I’m sorry, I should identify myself. Wayne Rash with eWEEK. 

One of the things that I’ve noticed as I’ve looked at the details of how various breaches 

have happened is that, while many companies - Equifax comes to mind, Target comes 

to mind - may have at least decent security on one level. There will be another level 

where somebody has set up access to the systems that are either without passwords, or 

without meaningful passwords, or without any other meaningful controls. The people 

always find a way to get into these if they spend long enough hitting on them.  
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Is there a way, for companies that actually want to try to stop these problems, to find 

where these rogue access points, these unprotected areas of access - is there a way for 

these companies to find these, other than just having to check every single place that 

you could call into the network? 

Alan Zeichick 

Yes, how could you find a propped-open fire door that the bad guy’s going to get into? 

MK Palmore 

I’m just going to say, part of this is a governance, compliance, and regulator risk-

management process that happens within the security apparatus of any company. Part 

of that discussion that we talked about earlier about companies not knowing how much 

to invest in security is, they might invest just enough to say that they’re addressing the 

problem, but not enough to build a vibrant and resilient security apparatus within their 

companies.  

Time and time again, you’ll see when companies have done that, when they’ve taken 

the time to make sure they understand what that investment looks like in the way of 

dollars, and people, and talent, they usually have a functioning security apparatus that 

has, as a part of its governance and compliance, a process to go through and look at 

their internal systems on a regular basis to determine where that propped-open door is.  

On the other hand of that, though, you have companies, again, who haven’t made the 

proper level of investment. They might have a security apparatus, but it really amounts 

to, you know, less than five people addressing the security issues on a large enterprise. 

It’s just not enough, and there’s too much ground to cover.  

Dr Ron Layton 

So, one of the programs within the Secret Service is a program that we call CSP, which 

in essence is a network analysis program that specifically looks at what, in fact - what’s 

the activity on a network? I can promise you this. If you look at a network diagram, and 

you run network tools to see what’s on your network, I can promise you you’re going 

to see two different things. What you think, versus what you have.  

So, sometimes, organizations will have practices that kind of invite this kind of a thing. 

So, I’ll give you an example. If you allow me, on your corporate network, to do things 

like go to my Gmail, I mean, what are you - you’re opening the door for bad things, and 

it’s those kinds of practices that increase the vulnerability of our systems.  

Alan Zeichick 

Mike? Last word for Mike? No? 

Michael Levin 

I have to get back to the basics, and once again, as MK and Ron have indicated so well, 

that, to me, is always a lot of our pitfalls. So, from our perspective of day-to-day, and 

things, once again, that you can report to your readers and the people that you work 

with, go after the low-hanging fruit. Go after the 70 to 80% of the things that we can 



2017 Global Press Summit NetEvents 

San Jose, California, 27-29 September 2017 21 

fix very well and very quickly, and think about the ways that process needs to be 

involved in this.  

I think the idea that there are plenty of tools out there, but once again, if your employees 

are clicking on every email link and attachment that they’re getting, you’re still - 

something’s going to happen. Bad things are still going to happen, so we have to reduce 

that risk.  

Once again, I think it’s all about reducing risk, and organizations need to understand 

what that is. For every organization, it can be a little different.  

Alan Zeichick 

Great, thank you gentlemen. Thank you.  

 [end] 


