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Manek Dubash
Okay, NetEvents, welcome back from your coffee break, I hope you're feeling suitably
energised and without further ado, since he's already on the podium, look at that energy
and stuff, Scott Raynovich, let's talk about IoT.
Scott Raynovich
Welcome everybody. Why don't my panellists come on up, because I'm only presenting
for five minutes, then we're going to chat.
Okay, welcome everybody, welcome back. My name's Scott Raynovich, I've been in
the networking cloud market, following it for 20 years and I'm the principal and founder
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of an analyst firm called Futuriom, Futuriom.com. So Futuriom, my spin, I tend to look
at any connected technology and ask how can this change business, how can this add
business value. One of the real interesting areas that I'm sure you hear the hot buzzword
IoT, but IoT is a massive area, but it's of interest, when we talk about the transformation
of business, its interest applies across just about any industry, any vertical market is
looking at IoT technologies. IoT technologies range anything from a specialised chip
for a device, to a giant software cloud that's running analytics.
But the real question I like to ask is how is this going to transform business, how is this
going to allow business operators to either stay in business or be more efficient or
deliver more profitability to their shareholders or deliver more functionality to their
customers. So you can look at - and this information comes from a variety of sources,
including companies and places like the Harvard Business Review, which sadly I read,
but these are kind of the buckets that I've seen over time where things get thrown.
In IoT you have predictive data analytics, so big data algorithms crunching a lot of data
and tells you what's going to happen, how you can avoid things like a truck engine
failure. You can speed up the development cycle with IoT because you have so much
more data and telemetry. You can implement just about any cloud service with IoT.
You can alter your supply chain, you can know ahead of time when you're going to run
out of something and have an automated machine order it ahead of time, without
humans being involved. You can connect these many digital systems together. A lot of
the IoT activity in retail, you walking into the store and the store knowing more about
you and being able to provide better customer service.
So, many different applications for IoT, yet also many moving parts and of course
security, which we've covered in the last panel. So let's talk about some - I'm a realworld guy, I like real examples, give me examples in the real world, right? So there's
lots of them, there's actually stuff happening. We know about the industrial automation
story, Rockwell is collecting data from all these devices and crunching algorithms,
figuring out how their factories are running and when things aren't running properly
and trying to predict maintenance.
You have Southern Company, which is a big utility provider, trying to optimise how
they respond to service outages and give their drivers better information about where
to go, when to fix the problem, especially if there's a storm, for example, to restore
power quickly. So on offshore, I'm sure you've all heard about predictive maintenance
in IoT, lots of predictive maintenance applications using sensors to make sure
everything's operating correctly. Then in automotive you have a lot of stuff going on
and this is an example of the V2X vehicle, the vehicle communications standard,
helping safety and autonomous driving. So lots of real-world examples.
Let's go on to my favourite application, making cocktails. So I found this interesting,
this is a German company, Keith & Koep which makes this hyper fast industrial cocktail
mixer, which can mix 60 different ingredients and make a cocktail for you in six
seconds. I mean that's about a smooth an application of IoT that I can give. Clearly the
advantage here is that they do this at festivals, bit rock festivals, where you just need to
move a tonne of cocktails in a hurry. But it has other - it's multidimensional, they also
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know they contract their supplies and automatically know when they're going to run out
of something and have it be ready, so instead of somebody running around looking for
lemon juice or something, the machine knows, so just a great example.
Real quickly, where does all this happen? Well there's Futuriom, we did a bit report last
year on IoT, we found there's just so many buckets of IoT technology, starting at the
top, specific enterprise applications to the software platforms which range from
analytics to connectivity platforms, like Cisco's Jasper is one of the more famous
connectivity platforms, to the cloud platforms, the Amazon and the Azure, they all have
their own IoT cloud platforms. Then of course you have the communication services
and the standards, how you communicate to the devices through these new low-power
LAN networks that the service providers are running. Many different angles, many
different players, so that's why I have this great panel here with me, so they're going to
help me with understanding it.
So Russ Currie, who is Vice President of Enterprise with NETSCOUT systems; Jeff
Baher, Senior Director at Dell; then - I'll make sure I get all my names right, sorry Brian
- Brian Isaac, who is Senior Director of Business Development at NetFoundry, big IoT
player; Mansour Karam, who is the CEO and founder of Apstra that you heard a lot
about in David Cheriton's speech, automating data centre networks for both service
providers and enterprises.
So I'm going to move on to the discussion - I forgot the slide about Jeff Bezos which
was interesting. Wasn't that interesting, Cheriton's take on Bezos, I mean the man who
is the Wizard of Oz taking over the world. But basically if you read, analyse what Jeff
Bezos says and this is a very long quote, so I won't read the whole thing, but take all
this data and crunch it in these giant algorithms and know basically everything about
everything, so that's kind of IoT in a nutshell, right?
So let's move on with the panel and when we were talking at breakfast this morning,
everybody had some other examples, again, of real-world examples of how IoT is
changing the IT market and why don't we start with Russ, just go down the line,
everybody throw in some of the great examples, you've seen of real-world application
of IoT technology.
Russ Currie
Sure thing, thanks. As we were talking this morning, it was kind of interesting too, Scott
were saying you guys are kind of known for monitoring and how you handle that in the
carrier space. One of the thing we're seeing in the carrier space is that the carriers are
trying to build networks to support the IoT standards and to be able to support those
devices and offer class of service offerings based upon what type of device is connected,
so allows them to have differentiated services as they're rolling out IoT.
In our customer base, on the enterprise side, yesterday for those of you who were with
us in NETSCOUT's facility, we talked about farm equipment manufacture that is using
the information from the cameras on the tractors to be able to understand the weeds and
the pests that they're going to be trying to control and bring that information back up
into the home office so that they can then determine what the best course of action is
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and do it whilst they're on the tractor. We also talked about hospitals and the way that
hospitals are implementing IoT. You think about the pumps that are all connected.
Recently one of our customers had an order come through for something like 5000
pumps. They said, we bought 3000 two years ago, where have they gone? They didn't
know, they just disappeared, they got put in closets and they don't know where they are.
With IoT enabled pumps, they're able to do good asset tracking and understand where
they have those assets, so it helps them with cost control on that end.
Scott Raynovich
What about the security? I mean that's the thing I hear comes up the most about IoT, I
mean as you connect everything, there's more and more security risks.
Russ Currie
Yeah, that's a big challenge for our customers too because they have so many devices.
A hospital, you can imagine, they have literally hundreds of thousands of devices that
are connecting in from beds to pumps to guest users. One of our customers provides
30,000 guest connections of wi-fi every day. So they've got this massive environment
that they're trying to deal with and oftentimes these other devices, these older devices,
are built on embedded systems and often it's Windows XP, for example. So security for
them is a real challenge, just from understanding what's connecting and what it's talking
to.
There was recently a group that basically mimicked a Windows XP device in a hospital
environment and was able to just walk through, bot net, so there's a big challenge there,
so being able to understand just what's connected and who is talking to who is a big
advantage for our customer set.
Scott Raynovich
Okay, thanks. Jeff, you have some real-world examples?
Jeff Baher
I do, yeah. So as Dell Technologies, we touch almost every asset and computing
experience and as part of that, almost every industry and I don't know of an industry
that we service that isn't investing and making significant moves towards IoT, we just
came off of Dell Technologies, there were a number of customers there that we did
feature. One of them AeroFarms, which is a pretty innovative, it's a next gen agriculture
company, they do entire - from seed to plant, no soil, no sunlight, everything is done
entirely indoors and everything is measured all the way from the origin of the seed to
the actual production of the plant and the crops done through IoT and instrumentation
throughout all of that.
Another one is McLaren, another pretty significant customer of Dell Technologies, all
the way from the design of the actual vehicles themselves to devices that they put on
the drivers, multiple devices on the vehicles themselves and this real-time response they
have between metrics of biostats off of the driver, what's happening with temperatures
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sensors and different aspects of the actual car itself and the environment and the road.
So there's a significant amount of technology that's being applied in these real-time
manners that are driving significant performance gains. So to the extent that there is a
debate here, this is well past the hype; this is very much real in a number of significant
industries.
Scott Raynovich
The more I talk to the automotive people, it seems like the vehicle is the centre of the
IoT future in many ways and some people are pointing out that it's actually going to
have more computing power than any other thing on the edge. Like for example, a
mobile tower, a car has more power and more places to put chips. It's the new data
centre.
Jeff Baher
Exactly, I think the intent of footprint, there's a number of things that kind of make it,
like you said, a mobile data centre. There are a number of things from there that kind
of lend itself to instrumentation for the user, for the vehicle, for the surroundings,
absolutely.
Scott Raynovich
Excellent, thanks. Brian.
Brian Isaac
I think I find the healthcare vertical very fascinating. It's very complex and as Russ was
saying, they really don't have a handle on all the assets that are within their facility. A
lot of them just show up, not everything's connected and to make that complexity even
worse, they work with hundreds of vendors and all those vendors need access into their
IoT departments to do predictive maintenance, et cetera. So you have hospitals that are
trying to maintain where all their devices are, where they are in their life, but they also
then have hundreds of people trying to come into their environments and it's quite taxing.
What we're working on is trying to flip that on its head and give that control to the
healthcare facility. The way we're able to do that is provide them a network, a softwaredefined network, that then allows them to push out network to any vendor that needs to
come into their environment, but then also allows them to connect those networks to
any of those IoT devices. Then from there they can collect data, store data, analyse data,
using whichever cloud that they like, or private data centre. You solve it for healthcare;
it really is applicable to any of the other verticals, whether it be industrial, smart cities,
et cetera, agriculture.
Scott Raynovich
Excellent, thanks. Monsour, how are your customers using IoT.
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Mansour Karam
Certainly IoT is a core component of digital transformation and a lot of customers to
compete have to take advantage of the technologies that exist today that really didn't
exist a few years ago. Today, when you look at the ability to transport data, when you
look at the ability to scale infrastructure, to process all of that data, one has to really
take advantage of IoT in order to remain competitive. Certainly at the core of it is the
network and that's why with Apstra we see a lot of those. Maybe I'll give you three
examples.
One is when you think of a plane engine manufacturer, it's amazing how much data
now can be - how many sensors there are on these engines and so how much data is
extracted from these engines and now all of this data is then brought back into data
centres, stored and then processed in data centres. The goal is really twofold: one is to
help with maintenance, to predict when you're going to maintain specific components
of those engines and number two is to help in the future with improving the design and
the next iteration, so that's one example of the use of IoT. You can imagine with all of
this data that is being brought back and processed, the infrastructure needs that exits to
do that, that's one example.
We talked about cars and the amount of data that is being now collected by cars. Think
of the impact on any industry and insurance industry, for example, if you're a car
insurance company now, if you're not actually collecting all the data and not processing
it to understand human behaviour and driver behaviour and then having that impact
how you optimise your premiums as an input to how you - what premiums you offer to
your customers, you essentially are not going to be able to compete with another
insurance company that is doing that. So ultimately IoT data has primary impacts, but
has secondary impacts on many industries.
I would say third example, we talk about smart cities, but smart buildings. We have an
organisation we work with that has more than 20,000 IoT devices interconnected in just
one building. Of course at the core of that you need a network that has the same type of
resiliency that you would have in a data centre, everything from the elevators to your
videoconferencing system, to the heating and cooling systems, all of it is controlled by
this network. So it becomes critical that it remains reliable and therefore again, there
are lots of infrastructure requirements that derive from that. So I would say these are
three examples of IoT that we see in our customers.
Scott Raynovich
That's great. Actually your point about the smart systems brought up a question I have.
I'm a B2B guy, so I usually talk about technology in a business environment. There's
obviously a lot of consumer IoT and then you have of course privacy concerns. I'm
curious, I'm going to ask the audience, how many people have some sort of smart home
system, like whether it's a connected camera or - okay. What about smart appliances,
Nest or you control your freezer temperature? Okay, so a few, but I would say it's not
quite mainstream yet and I'm wondering how many people would not adopt these
technologies because they're afraid of security, they're afraid of the security. Less than
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I thought, I only saw - I raise my hand. I refuse to put my home on the internet. But
maybe the panel can talk about how they - how do you see - well let's talk about
consumer. You guys are business guys, but you're probably on the cutting edge of what
you're using at home. How do you see the privacy and security as it applies to consumer
IoT? Anybody have direct, maybe Jeff has a Nest system, I don't know.
Jeff Baher
I mean maybe it's a matter of how close you are to the technologies, so the closer you
are, maybe the less likely you are to adopt some of these things. Maybe the more you
know about how your food's prepared, the less likely you might want to be eating it
from that same restaurant.
Scott Raynovich
It's like the chef in the kitchen.
Jeff Baher
Yeah, so I think that we've seen this in other technologies, the first person to adopt the
VHS or the Betamax, it's usually like my dad or someone like that, it's kind of scary,
but I do think there are those that are technology enthusiasts and those that will kind of
go that way and accept whatever that may bring with it and there are others that are
going to be a bit more cautious for some of these things. Security, though, I think is
something that we've come to understand, well maybe not fully understand, but come
to appreciate more and more just what the implications are with what we did.
You and I remember it was not too long ago where we were not wanting to put our
credit card through the internet. Now we pretty much do that, I don't know, four or five
times just during this one session, people are buying stuff. So it's just we're okay, but
we've come to learn now the various bad actors that are out there, that are looking to
use that information. Maybe we're all naïve as humans not thinking that there is that
kind of person out there or we've now become introduced to there's a whole army of
people out there that are looking to take that information.
So I think there's a natural tension with that as we all become more connected citizens.
I think we understand what that means and that's a big difference I think in a digital
world as a connected citizen versus what we do when we go home and go in our house
and shades go up or down, that's a very different kind of experience. So I think we're
all coming to learn what it means and the implications, the ramifications of that.
Scott Raynovich
Excellent. Russ, looks like you have something to add.
Russ Currie
It was just going back to the healthcare angle of things for a moment, the other aspect
of it is a lot of times IT has nothing to do with the decision being made as to what piece
of medical equipment is going to be brought in and put on the network. So in turn, it
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becomes one of these things that they end up having to discover that it's out there. They
don't necessarily understand how that might be communicating back to the home office,
whatever the case may be. There are some controls that you can put in place, but
oftentimes they leverage relatively open pathways to get out.
Then you've got the issue about people that come into your network with their own
devices and what do they put onto your network and what potential impact is there.
Network access control is a big issue for a lot of our customers, just ensuring that we
know what's going on to our network and what it's going to be talking to and what it's
going to be saying.
Scott Raynovich
Excellent. Brian, you have direct experience with securing IoT networks direct. So
thoughts?
Brian Isaac
Yeah, we do. What we do is on the B2B but I would say, for me, being a home user to
your original question…
Scott Raynovich
Or a hospital, a hospital crosses both business and consumer, right?
Brian Isaac
Yeah, so I'll kind of talk to both. On your first question, which is for me, I think that
there's an opportunity for Amazon, Google, Microsoft, Comcast, AT&T to help the
home user. I would pay $9.99 a month extra for them to put a software-defined network
in place to secure…
Scott Raynovich
I think you're the first person that's ever said you would pay Comcast extra.
Brian Isaac
Yeah, because I like to use those services right, so I see value in that. It'd be nice to be
able to know you had a secure channel going out of your home that's not publicly
accessible. I think that would be a nice add-on, personally.
But to your point, what we do on the B2B side, like with the hospitals, is to be able to
take best practises, learn from the DOD and apply those to our networks' typology. So
when you create a network using NetFoundry, we use Zero Trust, which comes from
our software-defined perimeters. We use multiple channels, it gives you the ability to
have multiple routes instead of a static route over the internet and we're able to roll
those channels on whatever frequency you want, every 30 seconds, every minute. We
mitigate DDoS and man-in-the-middle attacks which this all just ties in security.
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Companies are spending a lot of time getting identity and doing hardware root of trust
at their edge, but then what are they doing when it goes out across the internet? Why
not take advantage of that authentication and do first packet authentication when it's
coming out in the internet before connecting to the other end point? Those are some of
the topics that we like to get involved with.
Scott Raynovich
Clearly there's a lot of opportunities here to secure IoT data. Monsour, going back to
your example of the aeroplane manufacturer, like in the cloud, how do they secure all
this data, like in cloud? What do they do with all this stuff?
Mansour Karam
Well once the data is in the data centre, you have lots of techniques to really secure the
data centres. Essentially we help with automation and ensuring that the right security
policies are in place. A lot of the security now is being pushed to the servers themselves,
with things like micro-segmentation, rather than just having or counting on one firewall
to keep everything out. So in the data centre it's certainly a very important consideration
and with new software-based techniques, I think that the state of the art is improving
every day.
Brian Isaac
The one thing I wanted to add is this is very complex. We're looking to have over three
billion B2B IoT devices in 2020 and we're talking 20 billion plus when you talk about
consumer. All these conversations end up being snowflakes; they are just such
individual case basis. There is not any one of us on the panel here that solves the whole
problem in the end; it really is a responsibility of all of us to work together and educate
the enterprises on what their options are and to start, you'll start seeing us build kits.
There are a lot of testbeds going on right now where enterprises are able to put forth
ideas and say, hey how do we solve this, what is actually the bet practice? You have
lots of companies come together and try to form that out and come up with a kit and
say, you need to do this, this, this and this and we know that these companies all work
and are great together and here you go and it gives you a blueprint.
Jeff Baher
I would just echo that. I don't think there's anyone that's professing to have the answer
from the vendor community that this is how you do IoT. There are a number of players,
obviously that are big proponents of that or big contributions. But I think very similar
to how mainframes gave way to client server, I don't think anyone with the IT
communities were debating should I be putting computers on desktops or what
industries do or don't.
I mean look back, everyone adopted a client server technology, one way or the other,
but it wasn't a single vendor. There were multiple desktops, multiple chips, multiple
servers, multiple IOSs, multiple workloads, that's the power of this industry and that is
what I think at a significantly greater scale now than what we saw with just putting
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desktops at every enterprise site. It's tenfold, whatever hundredfold, but it will only
happen by all of us, customers, vendors, everyone coming together and innovating
together. There is just too much both I think at stake I think from a business perspective,
but also from a technology perspective and it's a great and exciting time from that
perspective.
Scott Raynovich
Okay, that's great. Maybe we can fill out a little bit more where they see the opportunity
because obviously everybody's going to be a little self-serving, that's fine, but there is
a lot of debate that I hear, is the opportunity in the edge, building new edge data centres
for whether it's a car or a 5G mobile tower sucking in more data. That phrase, data is
the new oil, I guess where's the oil going to flow in your respective markets? Where do
we have to be?
Russ Currie
That's exactly the issue. We've got so much telemetry that's coming to us and the one
that we were talking about this morning, one of our customers talks about their big data
initiative as the beast and they're constantly feeding the beast and it's growing and
growing and growing. So many people want access to the data that's there, but they
don't necessarily know how to transform that into something that's useful information.
That becomes a real challenge for organisations. How do we normalise this, how do we
make it into something that's consumable by a broader audience, because most of the
data sets that people are consuming are disparate and when we aggregate, sometimes
we normalise to a point where it kind of loses its value. So there's a real challenge there
in just understanding what are the data sources that we're going to leverage and then
how do we get that information out to consumers that can actually make decisions based
upon what they see.
Scott Raynovich
Thanks Russ. Anybody else have an idea, Monsour has an idea, where the oil's flowing?
Mansour Karam
Well I think that with all of this data that needs to be processed, you just need to build
out the infrastructures like never before, I think that these infrastructures have to scale
out. So one has to find ways to really change the equation, how to improve costs by in
order of magnitude, how do I change the scale of my infrastructures of orders of
magnitude. So one has to rethink every aspect and certainly when you think of the
network, it is at the core of all of this and that's our focus. When you look at the network,
there are two components of scale. One is capacity and we're seeing the capacity of
networks increase at an accelerated rate. It took 10 years to go from one gig to 10 gig,
now it's taking just a few years from 10 gig to 25 and now even faster from 25 to 50.
That's all being driven by this need.
But then on the operational side, having to babysit every one of your devices is just not
an option anymore. You really have to manage your infrastructures wholescale, at the
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system level, in order to get the type of efficiencies that you need in order to have those
abilities, the ability to process your IoT data, so that you remain competitive. So I think
that for infrastructure, there are massive ramifications.
Scott Raynovich
Okay. Something to add, Jeff.
Jeff Baher
I may just add that I think that it is oil, but the flow is different for each industry and in
fact maybe the level of refinement of the actual fuel oil. I think part of this is an
intersection between the economics of what it costs to process, transport and store the
bits of data that are what you're instrumenting, but I think you have - there is some
intersection between what you're instrumenting, the supporting underlying economics
and then the architecture that makes sense. We're not collecting everything and storing
everything if we don't need to take action on what we collected and potentially stored.
There are many things that we need to instrument, but we don't need to store.
So there is understanding exactly where you fit and where this technology set fits within
your value chain and then the flow is not just a generic block of, it's a very specific, it's
measured and metered out based on your specific needs in your industry and I think
that's the big shakeout that's occurring. Security is woven into that, a lot of other things,
but what's the right architecture for me, the right economics? I'm not just instrumenting
for sake of instrumenting, so how do I make sense of all of this and also not break the
bank at the same time?

Audience Q&A
Scott Raynovich
Great, thanks. I'm getting a time signal, so if we want to do questions, we need to move
to the questions in the audience. So who's got a - this gentleman over here has an IoT
question.
Kishore Jethanandani, FuturistLens
My name is Kishore Jethanandani and I am with FuturistLens, I am the editor of the
magazine and my question is about IoT platforms. They are supposed to - and this has
been discussed very widely, they are supposed to bring some method to the madness of
exploding data. But there seems to be something stopping the growth. Could you help
me understand what's going on with IoT platforms of various kinds?
Scott Raynovich
I'm not sure, you guys think of some, I'll answer real quick because I probably have
more perspective on the platforms. The first issue is the cost, so if you're talking about

San Jose, 24-25 May 2018

11

2018 Global Press & Analyst Summit

NetEvents

connectivity platform, the cost of connecting, say, if you're connecting a mobile phone,
that's a great platform because we're spending hundreds, $50 on a mobile phone
connection, so the margin available, but if you're connecting a tiny little chip on a
machine, the amount of money to connect that is pennies, so some of the connectivity
platforms have struggled to figure out how much money they can make doing that.
That being said, what I think is happening is the cloud is going to be the platform. If
you look at Azure in AWS IoT, they're growing very fast and that's where people,
depending on what you think about Jeff Bezos and apparently it's a controversial topic
today, that's where data's going to be crunched. So they are naturally positioned to suck
in the data, but of course we had great examples of private cloud being the platform. So
does anybody else have anything to add about where these platforms are going to live
and who is going to succeed building them?
Jeff Baher
I would just start, I think it kind of builds on what I was saying before. I think the
architectures themselves need to shake out. There are certainly a number of IoT use
cases that there isn't the - you just couldn't bank on having data go back to a public
cloud to then process and then take action. I mean we've probably all heard about the
autonomous vehicle types of use cases where we kind of conjecture that that's not a
good use case of the public cloud to make those types of instantaneous decisions, but
that goes back to understanding that use case, understanding the economics and what
you're really trying to do with the technologies.
I think some of that also what we're seeing with the public cloud, they have this very
extensible platform and they're constantly trying to push the market in terms of the
efficacy of their platform. So they're leading the market, you're seeing I would say more
templates of what could be done, but ultimately it's going to be the businesses
themselves that would digest that and then really then play back to the industry, here is
exactly how we're using these available technologies and what optimisations we've
made along the way.
Scott Raynovich
Does anybody know an example of a cloud or an IoT platform, sorry, that's
spectacularly successful right now that we might be missing? No, I guess not. Didn't
think so. So we'll take another question up here.
Hector Pizarro, DiarioTi
Yes, my name is Hector Pizarro from Diario Ti, a portal for Spanish-speaking IT pros.
I have a question for the industry in general. Do you think that at some time in the future
the regulators will see the need of a GDPR for IoT, given the enormous amount of data
among other biological data that, for instance, the health vertical mentioned by Brian is
gathering? Do you think that will happen in the future and are you prepared for that?
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Brian Isaac
Yeah, absolutely. I think that privacy concerns are becoming much more relevant to all
aspects of our life. I mean look at how few people already adopted home technology
when we polled the audience. I think that there is a degree of concern there and at some
point it will probably be regulated. The GDPR regulations that exist over in Europe are
likely to be coming to the US, I would assume and probably go worldwide, my personal
opinion.
Scott Raynovich
Yeah, I mean what an enormous task if we're going to try to regulate all that data and
where it is at every minute, but I think we're going to wrap it up here, because we're out
of time, but thanks to the panellists, thanks for the great questions and I'm sure you can
corner the panellists at lunch or something if you have more questions. Thank you very
much.
Manek Dubash
Thank you Scott, thank you to the panel; this debate will carry on.
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