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Where we are now in Cybersecurity

1990s 2000s 2010s

PREVENT

DETECT, 
MITIGATE & 
REMEDIATE

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwjdxs-5r_XNAhWoDcAKHcEhAc8QjRwIBw&url=http://www.veryicon.com/icons/system/100-flat-vol-2/arrow-forward-2.html&psig=AFQjCNH434-VR_P--Tc53Zmm1Rn68u1wpw&ust=1468668673445295
http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwjdxs-5r_XNAhWoDcAKHcEhAc8QjRwIBw&url=http://www.veryicon.com/icons/system/100-flat-vol-2/arrow-forward-2.html&psig=AFQjCNH434-VR_P--Tc53Zmm1Rn68u1wpw&ust=1468668673445295


Ovum | TMT intelligence | informa4 Copyright © Informa PLC

What has changed - Signatures on the wane

Anti-virus signatures catch no more 
than 30%-40% of malwares
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What has changed - Why?

• Many more malware actors:

Criminal gangs

Hacktivists

State-sponsored groups

• An active market for malware on the Dark Web

• The Cloud
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What has changed - Vulnerability Volume increasing

Volume of published CVEs from 1999 through 2017
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What has changed - Attack Velocity increasing

Average Days from 

Publish to Exploit
Average Days from 

Publish to Event

Shortest Average Window: 
Adobe Reader (days)

Longest Average Window: 
IE Edge (months)
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Tech responses - New Detection Technologies

Sandboxing UEBA EDR
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Tech responses

Threat Intelligence
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Tech responses

AI / Machine Learning
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Tech Responses

The Evolution of 
Incident Response

SOAR tools etc..
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Prediction

Less clairvoyance…
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Prediction

…more Data 
Science
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