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AI or not?

The stuff of science fiction?

“A task performed by a machine that would require a 

great deal of intelligence if performed by a human.”

Subsets of AI include machine learning, deep learning, 

computer vision and natural language processing.
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Machine learning

The use of computers to run algorithms 

to undertake reasoning that was previously seen as the 

preserve of humans. 

Come up with better answers that humans can 

in far less time. 

Calculates the statistical validity of results —

prioritise actions. 

Ability to learn from events for predictive capabilities. 
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How can it help in cybersecurity

Better defence against threats, breaches and attacks. 

SIEM was a good foundation, but…

Provides a higher level of automation for cyber threat 

response systems. 

Capable of recognising patterns of behaviour and 

learning from them. 

Prevent, detect, respond. 
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Benefits of AI for cybersecurity
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Automatic remediation or isolation

AI helps to reduce false positives

AI speeds the remediation of threats

Optimise threat identification

Automatic initial triage

AI improves the efficiency of our security staff

AI makes investigation of alerts faster
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Value of AI for cybersecurity
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Increases effectiveness of application
security activities

Identifies application security
vulnerabilities

Accelerates the containment of infected
endpoints/devices/hosts

Increases the speed of analysing threats
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Technologies used for AI in cybersecurity
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Technologies that secure the perimeter

Technologies that isolate or sandbox malware infections

Technologies that secure information assets

Technologies that identify infected IoT devices and apply remediation

Technologies that simplify the prioritisation of threats

Technologies that secure the workloads and applications

Technologies that provide security intelligence about network traffic and
entities

Technologies that identify and authenticate users
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Behavioural analytics

Focus on identifying patterns of behaviour that appear to be 

anomalous compared to baselines of expected behaviour. 

Provide detailed contextual information for 

greater visibility over what is actually happening. 

Weed out false positives, detect insider threats, 

prevent financial fraud. 

Conduct investigations faster. 
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SOAR

Security orchestration, automation and response. 

Enables automation for improved incident response.

Define, prioritise, standardise and automate incident 

response functions. 
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Limitations

Quality of data

Need to train system

Complexity
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Conclusions

First step in the evolution of the use of AI 

in an evolving cybersecurity landscape. 

AI is no silver bullet. 

Quality will improve over time, with effort. 
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