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Cyber Insurance Premiums
Direct-written premiums among the largest
US. cybersecurity insurers have jumped
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How to Cover More Locations
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And Secure More Users (User Types)




Ci50 Challenges

Plus Protect Up and Down the IT and OT Stack

Application code - monolithic,
modular, multiple-languages

System Libraries/External APis B esries. drd-party lDrart e, SikerTi

Hypervisar (KVM, VMware ESXi, XEM, others),
Containers

Linux, Windows, *B3D, i0S, Android, RTOS

servers, deskiops, laptops, tablets, phones, devices

Storage, networking devices, add-on peripherals




CIS0O Challennges

Also, Defending and Certifying across Software Supply Chain

Continuous Run-Time
o Protection, Platform

and AP! Protection

Generating and maintaining SBOM =iy

Infrastructure
Run-Time

Containers,
Repos

Dynamic and scalable security -
auto-scaling, multi-cloud, ——
ephemeral containers, serverless




CISO Challenges

While Defending Against More Sophisticated Attacks




allenges

Oh, BTW, Biggest Headaches are Not Always Technology-Related
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So Many Solutions, Yet Gaps in Attack Surface

Note: sizes and positions below are illustrative - not reflective of market sizes or relationships

PAM/PIM
Adaptive
Auth

XDR/TIP/CDR/NDR/EDR

UEBA :
SIEM




CISO Initiatives - Some of What We Hear

Holistic, proactive, forward-thinking approaches

Trust

« Provenance of hardware
« SBOM

« Zero-trust frameworks

%

Identity

« Authentication/MFA,
passwordless

« TPM, device identity
« Directory management

Privacy and Protection

« Encryption, enterprise
secrets management

« Quantum-safe preparation

« Data management (leakage,
classification, DR)

Policy and Governance

« Unified policy

« Policy verification and testing
« Automated compliance

Observability and Insights

« Centralized data lakes,
telemetry sourcing and
ingestion

« Big data, Al and ML

Resilience

« Compartmentalization

« Cold and warm standbys
« Recovery drilis

« Alternative (offline)business
support processes
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